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Video Communication Optimization in Manet

Jyoti chhikara*, Sunita Dixit**
* Student, CSE Deptt, PDM College of Engineering for Women
** Asst Prof, CSE Deptt, PDM College of Engineering for Women

ABSTRACT

e N
A Mobile Ad Hoc Network (MANET) is composed of mobile nodes without any infrastructure like

wireless access points or base stations. Recent advances in computing technology, encoding
schemes, high link bandwidth and high-speed networks have made it feasible to provide real- time
multimedia services over the Internet. Video Transmission with high resolution increases the
network traffic that can result the packet loss over the network. The situation becomes more critical
when the network is having some attacker node that performs the flooding so that that the networks
delay is increased over the network. To achieve the effective communication in such attacked
infected clustered mobile network, an attack preventing routing scheme is suggested in this paper. To
provide the effective communication over this delayed mobile network, a distinctive multipath based
data chunk sequencing scheme is suggested in this paper.

Keywords: attacks, MANET, video streaming, packet loss.

I. INTRODUCTION

Mobile computers, such as PDAs and laptop computers with multiple network interfaces are becoming
very common these days. Many of the applications that run on such devices involve multimedia, such as
video conferencing, audio conferencing, watching live movies, sports, etc. Streaming multimedia over
wireless networks is a challenging task. Extensive research has been carried out to ensure a smooth and
uninterrupted multimedia transmission to a Mobile Host (MH) over wireless media. Recent advances in
computing technology, encoding schemes, high link bandwidth and high-speed networks have made it
feasible to provide real-time multimedia services over the Internet. Real-time multimedia, has timing
constraints. The feature of playing back audio or video in real time over the internet is called multimedia
streaming. For example, audio and video data must be played out continuously. If the data does not
arrive well in time, the play out process will pause, which is very annoying to human ears and eyes.
Real-time transport of live video or stored video is the predominant part of real-time multimedia.

Multimedia streaming applications have their own specific requirements described as follow.
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* Bandwidth
To achieve acceptable perceptual quality, a streaming application should typically have minimum
bandwidth requirement. For video streaming, congestion control takes the form of rate control, i.e.

adapting the sending rate to the available bandwidth in the network.

* Delay

Streaming media has limited end-to-end delay so that packets can arrive at the receiver in time to be
decoded and displayed. If a video packet does not arrive in time, the playout process will pause, which is
annoying to human eyes. A video packet that arrives after its playout time is useless and can be regarded
as lost. To reduce the effect of time-varying delay in the network and to provide continuous playout, a

playout buffer is generally used at the receiver side.

* Loss
Packet loss is unavoidable in the Internet and can distort audio or video quality, which is not acceptable.
So, itis desirable to make a multimedia stream robust to packet loss. Multiple description coding is such

a compression technique to deal with packet loss.

» Simple playout function
Streaming applications like VoD (video on demand) or online music require playout functions, for ex-

stop, pause/resume, fast forward, fast backward, and random access.

* Decoding complexity
Today is the world of mobile device like cellular phones and personal digital assistants (PDAs) which
require low power consumption. Therefore, streaming applications for these devices must be simple

and have low decoding complexity is desirable.

I1. RELATED WORK

According to [1], attacks on ad hoc networks generally fall into two categories: routing- disruption
attacks and resource-consumption attacks. Much progress has been made in securing ad hoc networks
against these attacks recently; however, none of them considers dropping attacks exploiting cross-layer
knowledge. In paper [2],a novel scheme for Detecting Blackhole Attacks in MANETSs (so- called
DBA-DSR) is introduced. The blackhole problem is detected and avoided by BDA-DSR protocol,
before the actual routing mechanism is started by using fake RREQ packets to catch the malicious
nodes. according to simulation results, the proposed DBA-DSR scheme outperforms DSR in terms of

packet delivery ratio and network throughput. Existing selective encryption approaches [3-5] have
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been effectively applied to different multimedia codec’s such as MPEG1, MPEG2, MP3, MPEG4,
H.264, etc. One of the first approaches to partial encryption was proposed by Meyer and Gadgast [5] in
1995 for MPEG-1 bit streams. The principle data to be secured included: all the headers, I frames, and I
blocks. They proposed a number of combinations of the above scheme to attain different levels of
security. Kachirski and Guha [6] proposed a cluster-based Intrusion detection system using mobile
agent technologies. The proposed system uses mobile agents each performing a particular role. The
results of each node are aggregated in cluster points in order to limit the packet monitoring task in a few
nodes and minimize the IDS-related processing time by each node. Huang et al. [7] proposed a
mechanism that needs separate monitoring nodes, specifically one monitor per cluster (nodes that are in
one-hop range form a cluster). Monitors should be active for this approach. If there is one monitor per
cluster, the monitor does most of the work. It may happen that monitor nodes run out of energy before

the network does or before the network gets partitioned.

1. VIDEO COMMUNICATION OPTIMIZATION TECHNIQUE

Video Transmission with high resolution increases the network traffic that can result the packet loss
over the network. The situation becomes more critical when the network is having some attacker node
that performs the flooding so that that the networks delay is increased over the network. To achieve the
effective communication in such attacked infected clustered mobile network, an attack preventing
routing scheme is suggested here. To provide effective communication over this delayed mobile
network, a distinctive multipath based data chunk sequencing scheme is suggested in this paper. The

presented work is divided in three main stages.

> In first stage, the optimized route between the source and destination is identified. This
identification is performed based on delay and loss analysis.

> Once the optimized route is identified, the next stage is to identify the substitution node of all
intermediate nodes between source and destination. By performing the optimum threshold
analysis, multiple routes are generated between source and destination. The identified multiple
routes will not share any common intermediate node. In this stage, the attacker node identification
will be done at the initial stage, the node having the delay more than threshold value will be treated
as the attacker node or the delay node. After this stage, N number of attack preventive routes will
be identified.

> Now to start the actual communication, in third stage, the video data will be converted to small
chunks. The data chunks will be identified based on the available routes so that each route will get
M data chunks. Finally, these data chunks will be send in parallel on multiple paths so that the

network traffic will be distributed. At the receiver end, the data will be accepted from all these
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chunks and retrieved as the final video data. The presented work will be implemented in clustered

network.

Flow chart ofabove suggested scheme is given below:
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The suggested scheme is divided in following three main stages:

Stage 1: Optimized preventive route identification
At the earlier stage, the optimized attack preventive path will be identified between source and the
destination. The route identification will be done under different parameters. The parameters included

will be the loss analysis and delay analysis.

State 2: Distinctive Multipath identification
In this stage, the alternative for all intermediate nodes between source and destination will be identified.
This alternative node identification will be done under the loss and delay analysis. Based on these nodes,

the distinctive alternate paths between source and destination will be identified.

Stage 3: Parallel Video data Communication

In this stage, the video data will be divided in smaller data chunks and these data chunks will be
communicated over multiple paths. This will perform parallel video communication over the network
will be performed. At the receiver side these data chunks will be retrieved and sequenced to form the

video data.

The significance of presented scheme is given here under
1. The presented scheme will use the distinctive path scheme so that the load over a specific node will
not increase that will reduce the data loss.
2. It will identify the effective route based on communication analysis so that the attack preventive
communication will be performed.

3. The parallel communication over the network will improve the effectiveness of communication.

IV.CONCLUSION

In this paper we have suggested an attack preventing routing scheme that will be implemented in ns2. To
provide the effective communication over this delayed mobile network, this distinctive multipath based
data chunk sequencing scheme is suggested. The presence of Dropping Attack affects all the parameters
of network especially the throughput of the network affecting the Quality of multimedia data
transmission. Proposed technique is very effective to detect and prevent the Dropping Attack. As this
technique will use the distinctive path scheme so that the load over a specific node will not increase that

will reduce the data loss.
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Hadoop Mapreduce: The Quintillion Data Analyzer

Adanma Cecilia Eberendu*, John Imhonikhe Lawal*

* Department of Computer Science,
Madonna University, Nigeria

ABSTRACT

s N
With the continuous advance in computer technology over the years, the quantity of data being

generated is growing exponentially. Major sources of these data include social media, retailer
databases, financial and medical institutions among others. These data come in different formats
which include audio, video, text documents, and web pages etc. some of which are structured, semi-
structured or unstructured. This poses a great challenge when these data are to be analyzed because
conventional data processing techniques are not suited to handling such data. This is where Hadoop
Map Reduce comes in. Hadoop Map Reduce is a programming model for developing applications
that process large amount of data in parallel across clusters of commodity hardware in a reliable
and fault-tolerant manner. This report covers the origin of Hadoop Map Reduce, its features and
mode of operation, describes how it is being implemented, as well as reviews how some Information
Technology companies are making use of it.

Keywords: Map Reduce, Hadoop, Task, Job Tracker, Programming

1. INTRODUCTION
The quantity of data being generated on a daily basis is quite alarming. For example, statistics from
2014 info graphics show that every minute:

» Facebook users share nearly 2.5 million pieces of content.

 Twitter users tweet nearly 300,000 times.

 Instagram users post nearly 220,000 new photos.

* YouTubeusersupload 7 hours of new video content.

» Appleusers download nearly 50,000 apps.

« Email users send over 200 million messages

« Amazon generates over $80,000 in online sales.
Also, with the internet of things, the amount of data generated by car sensors, railway sensors, GPS
devices and other devices is also at a very high level. Various medical and research institutions also tend
to gather an enormous amount of data each day. In fact, according to IBM, every day we create an

average of 2.5 quintillion bytes of data (equivalent to 2.3 trillion gigabytes). Wow! These large amounts
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of data come in various formats ranging from images, videos, JSON strings, audios, PDFs, web pages,

text documents even to 3D models. Data of this nature is known as Big Data.

Efforts to simplify data processing have always been a matter of research and development. In the year
2000, Seinst Inc. developed a C++ based distributed file sharing framework to be used for data storage
and query. The system was able to store and distribute structured, semi- structured and unstructured data
across multiple servers. Developers could build queries with a modified C++ language called ECL. By
2004, Lexis Nexis had acquired and merged Seinst Inc and Choice Point Inc. and their high speed
parallel processing platform into HPCC Systems. That same year, Google published a paper on Map
Reduce - a similar architecture to the HPCC Systems. The framework turned out to be successful so
others wanted to replicate the algorithm. Hence, an implementation of the Map Reduce framework was
adopted by an Apache open source project named Hadoop. Hadoop allows for distributed processing of
large data sets across clusters of computers using simple programming models. It is very scalable as it
can scale up from single servers to thousands of machines with each offering local computation and
storage. The library is designed to detect and handle failures at the application layer while delivering
highly-available service on top of a cluster of computers which may be prone to failures. The Hadoop
MapReduce is a software framework or programming model for developing applications that big data
in parallel across clusters of commodity hardware in a reliable and fault-tolerant manner. Being a

programming model, it is only made use of by developers.

Some developers still make use of conventional data storage and processing techniques (such as
relational databases) to store and harness information from large data sets which proves to be inefficient
these days. Hence, there is a need for them to adopt a new method of developing applications that can

process information in a very efficient and fault-tolerant way.

Since its inception, the Map Reduce framework has been a subject of research and discussion among
various experts, professionals and institutions. Many of these researchers have praised the subject. Map
Reduce is arguably the most successful parallelization framework especially for processing large data
sets in datacenters comprising commodity computers (Zhiqiang & Lin, 2010).MapReduce has proven
to be a useful abstraction and greatly simplifies large-scale computations(Prasad, 2009).The research
community uses Map Reduce and Hadoop to solve data-intensive problems in bioinformatics,
computational finance, chemistry, and environmental science(Serge, 2013). In praise of Hadoop Map
Reduce, Andrew McAfee and Erik Brynjolfsson, 2011, stated: “The evidence is clear: Data-driven
decisions tend to be better decisions. Leaders will either embrace this fact or be replaced by others who
do” (McAfee & Brynjolfsson, 2011).
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Despite its numerous benefits, a number of researchers have criticized Map Reduce for different
reasons. Even if high-level, declarative-style abstractions exist and have been widely adopted, Hadoop
Map Reduce is still far from offering interactive analysis capabilities (Vasiliki & Vladimir, 2014). The
most popular of these criticisms is found in David De Witt and Michael Stonebraker, 2008. There, Map

Reduce was described as “a giant step backwards™:

“As both educators and researchers, we are amazed at the hype that the Map Reduce proponents have
spread about how it represents a paradigm shift in the development of scalable, data-intensive
applications. Map Reduce may be a good idea for writing certain types of general-purpose
computations, but to the database community, it is a giant step backward in the programming paradigm

for large-scale data intensive applications”.(DeWitt & Stone-breaker, 2008)

David DeWitt and Michael Stone-breaker also stated that Map Reduce is not novel at all — It represents
a specific implementation of well-known techniques developed nearly 25 years ago, it is missing most
of the features that are routinely included in current DBMS and it is incompatible with all of the tools

DBMS users have come to depend on.

Is Map Reduce truly missing most of the features that are routinely included in current database
management systems? Another component of Hadoop (HBase) is responsible for having those features
included in current DBMS and as such, the burden should not be placed on Map Reduce. It is correct to
state that Map Reduce is not the best solution there can be to solving the problem of Big Data, but indeed

itis good enough and has room for improvement.

The aim of this study is to discover how Hadoop Map Reduce technology solves the problem of Big
Data Processing. It will also aid readers to understand how Hadoop Map Reduce works, the importance

of Hadoop Map Reduce and how Hadoop Map Reduce is implemented.

In order to achieve the objective of this study as earlier stated, this report covers the history of Hadoop
Map Reduce, the features of Hadoop Map Reduce, the mode of operation of Hadoop Map Reduce, the
implementation of Hadoop Map Reduce, the applications of Hadoop Map Reduce, the benefits of
Hadoop Map Reduce and the limitations of Hadoop Map Reduce.Also, implementing Hadoop Map
Reduce is a broad subject and may not be covered in full details here. A proper introduction into the
methodologies used in implementing Hadoop Map Reduce is provided to aid readers who wish to go

further into its implementation.
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2. FEATURES OFHADOOPMAPREDUCE

The Hadoop Map Reduce framework consists of a single Job Tracker (known as the master) and one
Task Tracker per node in the cluster (known as slaves or workers). The Job Tracker is responsible for
scheduling the jobs™ component tasks, monitoring them and re-executing the failed tasks. The Task
Trackers execute the tasks as directed by the Job Tracker. Both the input and the output of the job are

stored in a file-system.

Master node

Slave node N

Slave node Slave|node 2

Workers | i Workers | i Workers

Features of Hadoop Map Reduce  Source: (Shi, 2008)

Applications which implement Map Reduce usually specify the input and output locations and supply
Map and Reduce functions via implementations of appropriate interfaces and/or abstract- classes.
These and other parameters are known as the Job configuration. The Hadoop client then submits the job
(either in jar/executable form) and the configuration to the Job Tracker which then distributes the
software and configuration to the Task Trackers, schedules the tasks, monitors them, provide status and

diagnostic information to the job client.

3. MODE OF OPERATION

A MapReduce job usually splits the input data set into independent blocks of data which are assigned to
Map tasks (functions) in a completely parallel manner. The output of the map is then sorted and given as
input to the Reduce tasks (functions) to produce the final result. Hadoop Map Reduce works exclusively
on <key, value> pairs. It views the input to the job as <key, value> pairs and produces its output from the
job as a set of <key, value> pairs. It makes use of an interface known as the Writable interface to serialize
the Key and Value classes. These classes have to implement the interface. Also, the key class has to
implement the Writable Comparable interface in order to facilitate sorting by the framework. The input
and output of the Map Reduce jobs can be depicted as:

(Input) <kl. v1l== map =2<k2>= combine 2<k2, v2== reduce 2=k3. v3= (output)

Applications which implement Map Reduce usually implement the Mapper and Reducer Interfaces

which provide several methods for different tasks.
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MAPPER

The Mapper is responsible for mapping input Key/Value pairs to a set of intermediate Key/Value pairs.
The individual tasks that transform input records into intermediate records are known as Maps. The
result of the maps does not necessarily have to be of the same data type as the input records. The output
of the Maps are sorted then partitioned per Reducer. The total number of partitions depends on the
number of reduce tasks for the job (this usually depends on the number of keys) and they are always
equal. The Map Reduce framework subsequently groups the intermediate values which are associated
with a given output key and passes them to the reducer(s) to determine the final output. When
developing applications with the Hadoop Map Reduce framework, users can control which keys go to

which Reducer by implementing an interface known as Partitioner.

REDUCER
After the Mapper has successfully mapped the input, the Reducer reduces the set of intermediate values
which share a common key into smaller set of values. The user specifies the number of reduces for the
jobusing specific functions. The reducer consists of three (3) primary phases.

1. Shuffle

2.Sort

3.Reduce
Shuffle: In this phase, the Map Reduce framework fetches the relevant partition of all the mappers via
Hyper Text Transfer Protocol (HTTP).
Sort: In this phase, the framework groups Reducer input by Keys (because different mappers may have
produced output with the same key). The shuffle and sort framework occur simultaneously. That is, as
map-outputs are being fetched, they are merged.
Reduce: In this phase, the reduce method is called for each <key, list of values > pairs in the grouped

input. Then the output is written to the file system.

SAMPLE PROBLEM
To understand the whole Map Reduce process, let us assume that we have an application which counts
the number of times a Computer Science student of Madonna University used certain words during

CSC317 examination. Let"s also assume we have the following words appearing in different sentences:
Variable Array Pointer

Object Pointer Object
Object Variable Array
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The main steps Map Reduce would take to process the data would be:

1. Get the input data.

2. Splitthe data into separate blocks.
3. Assign the blocks to Map tasks.

4. Sort the output of the Map tasks.

5. Reduce the sorted data using the Reduce tasks.

6. Store the output in the file system.

The following diagram illustrates the process:

Input Splitting

u\

Mapping Sorting

Reducing

Execution ofa Map Reduce count program Modified from: (Zaharia, 2012)

Breaking down these steps, we can understand how each activity took place.

First the input was splitinto 3 blocks:
* Block 1-Variable Array Pointer
» Block 2-Object Pointer Object
» Block 3-Object Variable Array

Then the Mapper transforms the inputs to intermediate <key, value> pairs:

Map Task 1 Map Task 2:
Variable, 1 Object, 1
Array, 1 Object, 1
Pointer, 1 Pointer, 1
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These values are passed to the Reducer. In the Reducer, the data passes through the Shuffle and Sort
phases which then group the data by keys:

Group 1 Group 2 Group 3 Group 4

Array, 2 Object, 3 Variable, 2 Pointer, 2

Finally, the Reduce phase reduces the data and stores them in the file system.

Final Result

Array, 2
Object 2
Variable, 2
Pointer, 2

When you picture this behaviour on larger data, you will really appreciate Hadoop Map Reduce.

4. IMPLEMENTING HADOOPMAPREDUCE

Hadoop has tools that help the successful development of a Map Reduce application, e.g. HBase, Hive,
Pig, Oozie, Mahout Etc. One thing is common for all of them — they must include the Hadoop library,
and the programs must follow the same structure of having map and reduce functions or methods. The
following pseudocode shows an example of a Map Reduce program. The program counts the
occurrence of each word in a large input document — similar to the sample problem we saw while
understanding the mode of operation of Hadoop Map Reduce.

Map (String fileName, String file Contents)

{

For each word key in file Contents: EmitIntermediate(key, “17);

}

Reduce(String word, Iterator Values)
{

intoccurrence =0

for each vinvalues:

occurrence+=1;

Emit(AsString(occurrence));

}

In the Map method, the file Name parameter is input key while the file Contents parameter is input
value. With the aid of a Map Reduce API*s, the code loops through the file Contents and finds each
word. It then passes the word and the value ,,1* to another Map Reduce method to emit the intermediate

<key, value> pairs. This method sorts the data and triggers the reducer.
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In the Reduce method, the word parameter represents the input key and the Values parameter represents
a list of counts. Just as we*ve seen in the sample problem, the reduce method is called for each <key;, list
of values > pairs in the grouped input. It adds up the number of occurrence of the keys and then the

output is written to the file system.

5.SOME EXISTING USERS

Hadoop Map Reduce is applicable in all areas of life where data is being generated. This is because the
data being generated will certainly need to be stored and processed. Due to its awesome benefits, a
number of “Big” companies have already started using Map Reduce. They include: Facebook, Yahoo,
Amazon, eBay, Google, IBM, The New York Times, and Walmart Facebook started using Hadoop in
2007. As at then, developers at Facebook were using it to import a few data sets and writing Map Reduce
jobs to manipulate them. At the success of this, they started using it for major projects such as Facebook
Lexicon — the tool where you can see the buzz surrounding different words and phrases on Facebook
Walls. Most data stored in Hadoop's file system is published as Tables, classic data warehouse features
like partitioning, sampling and indexing were added to the environment. This in-house data
warehousing layer over Hadoop is called Hive — One of the software mentioned in the preceding

sections implementing Hadoop Map Reduce.

Amazon implements Map Reduce in their Amazon Elastic Map Reduce (Amazon EMR). It is a web

service that makes it easy to process vast amounts of data quickly and cost-effectively.

Every day, a number of users adopt Hadoop Map Reduce for processing data and join in enjoying its

benefits.

6. BENEFITSAND LIMITATIONSOF HADOOPMAPREDUCE
MapReduce provides a lot of benefits. They include:
1. Cost-efficiency - MapReduce requires commodity hardware to function. Also, its fault- tolerance
1s automatic. Hence, fewer admins are needed on the network.
2. Simplicity — Developers intending to implement MapReduce can write applications with their
language of choice such as Java, C++ or Python. Also, MapReduce jobs are easy to run.
3. Scalability — MapReduce can process petabytes of data which are stored in Hadoop Distributed
File System (HDFS) in one cluster.
4. Speed — With parallel processing, MapReduce can take problems that used to take days to solve
and solve them in hours or minutes. For instance, in July 2008, one of Yahoo's Hadoop clusters
sorted 1 terabyte of data in 209 seconds, which beat the previous record of 297 seconds in the

annual general purpose (Daytona) terabyte sort benchmark.
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5. Recovery — Map Reduce handles failures. Due to redundancy in HDFS, if a machine with one

copy of the data is unavailable, another machine has a copy of the same key/value pair, which can

be used to solve the same sub-task. The Job Tracker keeps track of it all.

6. Minimal Data Motion — With Map Reduce, processes are moved to data and not data to

processes. Processing normally occurs on the same physical node where the data resides. This is
known as data locality. This reduces the network input/output patterns and contributes to the

processing speed.

Despite the amazing benefits of Hadoop Map Reduce, there are some limitations to it. Some are listed

below:

1.

The development of efficient Map Reduce applications requires advanced programming skills
and also a deep understanding of the architecture of the system. Analysts who are used to SQL-
like or declarative languages may view Map Reduce programming model as too “low-level”

because Map Reduce doesn“t require implementing relational operations such as joins.

. Map Reduce has a batch nature. Data needs to be uploaded to the file system always and even

when the same dataset needs to be analyzed multiple times, it still needs to be read every time.

3. The master node (where the Job Tracker is) has to be more sophisticated than other nodes because

itcan easily become a single point of failure.

. Since Google has been granted patent, it raises the question of the long-term viability of using the

mechanism in open environments.

. The “One Way Scalability” of its design. Map Reduce allows a program to scale up to process

very large data sets but constrains programs ability to process smaller data items.

7. CONCLUSION

Hadoop Map Reduce is a software framework or programming model for developing applications that

process large amount of data in parallel across clusters of commodity hardware in a reliable and fault-

tolerant manner. Hadoop Map Reduce works exclusively on <key, value> pairs. A Map Reduce job

usually splits the input data set into independent blocks of data which are assigned to Map tasks

(functions) in a completely parallel manner. The output of the map is then sorted and given as input to

the Reduce tasks (functions) to produce the final result. Hadoop Map Reduce applications can be

written in several languages. One thing is common for all of them — they must include the Hadoop

library, and the programs must follow the same structure of having map and reduce functions or

methods. Several companies are already making use of it such as Facebook, Yahoo, and Google etc.

This is due to the benefits of using Map Reduce to develop applications such as the scalability, its speed,

its simplicity, minimal data motion and others.
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The Map Reduce model is a very efficient model for processing of large data sets. Currently, the interest
for Hadoop Map Reduce is at its peak and there exist a lot of problems and challenges that still need to be
addressed. The future ahead of Big Data is very bright, as businesses and organizations realize more the
value of the information they can store and analyze. With the improvement and implementation of
Hadoop Map Reduce, data processing will be as fast and efficient as never before and life would be
made easier. Hence, it should be adopted by developers who need to develop applications that process

large amount of data.
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ABSTRACT

Investigation was carried out through e-survey and library consultation. Study dealt with role,\
advantage and challenges of Information Communication Technology (ICT) in higher education
and ICT and knowledge management (KM). The critical review of research literatures suggested
diversified views and definitions of the knowledge lead to different conceptualization of KM and ICT
in higher education in Indian context. KM processed knowledge acquisition, creation, storage and
application while information followed the socialization, externalization, internalization in ICT
integrated mode to assure long lasting value of higher education for qualitative knowledge based
(K-based) economy. This may help in building competitive advantage, internationalization and
intellectualization improving quality, efficiency and effectiveness in higher education for economic
and social development of the Nation. Considering its importance during past two decades efforts
have been made to investigate the relevant aspects, but published literatures on the above subjects
are mostly theory based conceptual and/or review oriented papers. It lacks empirical database
researches and most of the available investigations on ICT, Knowledge Management (KM), ICT and
KM in higher education pertain to abroad. Even theory based conceptualized publications and
review papers on the above aspects in Indian context are scanty and scattered. In view of its
importance for improving k-based National economy through cost-effective ICT based KM globally,
it seems worthy to investigate comprehensively in order to create and analyze the perceptual data
base that would lead to policy advocacy for improving ICT and KM in higher education of the
country and accelerating the ever growing digital talents for cost effective National economy.

Keywords: ICT, Knowledge management, Higher Education, Globalization, Knowledge based
Economy

- J

INTRODUCTION

Indian higher education institutions/universities are complex. In an era of K-based society country's
holistic development may be obtained using most recent innovative technological tools (Jonson, 2012).
The universities have to produce graduates, post graduates and research scholars of quality to build a k-
based society (Mohayidin et al., 2007). However, their challenges of crowdedness, emergence of
greater accountability, globalization of the knowledge economy, commercialization and advances in

ICT are identical. In a changing education it has compelled them to adopt client oriented sustainable
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educational institutes (Till, 2003). The higher education reform could not take off without ICT. (Lishan
Adam, 2003). Currently students are transformed into a —Net-Generationl (Tapscott, 1998). They
learn information quickly with multi-tasking information access. While learners have low tolerance
of lectures; rely on ICT and becoming more mobile. With the time, educational systems have to be
modified in accordance to new needs and changes of people, society, and economy. (Adil Laoufi et al.,
2011). This requires higher education reforms in India by developing new models of its intellectual
capital using ICT (Tapscott, 1998). Because, in the existence of those elements university functions

normally to promote better knowledge communication (Adil Laoufietal., 2011).

In digital society of today there is an increasing trend of lifelong learners. To keep pace in recent
developments, they integrate new knowledge with ICT (Plomp et al., 2007). Hence, the higher
education becomes more important for increasing new ideas, productive skills, social interaction,
employment and earning power (Kozma, 2005). The various kinds of ICT have relevance to education
(Sanyal, 2001; Sharma, 2003; Bhattacharya and Sharma, 2007) in diversified ways and means (Kozma,
2005). ICT can play vital role in strengthening research, service to thecommunity and teaching to meet
the higher education mission (Balasubramanian et al., 2009). In era of fast change in higher education
with the integration of ICT the Nation can built talented society in order to enhanced growth. There is
steady and expanding demand of ICT for higher education in developing countries for cost effective
improvement of quality education. In education circles, ICT can be used for working more in less time
for teachers and students in providing quality as well as quantitative educational contents (Lishan
Adam, 2003; Neeru Snehi, 2009). Of late, the students are digital natives. Their approaches in using
various ICT tools are different. The teachers are digital immigrants. They have to understand the recent

ICT and KM for better impart of knowledge for learners of digital natives.

Satellite Instructional Television Experiment (SITE) is developed in 1975-76 (Neeru Snehi, 2009) for
school oriented programs production and transmission. As nodal agency UGC has created Educational
Media Resource Centers (EMRCs) and Audio-Visual Resource Centers (AVRCs) in many universities
with ICT use for increasing access to quality education. Country has launched a satellite EDUSAT to
promote ICT driven open and distance education in quantitative and qualitative learning ( Neeru Snehi,
2009). In this regard Bhatia, (2009) states that only quantitative expansion is achieved and qualitative
revolution yet to be achieved. In higher education e-teaching and e-learning is prompted with the
transmission of e-content. However, there is challenge of generating and transforming e-content for e-
learning for imparting teaching and conducting research (Lishan Adam, 2003). According to
Mohayidin et al. (2007), the computer-based technology communications complement traditional

storage and delivery methods and improve knowledge delivery efficiency.
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Considering ICT significance and KM in higher education, attention of various investigators has been
attracted towards the role of ICT on the different aspects of higher education such as on ICT's role,
advantages and challenges, KM in integrating ICT in higher education etc either in isolation or in
combination of different aspects. However, most of the literatures are on the concept and review papers
and that too foreign country based research. In Indian condition publications are scattered and scanty.
The present investigation is an overview on the roles and advantages of ICT and KM in higher
education. It would be useful to policy makers, planners, higher education institutions, researchers,
teachers, scholars and students in more than one ways in improving higher education to strengthen

knowledge based national economy.

METHODS
Study was carried out during 2012-13 at ICT Cell, KIIT University Bhubaneswar, India. Relevant
information was gathered through e-survey of literatures published during last two decades and the
resources available at Library of KIIT University, Bhubaneswar, Odisha. Publications were
categorized into:

1) Role of Information Communication Technology (ICT) in higher education,

i1) Advantages of ICT integration in higher education,

111) ICT challenges in higher education and

1v) ICT and KM in higher education

Category wise papers were reviewed, analyzed and compiled briefly to generate further researchable
issues in the field of Information Communication Technology (ICT) and Knowledge Management

(KM) for improving higher education in the country.

RESULTS AND DISCUSSION

Roles of ICT in higher education:

As per Blurton (2002) ICT maybe defined as —various set of tools of technology along with
diversified resources in order to communicate, create, disseminate, store, and manage informationl.
Different investigators have expressed variable roles of ICT. Mlitwa (2007) links these terms to ICT
knowledge. Asatool ICT has to advance knowledge. ICT tool enhances problem solving capabilities of
man. With the help of ICT tool students acquire knowledge. It helps teachers to accelerate teaching and
learning. Uses of ICT in higher education reduce costs (Ozdemir and Abrevaya, 2007). According to
Ozdemir and Abrevaya, (2007) ICT provides affordable and accessible higher education whereas,
Fluck, (2003) Thune and Welle-Strand (2005) and Ozdemir and Abrevaya (2007) point out its role in

EP Journal on Digital Signal Processing (Volume- 09, Issue - 3 Sep - Dec 2025) Page No 19



increasing enrolments. Thune and Welle-Strand (2005) opines that ICT increases student mobility. [CT
also meet the needs of off- shore learners (Bhattacharya and Sharma, 2007). It effects the modus of
course operand in teaching and learning (Thune and Welle-Strand, 2005; Casal, 2007; Mooij, 2007;
Ozdemir and Abrevaya, 2007). It gives superior quality skills and collaboration (Bhattacharya and
Sharma,2007). It increase program flexibility (Oliver, 2002) and generate competition among
institutions for need based improvements (Lim and Hang, 2003, Kozma, 2005; Ozdemir and Abrevaya,
2007).

International Association of Universities (1998) and Thune and Welle-Strand (2005) express that [CT
plays an important role in tackling accelerated crowdedness, diversification, internationalization and
marketing issues in advanced studies. [CT use changes the mode of businesses management. It also
affects the work, interaction and function of people in society (Bhattacharya and Sharma, 2007;
UNESCO, 2002). McGorry (2002) and Kirkup and Kirkwood (2005) suggest that ICT is very common
everywhere starting from home to work place and internet use is increased significantly. Globally many
nations depend on ICT to tackle various issues of higher education. This drives the national economy
(Mehta and Kalra, 2006). There is an increasing demand of competent human capital to mitigate the
economic crisis (Purwadi, 2001). Postiglione (2009) states that in some country higher education serves

knowledge and human capital repositories in order to overcome the various issues.

ICT is used everywhere within higher education in order to improve teaching and learning to promote
research, engage talented scholars and administration as opined by Balasubramaniam et al (2009) and
Jaffer et al (2007). Researchers refer ICT use in higher education as educational technologies
(Czerniewicz et al., 2005). It is used as learning technology in e-learning online teaching (Van der
Merge and Moeller, 2004) and e-learning contents (Smith, 2004). It is used as communication
technology (Blanchette and Kanuka, 1999). ICT is also utilized for web-based learning (Czerniewicz et
al., 2005), hybrid learning (Thune and Welle-Strand, 2005) and virtual learning environments (Kirkup
and Kirkwood, 2005).

In general universities emphasize on course content centering the textbooks. Education is imparted by
giving lectures, tuition and assignments (Oliver, 2002). But, in modern pedagogical education with
integration of ICT encourage curricula by increasing competency and performance. Traditionally,
learning is student-centered whereas, students have to have confidence in communicating, interrelating,
reflecting and resolution etc (Forde, 2007). ICT integration in education results shift from faculty-
centered information communication to learner-centered responsible knowledge gain (Hattangdi and

Ghosh, 2005). In digital era thelearning is increasingly inquiry-based and problem-centered. Teachers
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work as facilitators, coaches and mentors with the support of ICT (Oliver, 2002). ICT creates the
learning environment to move beyond behaviorist learning theories. In constructivist hypothesizes the
learning is completed through active knowledge construction (Duffy and Cunningham, 1996). Under
this learning the social interactions are very important (Vygotsky, 1978). Here the students gain
appropriate knowledge and generic skills. With the growing use of ICT the graduates need to have
information literacy. According to McCausland et al, (1999) information literacy is the ability of
identifying the relevant issues followed by identification, locating, analyzing and evaluating required

information to mitigate the issue and challenges.

Traditionally, learners require completing their tasks within a specified time-frame and settings.
Students hardly put any question on the programs and its delivery. But in digital era, the higher
education is offering flexible choices need-based quality learning (Moore and Kearsley, 1996). Now
ICT is playing a significant role in distance education programs for higher education. Higher education
e-learning is not confined to schedules and time tables and facilitates the participation of large number of
learners without time constraints (Hattangdi and Ghosh, 2008). ICT use in higher education encourages
learning through work experience (UNESCO, 2002). In this type of learning, students enable access to

contents and courses with the help of ICT at their workplace on a need basis.

During last two decades ICT develop very fast. This brought large changes in different industries and
influenced the methods of interaction and work of man in society (UNESCO, 2002; Bhattacharya and
Sharma, 2007; Chandra and Patkar, 2007). ICT may mitigate the constraints of poor quality education
at national level. ICT tools may also mitigate the problems of high capital, inadequate teachers, low
quality education, time and distance barriers (McGorry, 2002). High proportion of Indian population
(over 1.25 billion) is young. They need to be educated using modern ICT tools in order to bridge the gap
(Amutabi and Oketch, 2003). Innovative use of ICT can potentially solve the problems.

Advantages of ICT integration in Higher Education:In generation of digital resources (digital library)
the ICT play a crucial role. This is easily accessible to learners and teachers for research-and course-
materials (Cholin, 2005; Bhattacharya and Sharma, 2007). IT allows networking for sharing scholarly
materials by avoiding work duplicity (Cholin, 2005). In higher education ICT provides quality skills so
as to solve complex problem through all round collaboration (Mason, 2000; Lim and Hang, 2003;
Bottino, 2003; Bhattacharya and Sharma, 2007). It improves the student's knowledge perception
throughout the world. From the above accounts it may be pointed out that for preparing digital

workforce for improving global economy the ICT plays a crucial role (Kozma, 2005).

EP Journal on Digital Signal Processing (Volume- 09, Issue - 3 Sep - Dec 2025) Page No 21



ICT based learning is advantageous for eliminating time barriers as well as geographical barriers in
education for learners and teacher (Sanyal, 2001; UNESCO, 2002; Mooij, 2007; Cross and Adam,
2007; Bhattacharya and Sharma, 2007). A synchronized teaching and learning process in higher
education is completed by thoughtful creative interactions (Sanyal, 2001; UNESCO, 2002;
Bhattacharya and Sharma, 2007). With the use of ICT Increased collaboration becomes possible
(Sanyal, 2001; Plomp etal., 2007; Bhattacharya and Sharma, 2007). An innovative approach using ICT
may be used for enhancing quality and standard of higher education (Sanyal, 2001) for providing rapid
transfer to the target groups (UNESCO, 2002; Chandra and Patkar, 2007). As per UNESCO (2002) and
Bhattacharya and Sharma (2007) ICT can provide education combination maintaining balance in work
life. An international dimension of educational service can be increased in time for non formal
education (UNESCO, 2002). Higher participation and interaction is possible through e-learning in
higher education. Over the internet, e-learning facilitates the delivery, dialogue and feedback. It also
allows ease of access to need base modification of content and exams. Wishart et al. (2007) suggest that
teaching methods like role- become easy in on line environment across time and distance through ICT

use.

Web and Internet is the core ICT in e-learning for spreading education. In higher education digital
identity of the students is created. It connects all the stakeholders and allows inter- disciplinary
investigation as suggested by Chandra and Patkar (2007). Plomp et al (2007) point out that ICT
utilization is motivating students and teachers whereas; Bottino (2003) and Sharma (2003) suggest that
teaching performances are improved by using ICT. It facilitates learning through work experiences
(Yuen et al, 2003). According to Casal (2007) ICT provides a platformfor sharing information and
knowledge which hold great promise for future (Mason, 2000; Casal, 2007). ICT helps in increasing
human as well as knowledge capital. For the development of society ICT tools play very crucial role
(Casal, 2007). It may helpful in pedagogical, curricular and assessment reforms. By using ICT tools the
faculty members and learners plan learning activities and take benefits from each other by idea
interaction to create new knowledge. ICT enables the progress monitoring the societal knowledge

information (Kozma, 2005; Bhattacharya and Sharma, 2007).

Use of ICT is cost effective for the students by reducing travel expenses. It tackles problems of more
number of students (Fluck, 2003). As per Mooij (2007) the ICT provides higher reliability, more
validity and greater efficiency. With the ICT use, the responsibilities may be transferred to students for
self management which help individualize need-based teaching or guidance method (Mooij, 2007,
Ozdemir and Abrevaya, 2007). According to Mooij (2007) different levels of information and

educational setup can be linked with the help of registration, evaluation and administration through ICT

EP Journal on Digital Signal Processing (Volume- 09, Issue - 3 Sep - Dec 2025) Page No 22



may offer education in the form of service (Bhattacharya and Sharma, 2007). It enhances mass e-
learning as well as creates institutional competition in order to provide quality education (Cross and
Adam, 2007).

ICT challenges in higher education:

Fast ICT growth and its use in higher education system face many challenges. Few challenges of ICT in
higher education may emerge by asking the following questions. What are the course- contents and
programs students have to learn, what are methods of learning, what is time when they learn, which are
the places where learners learn, who are the new learners and teachers and how learning can be made
cost effective? The research-based knowledge on the techniques of ICT use for improving the models,
impart of knowledge and higher education management are readily not available. In the application of
ICT in higher education the different states of India are at different stages of development. It is one of the
major constraints to maintain uniformity in ICT utilization. The higher education systems have
inadequate funds for maintaining quality education and preserving teachers to meet the satisfactory
social needs (Boeren and Maltha, 2005; Lee and Healy, 2006). Ever increasing enrolment of the
students, new knowledge emergence, ICT advancement, globalization, economic restructuring,
financial constraints etc, contribute in reforming higher education (Hattangdi and Ghosh, 2008; Shin

and Harman, 2009; Welch, 2011).

Increased access of graduate and post graduate students results massiveness in higher education and this
is one of the crucial factors for global higher education development (Altbach, 1999). Higher education
systems are also influenced with it (Lee and Healy, 2006; Welch, 2011). Bates (2001) suggests that k-
based economy demands —technology-ready workersl. Due to use of ICT in routine tasks, there is an
enormous pressure on educational institutions to produce ICT workers by the governments and
business communities. However, Mumcu et al. (2004); Ojo et al. (2007); Isman, et al., (2010), opine
that on work-place there is inadequacy of ICT infrastructure which is one of the major limitations in
using ICT because a robust ICT infrastructure is prerequisite in higher education for k-driven
development. With the development of new technologies, the higher education systems must be
advanced in knowledge and skills. It is very important that universities in region should be equipped
with industry-ready skilled and knowledgeable students for competitive global economy. Though for
all the challenges, ICT is not a panacea, but it has positive learning impact (Jaffer,Ng'ambi and
Czerniewicz, 2007). Education is prerequisite for the socio-economic advancement of the nation
(Mehta and Kalra, 2006). Therefore, for ensuring good quality, easy accessible and affordable higher
education, it seems necessary to be innovatively integrated with ICT to produce —technology-ready

workersl in the nation (Hattangdi and Ghosh, 2008).
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Currently, focus is given to use ICT by faculty members and to impact of ICT use in higher education
(Keengwe and Anyanwu 2007). Though ICT is prevailing in education, but it is not intensively used in
teaching and learning activities (Grabe and Grabe, 2008). In most of the cases new and complex ICT
tools are bought and kept with teachers. Because, there lacks suitable supportive infrastructure for
adaptation and integration with KM (Jonson, 2012). Real technology operators are generally engage in
inquiry about the technology (Hall and Hord, 1987). Hence, before implementation of ICT device it
necessary to conduct pre-assessment to find out organization's proper equipment with supportive
infrastructure, human resources and structure to enable technological innovation adoption (Jonson,
2012). Then gap analysis need to be done in order to identify intervention points for ICT integration in
KM in higher education. Previously, teachers were not integrating ICT into their practice due to lack of
an appropriate training or access to technology (Clarke & Robinson, 2005). Research has shown even
when teachers have access to training and technology, they still do not, in any significant numbers,
integrate technology into their teaching (Ertmer, 2005; Mueller et al., 2008). This trend has led
researchers to consider that low levels of ICT-related change in higher education. Risk theory offers a
way to examine these types of cultural interactions, by providing a useful conceptual framework for
understanding —why things have gone wrongl (Lupton, 1999); but, risk perceptions arenot
only about negative results or fears but also it can be in the form of positive exploration, with potentially
questionable results. Research findings indicate non availability of skilled workers (Agarwal, 2006).
The socio-cultural, socio-economic and geographical limitations are still in existence for learner in
higher education (Bhattacharya and Sharma, 2007). Research shows that most of the institutions could
not completely full fill the requirements of Generation Y employees with the afforded opportunities by
Web 2.0 technologies (Burkinshaw and Pass, 2008). In higher education ICT use for KM is an

emerging issue. [t needs innovative approach of research to address the emerging issues.

ICT and KM in higher education:

Challenges in ICT integration in higher education need to be addressed through appropriate KM in the
educational institutes to improve the quality, efficiency and effectiveness (Hawkins, 2000). It gives
solutions for the management, organizational behavior, retrieval of information and artificial
intelligence (Adil Laoufi et al., 2011). The University Grants Commission (UGC) maintains quality in
Indian higher education institutions. UGC 1is responsible to maintain teaching, examinations and
research standards and quality of colleges and universities. UGC also conducts the National Eligibility
Test (NET) for high teaching standards. It is done to improve higher education quality. In this, [CT
works as a hub. According to Hameed (2006), Aldridge (2008), Shaikh (2009) and Aypay (2010) ICT
has significant role in higher education, over all development, generation of employment, improving

economic growth, providing governance and administration, reducing poverty, community

EP Journal on Digital Signal Processing (Volume- 09, Issue - 3 Sep - Dec 2025) Page No 24



engagement, efficient research activities and knowledge society's emergence globally. Many
researchers like Ng et al. (2006), Kong and Li. (2009), Shaikh (2009) and Masood (2010) suggest that
globalization of knowledge-basedeconomy are due to individual's ability in information dissemination.
For KM process capturing, abstracting, codifying, organizing, storing, diffusing, reusing,
transformation words are commonly used. ICT infrastructure and supporting software manages
existing explicit knowledge. An event creates data, data generates information and information creates
knowledge (Fig.1). Creating knowledge from data signifies a process of extracting information from
data and ICT serves as an enabler for transforming knowledge into profitable products. ICT can
increase the flow of knowledge offering modern systems and enabling support for sharing knowledge.
Whereas, the theories approach method for soft track are people-focused enabling a __good" space
(Nonaka and Takeuchi (1995) and Sveiby (1997)

Fig 1 Knowledge creation.
Knowledge

As per Holsapple (2005) KM can't be separated from ICT. Some scholars (Boisot, 1998; Leonard and

Sensiper, 1998) also tackle specific professional issues in KM point of view by synthesizing hard as well
soft aspects. They take KM as an effective integration of human, ICT and processes. Hence Jackson
(2005) has created a holism approach to draw complete KM development picture as also suggested by
Gaoetal. (2003) and Gao and Li. (2003).

According to Shaikh Faheem Gafoor and Quazi Khabeer, (2013) the accreditation does not replace the
system of degree and diploma awards by the Universities. It provides quality assurance of the academic
aims. The ICT is the need of the hour for quality assurance in higher education as it fastens the process of
assessment and audit with greater transparency (Shaikh Faheem Gafoor and Quazi Khabeer,
2013).Further, ICT-rich higher education institution gives a competitive advantage in recruiting
students. ICT are used extensively for supporting powerful, efficient management and administration in
educational administration (Christiana Maki, 2008; Ben-Zion Barta et. al., 1995). Sharad Sinha (2008)
predicts diversified challenges for Indian education system in 21st century. According to Hossein

Zainally (2008), ICT offers several facilities for administrators in education system to handle the given
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tasks with responsibility. Ashish Kumar and Arun Kumar (2005) highlight that in recent time the ICT is
used as a techno-management tool to provide the benefit to Indian higher education institutions.
According to Gumala Suri (2005) the universities are increasingly changing with the development of
new ICT. Due to application of new ICT in University there is a significant shift in higher education
(Krishnaveni and Meenakumari, 2010). However, data based research records are lacking on this

aspect.

ICT accelerates the information and knowledge dissemination to become integrated into global
networks. As per Ashish Kumar and Arun Kumar (2005) the ICT use in education there is a positive
perception. The introduction of ICT based KM technologies are virtually recent practices but it is
deprived of a holistic perspectives (Galliers and Baets 1998). Although diversified resource-and client-
specific ICT based KM technologies (Omona et al. 2010) have been developed for integrating in higher
education KM, but there exists a yawning gap between its advancement and need-based adoptions due

to various bio-physical and socio-economic limiting factors need to be addressed.

Shaikh and Khoja, (2011) determine various issues and challenges while integrating ICT in higher
education system and examines its coping mechanisms with the challenges of implementing ICT. In
ICT-based knowledge society it is essential to have skilled workers, government support with sound
ICT infrastructure to use ICT efficiently (Czerniewicz et al., 2005; Alev et al., 2009; Chowdhury, and
Alam, 2009). Shaheeda et al. (2007), Jayson (2008), Shaikh (2009) and Yusuf and Afolabi, (2010) have
reported that ICT helps in higher education systems to produce own knowledge societies for improving
learning quality with better educational outcome. Several researchers (Khan, and Shah, 2004; Hameed,
2006; Amjad, 2006; Shaikh, 2009; Igbal, and Ahmed, 2010) have pointed out that for achieving success
in education, employment and everyday life, this century needs efficient ICT use in every field with
confidence. Many researchers (Chung, 2001; Derek, and Dahlman, 2005; Ng et al., 2006; Teo,2009)
claim that world economies become more competitive and interdependent due to integration of ICT. In
many studies (Ng et al., 2006; Gillard et al., 2008; UNESCO, 2008; Shaikh, 2009; Balasubramanian et
al., 2009; Vajargah and Jahani, 2010; Erkunt, 2010), the investigators have pointed out that in
addressing the challenges of ICT integration in KM the policy makers and teachers have crucial role to
play. The effective use of social software in higher education has shown growing interest (Minocha,
2009) in adopting virtual learning environments (VLEs) incorporating wikis, blogs, forums and chat.

Currently, the Face book, Google, Docs, Delicious, Flicker etc. are also used in higher education.

There are over 1346 and 1244 engineering colleges and polytechnics respectively which have been

approved by All India Council of Technical Education (AICTE) as stated by Krishna (2007). Further,
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many more are establishing with the times. For getting approval by AICTE the existence of ICT
infrastructure engineering colleges is prerequisite. These institutions are very important technology
park management (Krishna, 2007). ICT professionals act as broker for knowledge of the institutes
(Pawlowski and Robey, 2004) while, users of the ICT are considered as actors in adapting and adopting
knowledge systems (Lamb and Kling, 2003). Firm-level knowledge integration researches are people
inseparability in knowledge integration processes (Leonard-Barton 1995; Nahapiet and Ghosal 1998),
role and limitations of technology (Argote and Ingram 2000; Stokes and Clegg 2002) and impact of firm
level integration capacity (Kogut and Zander 1993; Nonaka and Takeuchi 1995). According to
Leonardi (2007) the way of knowledge creation, modification, transmission and storing are performed

with ICT.

Omona et al. (2010) report conceptual framework of ICT use to enhance KM in higher education.
According to Yeh (2005) and Omona et al. (2010) ICT adoption in KM need to create new knowledge
technologies processes to promote effective KM in higher education. For effective KM, institutions
required to maintain efficient KM framework. Allee (1997) points out that the KM framework includes
integration of organizational knowledge, information and technology infrastructure and store
experiences. Von Krogh et al (2001) have suggested that persons may successfully achieve the goals of
higher education in learning organization (Mellander, 2001) using effective KM procedures. As per
Baskerville and Dulipovici (2006),pre-existing theories understanding of need based KM is important

for effective use of ICT in higher education.

Choenni et al. (2005) approach cognitive and community approach of KM. In cognitive approach of
KM capturing, analyzing, developing, creating, organizing and sharing knowledge using ICT tools are
the main characteristics. In community approach, effective communication, social interaction and
collaboration are focused in KM. Hansen, et al. (1999) have expressed that the codification KM deals
with computer and ICT capture, store, disseminate and reuse the knowledge. The evidence confirms
that higher education by and large is an industry. It leads towards substantial impact on e-based national

knowledge economy as well as effective to GDP (Kelly, McLellan, and McNicoll, 2009).

CONCLUSION

Above review indicated various roles, advantages and issues of ICT and KM in higher education. ICT
is various technological sets which are used to communicate, create, disseminate, store and manage
information. It is the current need for quality assurance in higher education. The significant challenges
in higher education have emerged due to developing change in ICT with time. ICT facilitates teaching,

research, and lifelong learning for higher education. In India the higher education system provides
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quality higher education, rapid development, employment generation, effective administration,
livelihood improvement, community engagement and effective research global economy. Education is
prerequisite for the socio- economic development. In digital age of today universities must produce
adequate numbers of digital students equipped with recent knowledge, and skills to meet competitive
market needs for global economy. ICT play a significant role in knowledge capturing, analyzing,
developing, creating, organizing and sharing for social interaction, communication and collaboration. It
is essential to develop accessible and affordable education for everyone utilizing ICT. Production of
technology-ready workers is essential for knowledge-based economy. Governments and business

communities are pressurizing universities or using [CT in routine tasks regularly.

Comprehensive investigation to create database regarding ICT in KM in the perceptions of teachers and
learners for the Indian Universities and Institutions are required in order to develop need based efficient
models for improving the teaching and learning in higher education at global level. It may enhance the
understanding of practices and perceptional efficiency of ICT mediated KM in higher education. In
order to mitigate relevant issues recommendations are to be made useful to policy makers, planners,
higher education institutions, researchers, teachers, scholars and students in more than one ways in
improving higher education to strengthen knowledge based national economy. However, data base
creation is prerequisite from diversified educational institutes as well as from teachers and learners for
further improvement in knowledge-base National economy. Currently the ICT in KM is on the
threshold of digital era. There is an urgent need of the new conceptual research approach to address
emerging challenges involving stakeholders, faculty, administration, trainers, and students. However,
existence of an appropriate ICT infrastructure in universities is prerequisite to provide support for
continuous update of the professional efficiency of teachers to cope with the challenges for development
inICT and KM.
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