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Virtualization Security Management

Ashima Narang

Computer Science Department, Amity University, India.

ABSTRACT

4 N
Cloud computing is turning out to be the key component in the future of internet. And, Virtualization is the
term that refers to the abstraction of the resources mainly the computer resources. The resource
utilization can be improved with the help of virtualization. This provides integration to the platform of the
user and aggregation to the heterogeneous resources and the autonomous behaviour of the resources.
Here in this paper, the review of virtualization, its security and the performance is discussed.

KEYWORDS - Virtualization, Cloud Computing, Security, Network Virtualization

- /

1. INTRODUCTION

Cloud Computing can be classified as a new paradigm for dynamic provisioning computer services
supported by data centres that usually employ virtual machine (VM) technology for consolidation[1].
Cloud computing provides infrastructure, platform and software as services that is available to the
consumer under the pay as you use model. The technology named virtualization is being used by the
clouds to provide the resources to the customer whenever required. Clouds are provided to the
customers for giving them three models: Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS),
and Infrastructure-as-a- Service (IaaS). As commercial activities used over the internet we can already

see the cloud such as Amazon EC2 [1], Google Apps [2] and Force.com [3].

Generally, Cloud is said to be a service provider and so Cloud is discussed in terms of services. Cloud is
an area which has gained attention both from the industry and from the academia. From the research
areas of Service oriented architecture and the virtualization which can be combined to get a computing
paradigm where the resources in the architecture of computing are provided as a service over the
internet. There are various different problems faced by Cloud computing may it be the emerging topic

of research these days. Security of the data is the biggest problem being faced in cloud.
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The storage of the data or the sensitive information on the servers of the cloud has become a major issue.
The commercial providers which are mostly outside the trusted domains of the users and the clients.

The confidential data desired frequently when the outsourced data is desired by the user to store in the
cloud. It also turns out to be a juristic concern along with confidentiality and it cannot be solves easily.
This raises a big issue. With the help of virtualization technology, multi tenancy is possible, but this
further raises to different problems such as the storage of the data physically or the protection of the data
in the same virtual environment as the other parties are also using the same environment. May be this is

the reason that majority of the users think that cloud is not a secure network to store the data in. [4]

Cloud Computing has widely been adopted by the industry or organization though there are many
existing issues like Load Balancing, Virtual Machine Consolidation, Energy Management, etc. which
have not been fully implemented. Central to these issues is the issue of load balancing, that is required to
distribute the excess dynamic local workload equally to all the nodes in the whole Cloud to achieve a
high user satisfaction [2]. Data mining is another concept which uses Cloud Computing with

virtualization. [9][10]

The virtual machines are exposed to many kinds of filtering assuring the security at a high degree. So,
the virtualization is being used for the security component. Security in Cloud has many different
instances. In this paper, we may discuss only about the virtualization security management. The ways
how we can manage the security vulnerabilities in virtualization and various virtual system security
issues. There are different options how we can manage the security of the data while the virtualization of

the resources is being done.

2. SECURITY MANAGEMENT IN VIRTUALIZATION

A. Migration management

VM migration is easy to attack and is a vulnerable process. Special security mechanisms should be
applied when a VM is migrated from a place to somewhere else. It sounds an easy process but it is not.
When any of the organization or an enterprise tries to use any of the automated tool such as live
migration there are many other factors which creep in. While we run two different VMs on a single
machine may cause violation to Payment Card Industry (PCI). This problem occurs when The VM can
be located with the customer's credit card data on the same physical machine with the public
accessibility web server. So, to analyze the physical servers for security and compliance postures
should be done to provide the security to the sensitive data of the users. The governed live migration can

also violate the policies of the corporate if the migration does not go through A strict IT infrastructure
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Library process for the approval by a change approval board or configuration management system. The
Migration management system is necessary for the virtualization security and it should be planned. If
the migration is not planned then It may even cause the issues with resources outside the environment
which may further introduce database contention or overload of network device or the delays in I/O

storage which may not be expected.[4]

B. VM Image Management

VM Image (VMI) is a type of file or the format of the data which is used to create the virtual machine in
the environment of virtualization. Hence, the confidential data and the integrity of VMIs is very

important when the VMs are migrating or its starting.

C. Patch Management

Patch management is acquiring, installing or testing of system management or inserting a code changes
to the computer system administration. It also includes on the available patches of the maintaining
current knowledge ensuring the patches are installed properly and after installing test them and lastly

documenting all the procedures associated and all the configurations required.

To identify and test the various types of code changes, the patch management is built. Patch
management also extends the monitoring of the functions of the code to identify any of the
circumstances that may emerge in the phase of testing. It helps the programming of the function code
much more efficient. Efficient patch management also decreases the possibility of attacking at the VM

level. In the virtual environment the distribution of patches to the VMs is a key issue.

D. Audit

In the lifecycle of the Virtual machines, the sensitive data and the behavior of the virtual machines
should be monitored throughout the virtual system. This may be done with auditing which provides the

mechanism to check the traces of the activities left by the virtual system.

To monitor the virtual machine behavior and the sensitive data whether it operates the virtual system
well in a safe manner, we audit. We can get the destruction reasons of the system and data easily from the
records, if we regularly log all the activities left by the virtual system. This helps when the destruction of
any type of data happens. The required strategies can be developed against the harmful results on the

basis of these records.[4]
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3. CONCLUSION

Cloud computing as of now we know that it refers to the sustained storage and the advanced sharing of
data over the internet. But, the threats from the security is embedded in cloud computing approach is
proportional to the offered advantages directly. In this framework, the security can be achieved using
the various methods given for the security management. It helps in virtual environment to achieve the
security of the sensitive data. Also, it allows the users to store the data privately as per the requirement.
Various methods for computation and strategies in cloud computing for different functioning are
elaborated. Every person who accesses the internet does not use the applications of cloud properly so
that the use of cloud can be efficient. This is because of the threats to the entire concept of Cloud
computing and its security which creates the doubt in user's mind to use and rely upon the services being
provided. Security issues may be of any kind. There are new security techniques being added to the list
of different techniques already being used to reduce the risks in cloud. But still there are many more
hindrances and computational problems that are and might occur today or in the coming future. The
work has to be done in order to support cloud computing and virtualization and also understanding the

challenges regarding security issues in cloud.
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IEXE 8000
L R

Figure 1: Common Wireless Sensor Network Architecture

2. CONSTRAINTS IN WIRELESS SENSOR NETWORKS

A remote sensor arrange comprises of a substantial number of sensor hubs which are intrinsically asset
obliged. These hubs have restricted handling ability, low stockpiling limit, and compelled
correspondence transfer speed. These constraints are because of restricted vitality and physical size of
the sensor hubs. Because of these requirements [3],a portion of the real imperatives of a WSN are

recorded underneath.

Energy constraints: Vitality is the greatest limitation for a WSN. When all is said in done, vitality

utilization in sensor hubs can be ordered in three sections:

(I) energy for the sensor transducer,
(i1) energy for correspondence among sensor hubs, and

(ii1) Energy for chip calculation.

3. SECURITY REQUIREMENTS

The objective of security administrations in WSNs is to shield the data and assets from assaults and

rowdiness [4]. The security requirements in WSNs include:

 Availability, which guarantees that the fancied system administrations are accessible even within the

sight of denialof- administration assaults

» Authorization, which guarantees that exclusive approved sensors can be included in giving data to

network administrations
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* Authentication, which ensures that the correspondence beginning with one center point then onto
the following center point is true blue, that is, a malevolent center can't go up against the presence of
a put stock in framework center point

» Confidentiality, which ensures that a given message can't be fathomed by anyone other than the
needed recipients

+ Integrity, which ensures that a message sent beginning with one center then onto the following is not

changed by pernicious transitional centers

4. SECURITY GOALS

Wireless sensor systems are helpless against many assaults in view of communicate nature of
transmission medium, asset constraint on sensor hubs and uncontrolled conditions where they are left
unattended. Like other correspondence frameworks [5], WSNs have the following general security

goals:

» Confidentiality: shielding mystery data from unapproved elements

» Integrity: guaranteeing message has not been changed by malevolent hubs - Data Origin
Authentication: confirming the wellspring of message;

» -Entity Authentication: verifying the client/hub/base - station is for sure the substance whom it cases
to be

« Efficiency: stockpiling, taking care of and correspondence requirements on sensor center points

must be considered

5. CHALLENGES

Providing efficient data aggregation while preserving data privacy and integrity is a challenging

problem in wireless sensor networks due to the following factors:

1. Trust administration in WSN is extremely testing. Clients in the remote sensor systems can be
exceptionally inquisitive to take in others' private data, and the correspondence is over open available
remote connections, subsequently the information gathering is helpless against assaults which
undermine the security [6]. Without legitimate assurance of security, the correspondence of privacy

sensitive information over nonmilitary personnel remote sensor systems is viewed as unrealistic.
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2. During in-system collection, enemies can without much of a stretch adjust the halfway
conglomeration result and make the last total outcome veer off from the genuine esteem
extraordinarily. Without assurance of information trustworthiness [7], the information accumulation

result is not dependable.

3. Data accumulation over remote sensor systems does not depend on committed foundation. Much of
the time, the quantity of hubs noting an inquiry is obscure before the information accumulation is

directed.

6. CONCLUSION

Security is turning into a noteworthy sympathy toward vitality obliged remote sensor arrange due to
the expansive security-basic uses of WSNs. Therefore, security in WSNs has pulled in a great deal of
consideration in the current years. The remarkable components of WSNs make it exceptionally
difficult to plan solid security conventions while as yet keeping up low overheads. In this paper, we
present sensor arranges, its related security issues, dangers, dangers and attributes. Arrange security for

WSN:s is still an exceptionally productive research bearing to be further investigated.
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ABSTRACT

-

\

In light of the remote method for Sensor framework, secure data transmission beginning With\
one center point then onto the following center point is transforms into a noteworthy issue for
remote correspondence. The remote framework progressions are powerfully grabbing
thought.For various circumstances there are diverse applications are grow, for example,
watching, control and following application. For these systems, camera sensor can repossess
graphical insights from a controlled field, expected that vital data for various applications. Such
systems have assets constraints to taking care of, capacity, and vitality and transmission data
transfer capacity, eminent many plan tests. Due this the remote sensor arranges needs
exceptionally secure correspondence channel to utilize them being in open field and
broadcasting innovation. In this paper to guarantee the security to the different applications we
will utilize cryptographic framework. We will propose a framework to safely transmit
provenance for sensor information. We will present successful strategy for provenance
information confirmation. We will layout the new structure system intentionally and tentatively,

and the results exhibit its support and gainful for secure provenance encoding and unraveling.

Keywords-Wireless sensor network, cryptography

/

1. INTRODUCTION

The innovation of remote sensor hub is outstanding innovation in light of its notoriety. An extensive

number of self-deal with sensor centers are spatially circled autonomous sensor to screen physical or

bio

worked of "hub" — from a couple to a few hundred or more, where every hub is associated with another

sensor. There are a few parts for every sensor organize hub: an inside receiving wire of radio handset or

out

logical conditions, for example, temperature, sound, weight, and so on the remote sensor system is

side reception apparatus association, a microcontroller, in electronic Way with sensors and vitality

source interfacing, require a battery. The mind boggling calculation can't be played over it, since hubs

have not all that well off as far as assets. Henceforth security turns into a major issue in remote sensor

arrange.

Global Journal of Computer and Internet Security (Volume- 13, Issue - 3 September - December 2025) Page No -9



ISSN Application ID: 13010

To safely transmit the different sort of data over system a few unique calculations cryptographic,
steganography and different methods are utilized. In this paper we examine the system security basics

and how cryptography procedure is implied for remote sensor systems [1].

A sensor system is a framework included detecting (measuring), processing, and correspondence
components that gives an executive the capacity to instrument, watch, and respond to occasions and
wonders in a predetermined domain . The executive ordinarily is a common, administrative, business,
or a mechanical element. The calculation and correspondence foundation are related with the sensor
frameworks which is as often as possible specific to the earth and set up in the contraption and
application-based nature of these frameworks. For example, not in any manner like the most unique
settings, in- framework dealing with is appealing in the sensor frameworks; also, center point control

(and moreover battery life) is a key blueprint thought [2].

Sensors in a WSN have an assortment of the reasons, capacities, and abilities. The field is currently
progressing under the push of the current innovative advances and the draw of a bunch of potential
applications. The radar systems utilized as a part of the aviation authority, the national electrical power
lattice, and the across the nation climate stations sent over a normal topographic work are all cases of
early-sending sensor arranges; these frameworks, be that as it may, utilize specific PCs and

correspondence conventions and thusly, are extremely costly [3].

2. SECURITY OF DATA TRANSMISSION IN SYSTEM

Security of system transactions is seemingly the most vital issue on the planet today given the limitless
measure of important data that is passed around in different systems. As we presumably am mindful the
information identifying with the banks, charge cards, individual unpretentious components, and the
organization courses of action are traded from place to put with the help of frameworks administration

foundation.

The openness on WWW has brought about the different systems being subjected to diverse assaults
from incomprehensibly divergent sources. Sensor hubs regularly sense theinformation bundles and
exchange it to the base station by means of some transitional sensor hubs. There are two Types of the
information transmission in the remote sensor orchestrate, these are — facilitate transmission and multi-
hop data transmission. A typical method for the security which is used to shield the data from falling

into the wrong hands is encryption.

Global Journal of Computer and Internet Security (Volume- 13, Issue - 3 September - December 2025) Page No - 10



ISSN Application ID: 13010

3. REMOTE SENSOR SYSTEM FOR DATA TRANSMISSION SYSTEM

Remote sensor systems comprise of numerous little minimal gadgets, furnished with sensors (for
instance acoustic, seismic or picture sensors), that frame a remote system. Every sensor hub in the
system gathers thedata from its environment, and sends it to the base station, either from sensor hub to
sensor hub i.e. multi bounce, or specifically to a base station i.e. single jump [5]. A remote sensor
system may comprise of the hundreds or up to a huge number of the sensor hubs and can be spread out

as a mass or put out one by one.

The sensor hubs team up with each other over a remote media for setting up a detecting system. In
perspective of the conceivably considerable size of the remote sensor composes, each individual
sensor center point must be nearly nothing and of the insignificant exertion. The openness of the
straightforwardness sensor center points has realized the change of various other potential application
regions, e.g. to screen the significant or adversarial fields, forests, houses, lakes, oceans, and
procedures in ventures. The sensor system can give access to data by gathering, handling, breaking
down and circulating information from the earth [6]. In numerous application territories the remote
sensor arrange must have the capacity to work for the drawn out stretches of time, and the unwavering
quality and additionally security of transmitting information is vital. The mystery sharing-based
multipath directing issue as an Owing to the few issues for the most part relating to the key
administration, the hypothetical onetime cushion has been difficult to actualize for all intents and
purposes. Various endeavors have been made yet under the changing suppositions and conditions. A
standout amongst the latest has been clarified in [7] where one-time cushions are utilized to secure the
Visa utilization on the Internet. It has been battled that the unlimited security can be obtained before
long using the non-information-theoretically secure procedures. This approach keeps up that in the
even minded world, nobody can gain complete information about a system owing to certifiable

parameters like disturbance.

The disjoint multipath directing plan with the mystery sharing is broadly perceived as one of the viable
steering systems to guarantee the wellbeing of the data. This sort of plan changes every information
bundle into the few shares to improve the security of transmission. A three- stage disjoint directing plan
which is called Security and Energy-proficient Disjoint Route (SEDR) is proposed. In light of the
secret sharing figuring, the SEDR plot dispersive and self- assertively passes on the shares wherever all
through the framework in the underlying two phases and after that transmits these shares to the sink

center point.
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Think about on security of remote sensor arrange, in this day and age remote innovation quick created
and generally utilized as a part of numerous segments. Thus, the need for security turns out to be
exceptionally essential element. However, the remote system innovation has some confinement, for
example, restricted battery control, preparing capacity, and limit of memory stockpiling, and so forth.
For this obliges, numerous new security system and innovations have been create to beat this
difficulties. There are numerous innovations are accessible to give security against the assailants, one
of the best innovation is cryptography.

They concentrate on various issue in remote sensor arrange. Likewise ponder on various conceivable
assaults on WSN. In paper "Condition Based Secure Transfer of Data in Wireless Sensor Networks",
chat on the security in change. In recent years absence of data is spread starting with one place then onto
the next consequently it is imperative that the information ought to exchange safely without

information misfortune.

4. CONCLUSION

Confide in WSNSs is as yet difficult field because of its dynamic nature. Be that as it may it is an
extremely remunerating range as the greater part of the WSN applications are conveyed in antagonistic
situations, for example, military fields. The TDES calculation can give high security to change of
information. The TDES calculation gives fast execution extremely reduced equipment usage. TDES
has preferable execution over DES. The electronic business utilizes Triple DES to secure client
substance and framework information. Also mysteries key, for example, passwords is should have been
secured in PC frameworks for a long time. Their utilization in encryption leaves assets helpless against
disconnected assault. Nectar encryption can offer profitable extra security in such situations. Nectar

encryption gives security against Brute-Force assault.
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ABSTRACT
/

human- centric computing, the new wave of computing, a reality revolutionizes the

\

Moving away from decades of machine- centric computing and designing pervasive

relationship between humans and computing systems. The growing interest in the use of
context-awareness as a technique for developing pervasive computing applications that are
flexible, adaptable, and capable of acting autonomously on behalf of users. In order to
implement the vision of pervasive human-centric computing, it is necessary to reform
software engineering education to well prepare graduates of software engineering
programmes for the new opportunities and challenges of software engineering in the
pervasive computing era. The software challenges to turn such pervasive or ubiquitous
computing environments into reality are enormous, to say nothing of software , hardware

and social challenges. In this paper, we review some of the work of software components and

%

analyze where our solutions are lacking and must be adapted for pervasive computing..

1. INTRODUCTION

It is widely acknowledged that pervasive computing introduces a radically new set of design
challenges as compared with traditional desktop computing. In particular, pervasive computing
demands applications that are capable of operating in highly dynamic environments and of placing
minimal demands on user attention. late Michael Dertouzos, Director of the MIT Laboratory (1974-
2001) for Computer Science, who pioneered MIT Project Oxygen to make pervasive human-centric

computing a reality, pointed out the need for pervasive computing. He stated the following:

If computers are to live up to the promise of serving us, they will have to change drastically and never

again subject us to the infuriate experiences we all have shared [1].

It is envisioned that pervasive computing systems will help people to achieve more while doing less.

These systems will:
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Understand user when he speak to them;

Do much of our routine brainwork for user;

Get us the information for user when and where we want it;

Help us work with other people across space and time;

Adapt on their own to our individual needs and desires [1].

In the pervasive computing era, there will not need to carry our own physical devices with us any more.
Instead, configurable generic devices, either embedded or handheld in the environment, will bring
computation to user, whenever he need it and wherever he might be. As user interact with these
anonymous devices, they will adopt our information personalities. They will respect our desires for
security and privacy. The user need not have to type click, or learn new computer jargon. Instead, he
will communicate naturally, using gestures and speech that describe user intent (send this to Soni or

print that picture on the nearest colour printer), and leave it to the computer to carry out our will [2].

Pervasive human-centric computing systems will change how businesses, organizations and
governments work with each other, as well as how individuals interact. It represents the dawn of a new

era in Information Technology (IT) [1].

To shift the focus of computing from machines to humans, major changes are required not only in
technologies and systems, but also in the approach to deploying , developing and managing
technologies and systems. Weiser presented his vision for pervasive human centric computing in 1991.

He further articulated his vision as follows:

There is more information available at our finger tips during a walk in the woods than in any computer
system, yet people find a walk among trees relaxing and computers frustrating. Machines that fit the
human domain instead of forcing humans to enter theirs will make using a computer asrefreshing as

taking a walk in the woods

[4][3].
2. Motivation
Challenges which are based on natural characteristics of pervasive computing systems (i.e. dynamism ,

mobility, and heterogeneity) can be evaluated from a more domain specific perspective, that is, e-

learning in our case. E learning refers learning which uses muliple technologies such as internet,
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television etc. in a manner pointed out by [5]:e-enhancements of models of learning. That is to say that;
using technology to achieve better learning outcomes, or a more effective assessment of these

outcomes, or a more cost-efficient way of bringing learning environment to the learners [5].

Hence, we particularly list following basic interrelated require