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An Empirical Review on Blockchain Smart Contracts: 
Application and Challenges in Implementation  

A B S T R A C T

This paper focuses on an extensive review of Blockchain Smart contract applications in real-world 

scenarios and challenges in it. As in today’s world, Blockchain has got tremendous importance in 

different types of services, so it will be beneficial to analyze the loopholes in the cybersecurity aspect as 

well as other technical issues in privacy and governance. A smart contract is the software code that 

comprises a self-executed set of rules and regulations that runs on Blockchain. To implement various 

real-world services over different decentralized platforms, a lot of research work is going on. In this 

paper, a detailed review is done on more than 100 latest published documents based on the Blockchain 

Smart contract and applications. By following the systematic mapping research methodology first, we 

have identified paper relevant to our research domain, and then by applying various filters, we 

extracted relevant information.  At last, the article highlighted the challenges and research gaps that 

have to be addressed in the future. 

Index Terms – Smart Contracts, Blockchain, Consensus, IoT, Bitcoins, Cryptocurrency. 

Jasvant Mandloi ,Pratosh Bansal 
Department of Information Technology, Institute of Engineering and Technology, Devi Ahilya 

Vishwavidyalaya, Indore, India. 
Department of Information Technology, Institute of Engineering and Technology, Devi Ahilya 

Vishwavidyalaya, Indore, India. 

1. INTRODUCTION 

1.1. About Blockchain Technology In the modern era of Information technology, we are gradually 

shifting towards a more digital outlook. In the last decade, the concept of cryptocurrency (Bitcoin) on 

the distributed ledger called Blockchain has opened opportunities for different types of services [1] [2]. 

It also unlocked an exciting research area in this field as primarily from the perspective of security, 

privacy, and other technical issues in implementing it [3]. The impact of Blockchain can be understood 

by the fact that $339.5 million global spending on the Blockchain solution is done in the year 2017, and 

the global Blockchain market is predicted to be worth in 2021 [4]. Bitcoin is the brainchild of “Satoshi 

Nakamoto” first cryptocurrency based on Blockchain and considered to be the first real-world 

application on this concept in the year 2008[5]. A Blockchain is a form of distributed ledger which 

stores all completed transactions. The Blockchain technology has some key features that gave an edge 

over the present centralized techniques like decentralization, persistence, anonymity, auditable, and 

provenance [6].   

Cryptocurrencies have occurred to be considered as the 1st generation in Blockchain technology. In 

this, Bitcoin is the first popular currency developed using the Blockchain concept. Blockchain 
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concept. Blockchain architecture developed after Bitcoin, such as Ethereum, which supports complex 

distributed applications other than cryptocurrencies [7] [8]. It is the second generation as it can help 

complex services and allows you to write a self-executed code called Smart contracts. 1.2. About Smart 

Contracts A smart contract is the software program that comprises a self-executed set of rules and 

regulations that runs on Blockchain [9] [10]. To implement various real-world services on the different 

decentralized platform uses cases are already proposed, i.e., supply chain, IoT, and a lot of research 

work are going on [10]. It is not a new concept; Nick Szabo first introduced it in 1994, has basic 

properties of Selfconfirming, auto-executing, and tamper-resistant [11].  It gets attraction after 2008 

when Blockchain technology comes into the real integration with it to allow the peer-topeer transaction 

and available publicly with security and trust. By Figure 1 (a) we get the basic idea about the smart 

contracts where it resides in the Blockchain and essential elements of it [12].  A Smart Contract is a set 

of programs that exist on the Blockchain uploaded by a participating node in the network. 

Functions recognized in the smart contracts with the unique address assigned to them. 

Figure 1 (a) Smart Contract Architecture 

It has a unique address of block through which a smart contract is recognized, and it has the Unique 

Blockchain address by which it is identified. In smart contracts, there is a set of executable functions 

and a separate set of variables. The function in the smart contracts gets executed whenever a transaction 

is completed to these functions. The transaction contains input parameters that are needed for these 

functions. After the execution of the Smart Contract condition parameter in the contract gets changed 

based on the criteria used in the method [13].   

Figure 1 (b) illustrates the smart contract primary components. The smart contracts are developed 

using coding languages like Solidity, Python, and Formality. 
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Figure 1 (b) Main Elements in the Smart Contract 

For compiling smart contracts, language-based compilers are used [14]. It gets converted to bytecode 

and then uploaded on the Blockchain network with a unique address. Nowadays, Blockchain smart 

contract has become a mainstream research area, and Much work is done in this area to develop apps 

like IoT, music rights, E-voting, and implementing it for banking applications [7, 15]. More efforts are 

made to establish services using smart contracts that can replace the traditional services with the trusted 

decentralized Blockchain. It still has challenges when it comes to the implementation in the real world 

scenario. For each problem, Blockchain or smart contracts cannot be the solution for that, and we have 

to analyze the applicability and usability of it. It has security, 

privacy, and governance or legal issues. In [16], the author raises security concerns like the majority 

attack (51%) because the mining pool created it takes control of the Blockchain. Another security issue 

raised is a fork problem in which when there is an update in the Blockchain software because of that, 

there may be chances that inconsistency occurs. In the development of Smart contracts, language 

selection is also a big challenge, presently what programming languages are used in Ethereum and 

Hyper ledger are prone to faults and bugs [17]. In the present scenario, languages used for the 

development are in the early stage, and minor bugs or errors in the code will invite unfortunate 

incidents. In the year 2016, because of the vulnerabilities in the code of DOA, it put the loss of $40 M in 

the ether network. [18]. Some authors worked on the programming loopholes after performing the case 

study and conclude that unsafe programming will permit an attack wallet, which results in a loss of 

$150 M in November 2017. Another challenge with smart contracts is a myth that they are immutable. 

As soon as a Smart contract is developed and deployed on the Blockchain, no more alterations are 

allowed. [19] the solution to overcome the above problem is by developing software engineering 

standards, especially for Blockchain and smart contracts. The smart contract for the public domain is 

first introduced on the Ethereum platform. On this platform, research work is done to enhance the 

security and privacy of the smart contract, and issues identified are a coding issue, timestamp 
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dependency, criminal contracts, and untrusted data feed [7,20]. The smart contracts are implemented 

on the Blockchain network, so facing data privacy issues because of transactional transparency and the 

absence of data feed privacy. To reduce the corruption and middleman charges, it is an overwhelming 

response to adopt the Blockchain technology for the public and private services. For the successful 

implementation of it with the above challenges governance, legal issues are also there, and plenty of 

analysis is required before adopting the Blockchain. The success of any Blockchain implementation in 

the public sector depends on how regulatory authority provides the data access, and it is under different 

jurisdictions [21]. For identifying the research gap in the current smart contract development and 

implementing real-world applications using it. We have decided to perform the systematic survey on it 

following the methodology suggested in [22]. 

2. RESEARCH METHODOLOGY 

To conduct a review on the smart contract, we used a systematic mapping technique. The purpose of a 

systematic mapping analysis is to present a survey of the research field, to find out if research data exists 

and to understand the extent of work done and the evidence available [22]. In our paper, we have 

followed the recommendations suggested for a proper literature review described by Kitchenham and 

Charters [22]. To explore related documents, we have adopted a systematic mapping strategy as our 

study methodology as our focus was to review current studies related to Smart Contracts and 

distributed Technologies. The study's findings will make it possible to let us recognize research areas 

related to Smart Contracts and Blockchain technology and probable research shortfalls. Figure 2 shows 

the various steps followed to perform the review. 

Figure 2 Steps Followed to Perform Review 

To perform the Systematic Survey, we have covered the following research questions in the paper. 

2.1. Research Questions 

Q.1 Which publication sources is selected to identify the 

research work done in the domain of Blockchain smart contracts. 

Motivation: - To get an idea about the Blockchain smart contracts publication details, it will also help at 

the time of our publication to select a good platform.  
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RQ.2 What are the different areas in the area of Blockchain smart contracts that are touched. 

Motivation: - To identify the information available in the current research channels about the 

Blockchain smart contracts. 

RQ3.What are the different types of services offered or proposed using the Blockchain Smart 

contracts? 

Motivations: - To explore the different areas in which BlockChain Smart contracts are in use. Also, to 

get information based on the available research literature where future real-world services are proposed 

using BlockChain Smart contracts. 

RQ4.What are the issues in the Blockchain Smart contracts for implementing real-world services over 

it? 

Motivation: - To identify the issues that occurred in the Blockchain smart contracts and the impact of it 

on the applications. It also helps to determine the cause of the problems and categorization of it.  

RQ5.What is the different Blockchain Environment used to develop and implement smart contracts? 

Motivation: - To explore different Blockchain environment used to create and implement smart 

contracts on it. We also get information about the type of infrastructure available and technical details 

related to it. With this also searched for the available simulators and frameworks to test it before 

implementation.   

� Blockchain adoption. 

� The programming language used to develop Smart contracts  

� Consensus mechanism used  

RQ6. What are the available possible solutions to the problems in the existing scenario? 

Motivation: - To detail the current status of the convenient solution to the issues identified and to 

provide details about the performance of the proposed or used solution. 

2.2. Conducting the Research 

In this stage, the study is done to find out all the related research work on this domain. The search 

methodology specifies the process that will be used to conduct a detailed, systematic search for 

literature. We created a search methodology that is used to extract research content relevant to the topic 

from the different databases through web resources. The term used for initial searching is challenges in 

Smart Contract implementation. Afterward, we decided to use a common phrase "Smart contract" & 

"Blockchain Smart contracts" even though we can add an application of Smart contracts but get a 

massive number of papers, and they are more related to the business and financial aspects. However, 

our goal is to do the mapping study for the technical aspects related to the Blockchain Smart contracts 

and implementation issues. 
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After determining the search parameter, we selected scientific databases for the search. We finalized the 

following resources to collect research papers and content related to the topic. 

1. IEEE-Xplore  

2. ACM_Digital_library  

3. Springer 

4. Elsevier           

5. Science-Direct             

6. Research Gate 

7. aRxiv                

8. Others 

Also, get some excellent papers from journals like PLOS but are very less, so we had put all such 

documents under the tag ‘others.’ 

2.3. Scrutiny of Relevant Papers 

All the papers searched are not related to the research questions addressed in the paper. It needs to be 

checked all the examined documents to find out their actual relevance [22]. After using a method to 

search for research papers in the research database available on the Internet, the next step is to scrutinize 

the papers. In the first step, research papers are selected on the basis of titles that are relevant to the 

research question, and material found irrelevant is excluded. To narrow down our research papers in the 

next step, we have read out the abstract of all the documents selected in stage one.  With this, we have 

used specific criteria for selection and rejection, and the following points are considered to include the 

research paper. 

� Papers should not be in the poster category. 

� Papers should be in English. 

� Papers should be related to computer science, not 

theoretical or any business idea. 

� All the papers that are emphasizing on Smart contracts 

with Blockchain. 

2.3.1. Key Phrasing Based on the Abstract 

The next step in the mapping process following the initial abstract recognition of the targeted papers is 

critical phrasing. In the first step, the abstract can be read in two stages and main phrase can be 

generated that is applicable to the research work. In the second phase, with a higher degree of 

understanding with the key phrases and creating a cluster based on the categories useful for the study. 
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 After reading all the selected paper abstracts, some updates are done in the 
categories, or new categories are formed. 

2.3.2. Data Extraction and Mapping Process 

The data retrieval pattern is designed to collect the information required to respond to the quaternary finalized for 
the research study. The Figure 3 depicts the grouping scheme. 

Figure 3 Creating Grouping Scheme for Papers 

A data extraction parameter is selected to address the information required to address the research questions 
chosen for the study. Basic parameters are like a year of publication name of the author, publication 
channel. Some more information is also retrieved after reading the papers. The information collected from 
the research paper based on the below parameters (Table 1) is stored in the excel file to analyze the data. 

Table 1 Parameters for Information Extraction 

2.3.3. Basic Information of the Papers

Figure 4 Search & Selection Process 

2.3.4. Publication Year, Source & Publication Type with Channel 
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Figure 5 (a) Year of Publication 

Figure 4Shows the search and selection process of the paper. Figure 5 (a) shows the year of publication 
and Figure 5 (b) depicts the publication sources.  

Figure 5 (b) Publication Sources 

Figure 6 (a) Publication Location 
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Figure 6 (b) Publication Source Type & Channels 

Figure 6 (a) shows the publication location and Figure 6 (b) depicts the publication source type and 
channels. 

2.4. Classification of the Relevant Papers  
Grouping of the papers made on the basis of P-06 & P-07 after review of all the papers identified and the 
final grouping on the basis of the findings. We have identified that major papers are focusing on the 
Blockchain based smart contract security, on the basis of the consensus algorithm, Blockchain 
Platform, and application of the smart contracts. We have classified paper based on the three research 
questions (3,4,5) and identified the problem and existing solutions for that and also highlighted areas 
where work is required to be done.  In these three main types of papers are collected that contains the 
application of Blockchain smart contracts, privacy, and security flaws in implementing real-world 
services, Blockchain Platforms used to develop smart contracts. 

3. APPLICATION OF BLOCKCHAIN SMARTCONTRACTS 

Scope for Blockchain is now seen in each and every field of day to day life like applications in various 
fields include cryptocurrencies, education and healthcare, advertisement, public liability, intellectual 
property security, energy, and community applications. [23]. Blockchain technology's ability to 
register transactions on distributed ledgers gives governments a new way to enhance transparency, 
avoid corruption, and strengthen confidence in the public sector. The results show that there is still 
minimal acceptance of Blockchain-based applications in e-government, and there is a shortage of 
empirical evidence. The key barriers to the adoption of Blockchain are primarily defined as technical 
aspects such as safety, scalability, and versatility. In the meantime, legislative and regulatory support 
for the need for new governance models and the use of this technology are key operational challenges 
[24].  

3.1. Internet of Things 

In recent days, the significant increase in IoT applications has given rise to access to big insecure data. 
IoT devises data security, and privacy is a big challenge in this area. Many researchers already 
discussed the use of Blockchain technology to address these issues [25]. Rouhani and Deters have done 
a systematic survey on the application of Blockchain smart contracts in IoT and collected information 
from various resources that highlight the use of a Blockchainbased control mechanism for access 
control. Blockchain smart contract-based Semantic Thing Web Framework (SWoT) explores the 
design of smart contracts for resource registration, discovery, and selection.  

3.2. Healthcare 

A Blockchain-based electronic health record uses a searchable encryption mechanism. The index for 



Global Journal of Networks and Applications (Volume- 13, Issue - 1  January - April 2025)                                             Page No. 10

Electronic health record is designed by applying complicated logic expressions and 

saved in the Blockchain network to facilitate a data user to browse the index using the expressions. 
Since only the database is imported to the Blockchain to facilitate propagation, the owners of the data 
have full control over who can view their electronic health record information [26]. Based on 
Blockchain, the author has proposed a new mechanism called the origin chain. It is used for protection 
having features like high-availability, flexibility, traceability of data. It also allows for automatic 
regulatory compliance tracking and adaptation in drug traceability scenarios [27]. 

3.3. Supply Chain Management 

The data immutability feature of Blockchain is the key reason for using it in supply-chain management. 
The benefit of using distributed ledger technology in the supply-chain is tracking and controlling the 
steps from product development to distribution, retaining quality control, offering an integrable and 
reliable process. In the paper, the author collected data from the sources that were gathered by the 
Finnish enterprise consortium's Blockchain experts by interviewing 30 companies and operating in 36 
countries to know the requirement of the industry. Also, the author explored the Quality Function 
Design (QFD) process, in that smart contract ledger is more acceptable for Blockchain apps used to 
integrate production chain instead of transactions and hash functionalities better. Chen et al. [28] 
introduce an insurance framework for the supply chain quality, consisting of four levels, IoT tools, 
decentralized ledger, smart contract, and business level. IoT devices produce the data required to track 
the output of products and services, resources, and transactions. Blockchain level stores the generated 
data in a transparent and secure ledger. 

3.4. Business Cycle Management 

The major issue of concern in the cooperative business cycle of companies is a lack of confidence, and 
like many other technologies, Blockchain can be seen as a solution to this problem. In addition, the 
author has reviewed three cases for the incorporation of Blockchain in BCM, which have been 
developed by creating a structure for turning the cooperative business process into an industry contract 
and then performing its cases as a smart contract. In the paper, a scenario that implemented a workflow 
case study of order processing using Blockchain and Hyper-Ledger Composer authorized by 
Hyperledger Fabric was also addressed. Implementation details include workflow asset retrieval, 
access control component, and specification [25]. 

3.5. Maintaining Records 

One of the basic features of Blockchain systems, such as tamper-proof and trustable databases makes it 
possible to use for record storage. In the paper [25] author discussed one case for investigating the 
capacity of Blockchain for recordmanagement applications. By addressing things about the 
conservation and reliability of records due to the absence of a reliable digital archive and benefits such 
as low-cost processing. 

In another case, the author has mentioned that there are three attributes, precision, durability, and 
credibility of a verified document. Such attributes can be guaranteed by a Blockchain encrypt-proof 
framework that stores documents as a chain of hashes. Reliability needs three prerequisites, creation 
point completeness, conformity with proper rules, and naturalness [25]. One of the frameworks 
described is "Blockchain-based contract recording. “Smart contracts act as a mediator in this 
architecture. Smart contracts are liable for authentication of activities, violations in Service Level 
Agreements (SLA), and fines estimates. Hence, disagreements are instantly addressed based on smart 
contract regulations. 
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3.6. E-Voting 

In Hanifa Tunisia [42], Blockchain can help build a secure voting mechanism that preserves privacy. 
Electoral processes are typically plagued by confidence problems, and the risk of bribery and fraud in 
centralized voting systems is exceptional. Blockchain technology is one of the solutions for the voting 
system because it comprises a decentralized network, and many users own the entire database copy. 
Blockchain itself was used as a distributed banking system in the Bitcoin system. One of the cheating 
reasons for database tampering can be downgraded by introducing Blockchain in the allocation of 
datasets on e-voting systems. Using hash values to record the voting results of each polling booth linked 
to each other makes the reporting system more secure, and the use of digital signatures allows the 
system more reliable. 

McCorry et al. [29] propose a secret voting scheme for the meeting room using smart contacts and a 
zero-knowledge proof algorithm. Deployment is done on smart contracts with Solidity and distributed 
Blockchain from Ethereum. The "voting contract" and "cryptography contract" are the two key smart 
contracts. The voting contract defines the code to vote and verify documentation of zero-knowledge. 
The cryptography contract will provide the voters with two kinds of zero-knowledge proof: Schnorr 
and one out of two proofs. 

3.7. Digital Identity 

Centralized authority for digital identity protection causes various problems like the privacy of user 
data and untrusted third parties. In addition to that, they do not provide a single identity that can be 
adopted by all. As a result, many third parties who maintain digital identity may have access to private 
information of users. In identity management systems, Blockchain and smart contracts can contribute 
to addressing this matter [25, 30]. In another proposed work related to Selfsovereign identity, which has 
four main parts that include identification, authentication, verification, and storage. To implement, it 
requires platforms like Ethereum and Bitcoin

that generate identity identifiers and how they are used by decentralized identity systems. The element 
for authentication uses the (PKI) Public Key Infrastructure with the ZeroKnowledge algorithm to 
confirm the identity of the user. The verification element signifies the process of obtaining a claim that 
may have different certificates. The proposed study also focussed on two key methods that are used to 
connect claims and certificates are "Identity Register" and the "Claim Registry." 

3.8. Industrial Application 

Tiago. M [31] proposed Industry 4.0, which is a framework designed to facilitate the way modern 
industries work by using state of the art technologies, which are often used to build IoT for industry 
applications automation or Big-Data. For the modern industry, requirements, different types of 
Blockchain Public, Private, federated architecture are proposed, and smart contract applications are 
also intended to implement the industry 4.0 framework. After offering a general framework to decide 
how using a Blockchain is a suitable option for implementing an Industry 4.0 program. The most 
suitable industrial Blockchain-based technologies for each Industrial 4.0 platform were studied, and 
also their crucial challenges.  

Jameela Al-Jaroodi [32] various industrial technology areas are discussed in this paper, and the use of 
Blockchain technology has been proposed. Besides, it discusses the possibilities, costs, and obstacles 
of integrating Blockchain into various applications for the industry. The main aim of the author is to 
define the specifications that enable Blockchain deployment for various applications in the industry. In 
the paper, up to a certain extent, they are able to identify the key criteria and main challenges facing the 
effective use of Blockchain technologies in the industrial domains. Some of the challenges are to be 
addressed by introducing new features and with the current techniques in other applications. Research 



Global Journal of Networks and Applications (Volume- 13, Issue - 1  January - April 2025)                                             Page No. 12

has been done to increase the performance of Blockchain technology in these applications. Smart 
contracts may be used for all government pay systems as a way to improve the fairness of deals as well 
as try to prevent overbilling, as long as contracts and bids are traditional ways of money laundering and 
misappropriation of funds [33]. 

C Udokwu[34] in the review examined various kinds of businesses where smart contract 
implementations are going on and its concerns to minimize their use. Contributing to the main research 
issue of working there, how to implement smart contracts within present enterprises effectively?. To 
find out the answers related to the above question, they have surveyed the major sections where smart 
contracts are going to be used, and identified trust and transparency are the two main features that 
attract enterprises to shift over smart contracts. Herewith this author also identified limitations of the 
technology like compatibility and implementation, Standardization, lack of study, and practical 
experience, as well as worries about architectural design. 

3.9. The Banking Sector 

The author has proposed a loan based Blockchain (LoC), a new banking loan management system 
focused on smart contracts over the approved Blockchain Hyper Ledger Fabric. By taken as a case 
study, the Chinese poverty alleviation loan. The proposed work is to establish a digital account 
framework for the exchange of assets among central and decentralized directories and to introduce 
locking and unlocking algorithms for smart contracts. F. Casino [35] has done a systematic literature 
review on the Blockchain-based application on multiple domains. Based on the content survey related 
to the application of Blockchain in various platforms, the author has identified Blockchainenabled 
technologies across a range of fields like supply chain, business, healthcare, IoT, privacy, and data 
management. It also suggested some research topics, trends, and emerging areas and highlighted the 
limitation of Blockchain also. A Ramchandran [36] suggested Blockchain to build a stable and 
unalterable system for data provenance management that instantly verifies provenance information. 
They used Blockchain capability as a medium to encourage trusted compilation, authentication, and 
management of data provenance. Smart contracts and the (OPM) Open Provenance Model are used to 
build a framework to store permanent data trails. They put forth a framework that can collect and verify 
provenance data easily and safely, and avoid any fraudulent alteration of the data collected as long since 
most participants are genuine. 

4. ISSUES IN IMPLEMENTING REAL-WORLD SERVICES OVER BLOCKCHAIN SMART 

CONTRACTS 

4.1. Privacy Issues 

The Blockchain is the breakthrough technology, but an organization needs it or not has to be decided 
based on the understanding of the technology [37]. The author addressed the benefits and drawbacks of 
Distributed ledger technology for the insurance industry and can extend it to anyone. In the report, they 
discussed crucial questions to answer before adopting Blockchain technology. The questions are is it 
required to have a shared database? ; is it mandatory to have several parties involved in writing the data? 
, are the potential writers untrusted? ; is it required to remove trusted intermediaries?. After that, they 
apply it to the insurance sector and conclude that not all insurance scenarios will be profited by it. The 
author suggested that acceptance should be sensibly evaluated depending on an organization’s profile 
and business plans. In the last decade, Smart Contracts on

Blockchain technology emerged as the solution for the regulatory and technical challenges in the 
centralized or thirdparty system. It has an advantage over the existing workflow but has some 
implementation challenges. [38] The Blockchain system is considered as immutable, it means that if 
the Blockchain technology gets enough level of validation, in that cryptography assures that it cannot 
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 be replaced or reversed. It gives Blockchain edge over the conventional file system or database, 
immutability can achieve through the consensus algorithm, and the same applies to Smart Contracts. In 
the case of private Blockchain, validators are selected by the Blockchain community itself. However, 
concerning public Blockchain, it is entirely dependent on the consensus algorithm and anyone on the 
internet who can solve the cryptographic puzzles and validate it. This problem occurs when the fork 
happens at different nodes in the network, will see the different blocks, and have a different opinion 
about the chain's history. In the present scenario, public Blockchain immutability is not guaranteed, and 
it depends more on economics rather than trusted parties. Even if it is introduced by the government or 
any big organization to bring down the network, they can support the fact that this would be a delicate 
and expensive operation. In the case of Cryptocurrency will only get more secure as their value and 
mining capacity grow continuously. However, in the case of the other applications of the enterprise and 
other institutions, proof-of-work immutability makes no meaning at all. 

The government is adopting new technologies like Blockchain Smart contracts and deploying public 
services over it to provide better public administration, i.e., recordkeeping, land registry [39]. At 
present, the noticeable concern is not the transparency of the software, but the confidence in the 
Distributed ledger on the part of Blockchain developers, policymakers, government agencies, and the 
public at large. This faith relies entirely on technology, rather than managing authority credibility to 
assure that system and data reliability. The possibility of technology failure is always there, and if 
government services like user identity management are implemented over it, a single mistake may 
cause disastrous results. experts 

Most of the Blockchain handlers are prone to privacy attacks; various recommend using an unidentified 
communication network, namely TOR, to guarantee access privacy. [40] In this author raises the issue 
for the mechanism required through which unidentified users can publish and execute transactions and 
does not allow anyone to connect such transactions to their network addresses.  A protocol is proposed 
that tries isolating the transactions performed by pseudonymous identities and not allowed to link or 
retrieve details from the data that appears in the Blockchain. As in the present scenario, none of the 
proposed protocols are there that can hide details of the users fromnetwork-level attackers as the user 
submit or retrieve the data from the Blockchain network. Emerging privacy-centric cryptocurrency, 
namely Zcash and Monero, deploy cryptographic primitives such as Zero-knowledge succinct. It has 
features like non-interactive information, traceable ring signatures, secret transactions, and stealth 
addresses to provide better privacy than Bitcoin. The TOR is used to maintain privacy, but the limitation 
is designed for low latency applications like communicating using web surfing and real-time quick 
messaging. To adopt the Blockchain smart contracts for the real world applications other than the 
cryptocurrency, require privacy protocols that delink users network-level information from their 
transaction. By using the infrastructure of a Blockchain network, where the connection takes place for 
the announced transactions. Some approaches are also proposed to improve privacy for route-based 
transactions. It is an interesting open challenge to develop a mechanism for performing multi-hop 
transactions privately against the network-level adversary. 

Smart contract’s popularity increased in the last few years, to the extent that millions of dollars are now 
exchanged every day over it. The Blockchain platform that presently is popular for smart contracts is 
Ethereum, which is designed to support smart contracts. The programming language used in it is 
solidity developed under the banner of Ethereum. In the early day's several attacks are performed by 
taking advantage of bugs in the code [19]. In the paper, the author has suggested a separate software 
engineering approach for the Blockchain smart contracts that focus on decentralized programming on 
the Blockchain platform. In the research work weakness of the library is because of negligent 
programming practice either due to Solidity. The vulnerability has been exploited anonymously by two 
measures. In the first step, an attacker takes over the smart contract library and calls the initialization 
function. Consequently, suicide functions were called, which destroyed the library, creating a situation 
where it was not feasible to execute functions on smart contracts in the library. As all the delegate calls 
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ended up in a dead smart contract library, and finally, the author suggests that the training of software 
engineering is expected for smart contracts. In Dec 2017, “CryptoKitties,” a game on Ethereum 
Blockchain, got immediate success just after its launch. It involved around 1.8 million users with over 
$20 Million of spending in Ether and was at point lead, taking 12% of all Ethereum transactions. Smart 
contracts reside over the Blockchain network with storage capability and prove the popularity of the 
Smart contracts. 

Nonetheless, Smart Contracts are still limited in their ability to satisfy all expectations; they require 
more development in a variety of ways. Most platforms and services over Smart Contracts are in their 
early stages and come with problems, ranging from a deficiency of regulation to the pseudonymous 
process of illegal activities [41], in the paper author highlights four main topics are Technology, 
Legalization, Acceptance, and Usability. Safety is one of the first worries of any distributed ledger 
system and associated trials. As most of the technical errors are related to the semantic of scripting 
languages, it is an urgency to improve existing contract languages and develop substitutes. A very 
effective way to conduct testing and find bugs and errors is to make things open-source and collect 
feedback from users. The category of attacks varies from environment to environment. It is required to 
understand the working and security and privacy breaches of a respective Blockchain platform before 
adopting it. The Smart contracts for the public domain services are visible to all the users, and because 
of it always chances of privacy leakage. However, the purpose of keeping secrets is, to some extent, 
inconsistent with the nature of public Blockchains and hence requires additional operations. To 
implement it, acceptance of encryption algorithms may cause extra load on the system. There is still no 
systematic way of using smart contracts for several design purposes, particularly where legal content is 
involved. From a legal perspective, parameters and policies are absent on smart contracts. The scripting 
languages used for the Smart Contract are designed in a way that is more comprehensive and simpleto-
use for both professionals and newcomers. 

Some privacy challenges that may hinder Blockchain wide application. In [42], the author explained 
that certain types of attacks are possible, i.e., Network analysis, address clustering, Transaction 
fingerprint, DOS attack, Syble attack. In addition to that, there are chances of transaction pattern 
exposure through transaction graph analysis, AS-level deployment analysis. With this, there are also 
chances of mixing in centralized services. When a Blockchain smart contract developed in which 
human or sensor input data are required, it increases performance and security issues of the system 
called Oracle problem [43]. 

4.2. Security Challenges in Implementing Blockchain Smart 

Contract To include Blockchain in the mainstream for a typical application like banking, education, and 
e-voting by using smart contracts still have challenges. In [3, 16], the author did serve to identify the 
current research scenario in Blockchain, and it performs mainly on the bitcoin network. In their survey, 
the main findings are security incidents and types of attacks like DDoS, 51% attack, data malleability 
problem to challenge the integrity of it. They also highlighted the issue of authentication and cited a 
hardware-based solution for it. Another issue they have raised in their report is about the privacy issue 
in that the public can visualize the transaction without linking information to the source identity. 
However, the authors included some facts to prove that anonymity can be breached by doing traffic 
analysis. 

Smart contracts are an enticing aspect of second-generation Blockchain. It takes the attention of the 
research community working in this area. It is an executable code that runs upon that can enable, 
implementation of a contract between two private parties without the involvement of a third party. 
However, it is at the initial stage, and usage of it has just started, and the author [7] has done survey work 
to identify the current research area in this field. In these four significant areas are identified, i.e., 
Codifying, security, privacy, and performance issues. Security issues mean bugs in the code or the 
weaknesses that a challenger might use to launch an attack. The security attacks discussed in the 
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research work are transaction ordering dependency vulnerability [44]. In this, order of execution will 
depend on the minor as the Blockchain states are changing, a malicious user may take financial 
advantage by it.   The next security issue raised is the timestamp dependence as smart contracts are 
using block timestamps as an activating condition to perform some essential operations. Security 
attacks conducted using the above dependence are like a miner can set a block timestamp to be the exact 
value that affects the value of the timestamp-dependent condition and favors the miner. Another 
security concern highlighted is reentrancy vulnerability with the above The Dao hack attacker stealing 
$ 60 million US dollar through it. In the case of Ethereum, when another contract is called, the current 
call waits for the call to be completed. It can lead to a problem when the receiver of the call makes use of 
the intermediate state the caller is waiting. It is a matter of concern when the recipient of the call makes 
use of in-between state the caller is waiting.  Next to a security issue identified is the criminal activities 
the possibility of creating three different kinds of illegal activities in a smart contract system, i.e., 
leakage/sale of an important document, theft if the private key, and a full range of physical world crime 
[29]. To perform it possible techniques are using Serpent scripting language for leakage of a secret 
document, stealing of private keys can be achieved using SNARKS cryptographic primitives. After 
that, the author should shed light on the authenticated data streams, which are data from an external 
source that may result in the crime of calling the token.  In the Blockchain anonymity of the user, 
identity plays a crucial role, and it is one of the most highlighted features of this technology. However, 
challenges related to security and privacy challenges are open, and it is the present scenario 
requirement that should be addressed [46]. The security breaches and attacks have been identified 
through a study done by Loi et al. and found that 8833 out of 19366 existing Ethereum contracts are 
vulnerable. They have served on the security and privacy issues and suggested future treads that 

are required to be explored, like the cleaning of the unemployed contracts and mechanism to identify it. 
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Table 2. Details of the Vulnerabilities Occurred in the Smart Contracts Ethereum Platform [20] 

Details of the Vulnerabilities Occurred in the Smart Contracts Ethereum Platform [20] is listed in Table 
2. The nearest research work is performed in [20], which only includes the smart contracts of Ethereum 
rather than any other network used in the current scenario. In that, they have listed out security 
vulnerabilities that occur due to the programming language used for the Smart contracts and point out 
programming pitfalls that lead to vulnerabilities [20]. In the Blockchain system, a user’s private key is 
regarded as the identity and one of the security credentials. In the process, it is generated by the user and 
not by the third party. Hartwig et 

al. [47] find out a flaw in the Electric Curve Digital Signature Algorithm as randomness is not necessary 
during the signature process; an attacker can quickly recover it. Once the private key is stolen, and it 
reaches the hands of the criminal, the chances that the user account gets tampered are increased. In the 
Blockchain environment, it is not possible to track the criminal and information about the modification. 
The criminal gets control of the smart contracts for a different number of malicious events, and that may 
have an impact on the life of the regular user. Criminal Smart contracts will help leakage of personal 
information, theft of cryptographic keys, and various crimes committed in the real world [19]. The code 
is running on the Blockchain; chances of security vulnerabilities are possible due to semantic defects. 
Author [19] did a proper examination of Ethereum smart contracts and a list of twelve types of 
vulnerabilities they may occur. 

When a user interacts with the Ethereum through smart contracts, then a certain amount is charged 
called gas. Gas is just like a wallet balance that can be transformed into an ether, which is also the 
currency of the Ethereum network. Some Smart contracts expansion and distribution are not effectively 
[48] highlighting seven gas costly patterns and categorize it into two parts, the first useless code that is 
available in the code but not going to be used anymore. The second is a loop-related code that is not 
properly designed, using an analysis suggested by the GASPER method. Which is capable of 
automatically discovering three kinds of expensive gas patterns in smart contracts, namely dead code, 
opaque predicate, and expensive loop operation.  

Attacks on the Blockchain Smart contracts are also possible through the network level. [49]. Maria et al. 
rigorously analyze the effect of the BGP hijacking, for performing this type of attack, which requires 
control over the network parameter. They also carried out a thorough study to test the effect of routing 
attacks on both the network and the node level on bitcoin. They conclude that the number of active 
Internet prefaces to be hijacked rests on the sharing of mining resources. This attack will put more 
impact when the bitcoin mining pools are centralized, and the results of it may be the splitting of the 
network and delay in the block propagation.

Research work is also conducted to strengthen the security of Blockchain and Smart contracts that run 
on it. Loi et [50] propose an innovative mining pool system called SMART POOL. The basic working 
of the system is SMART POOL gets a transaction from the Ethereum node clients that contains mining 
information. After that, the minor conduct hashing calculations based on the assigned responsibilities 
and returns the finalized shares to the SMART POOL application. When the number of signed shares 
exceeds the threshold, they will be added to the SMART POOL contract on the Ethereum. In the next 
step, the SMART POOL will verify the shares of credit rewards to the client. It has some  
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advantages over the normal peer to peer pool that are decentralized, improved efficiency, more secure. 
In the [44] by Loi et al. also suggested a solution to secure the Ethereum smart contracts called 
OYENTE for detecting bugs in the code. OYENTE has the feature of symbolic execution to examine 
the bytecode of the Smart contracts and follow the implementation model of Ethereum EVM. The basic 
workflow of the OYENTE in which the input parameter is Smart contract bytecode and Ethereum 
global states. In that Input data must pass through the various steps from CFG Builder to the validator 
and result on the visualizer, it will help to carry out the debugging and program analysis. In the 
Blockchain Smart contracts, Privacy leakage is also the area of concern and considered a severe threat. 
In [51] the author proposes a framework called HAWK, a new technique for developing privacy-
preserving Smart contacts also removed the dependency of any code encryption or complication 
techniques. The basic idea behind the HAWK is a contract that is divided into two portions, private part, 
and the public part. The data considered to be private or of economic importance are kept in the private 
portion, and the rest of the other data is written in the public portion. The HAWK compilation of the 
code is done in three types. In the first, the code is compiled in the virtual machines just like the EVM. In 
the second category, services are limited to users of smart contracts. In the third category, the manager is 
an honest stakeholder in the HAWK system.  The HAWK manager execution is done in the Intel SGX 
enclave (hardware-level security). It will monitor the privacy of the contract but will not reveal it. It also 
has a feature to maintain privacy between the different HAWK contracts. If its manager breaks the 
rules, then it will be routinely punished financially, and the user will get reimbursement.

In [52], For the safety of smart contracts, programmers who accept the ability to write contracts must be 
able to test their code in order to identify security flaws before uploading them on irreversible 
Blockchain environments. However, for smart contracts, there is only a range of security testing tools. 
Current research on automatic vulnerability scanning of smart contracts is not enough, and it is at an 
early stage. With the clear goal of incorporating Blockchain Smart Contracts more efficiently into 
protection and privacy, we must first consider their limitations before adopting them uniformly. Smart 
contracts can hardly get rid of glitches as they are special computer program types. Despite worse, an 
exploitable security bug may result in serious outcomes, like cryptocurrency/money loss. In the 
proposed review, the author focuses on the most common types of security bugs in smart contracts. i.e. 
the re-entry bug, which caused a famous DAO attack with a loss of US$ 60 million. ReGuard, a fuzzing-
based analyzer to dynamically diagnose reentrancy bugs in Ethereum smart contracts [53]. Another 
tool is to address the security issues of smart contracts, Securify, a security analysis framework for 
Ethereum based smart contracts that is scalable, fully automated, and capable of proving that contract 
activities are safe/unsafe in respect of a given property. It analyses the contract in two phases in the first; 
it analyzes the dependence graph of the contract symbolically to extract precise semantic details from 
the code. Afterward, check patterns of compliance and violation that capture quite enough conditions to 
prove or disprove whether the property holds or not. All patterns are explained in a given domain-
specific language to enable extensibility better. In [56], the author has highlighted challenges related to 
one of the famous permission Blockchain platforms to develop and run smart contract applications. It 
has a basic feature called chain code to implement smart contracts by using common programming 
languages, such as Go, Node.js, and Java. All languages have some risk factors since security 
challenges may arise here. The author highlighted the risk associated with the Go language and 
identified 14 types of risk. The introduction of the Ethereum Network has resulted in many instances 
where the implementation of Ether Coins Smart Contracts has led to problems or disputes. The Smart 
Contract and Blockchain programming discipline, with structured best practices that can help solve the 
problems and disputes described above, is not yet adequately advanced compared to conventional 
software engineering. In the current scenario, Smart Contracts depend on a non-standard life-cycle of 
software, whereby, for example, applications distributed can hardly be upgraded or bugs fixed by 
launching a new version of the software [56]. 

4.3. Governance and Legal Challenges in Implementing Blockchain Smart Contracts 
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The idea of Smart contracts is closely related to Blockchain technology. It is not necessary to have such 
a linkage. However, the combination of both will provide an alternative solution to the traditional 
system managed by the government or the third party. Due to the evolution of cryptocurrency over 
Blockchain, Opens the opportunity for new technologies like a smart contract. It has legal obstacles, 
namely identification and authorization, privacy and data protection, fraud, errors, and errors in the (not 
always smart) code, false Oracles, consumer rights issues, competition law. If the customer or the user 
do not correctly understand the smart contract, later customer may claim that he is misleading or 
adequately informed about the terms and condition and validity of the contract is challenged. To 
improve its provision is needed to check the false promise and provision to backtrack from the 
contractor’s compensation for misleading. Another issue is that in the smart contracts, there is any bug 
or leakage it may occur because of the programmer, but from the false judgment or due to error, the 
well-known DOA attack on Ethereum Smart contracts is an example of it. This incident leads to rescind 
the Blockchain and break the concept of the 

distributed ledger. The inputs to the Smart contracts are fed from the real-world interfaces that depend 
locally like time, status delivery, interest rate, and if the interface gets tempered or wrong information is 
fed, then it will have an impact on the system. Besides the issue, the privacy issue will put limits on the 
smart contracts, like information of the participants are anonymized or pseudonymized, but the 
distributed ledger is public. Due to the public availability of Smart Contracts like legal and commercial 
terms may lead to taking attention to the competition authority. 

At last applicability of the criminal laws and sections will put a restriction on disclosure of specific 
information in public. In [55], D.L Hoffman has proposed to have a lawful layer to support the 
Blockchain Smart contracts for the real-world application. It will face some initial challenges like 
implementation; the necessity to implement jurisdictionspecific legal ontologies also required some 
legal language to draft contract by including the distributed ledger technology. Nevertheless, it is not 
yet believed that smart contracts would replace the long-standing foundations of contract law. 
However, Smart contracts are software written code, and the authorized agency will require additional 
challenges in applying contract, whether a party has performed responsibility or the party has broken 
laws and other associated issues. The semantic legal layer for supporting Smart Contracts may be the 
solution for the above issues. A. Savelyev [56] highlighted the issue of legal constraints in the 
Blockchain smart contracts and applications developed on it. It has open challenges to distribute the 
copyrighted work in the digital environment, and Blockchain smart contracts can be considered as the 
solution to such problems. But many questions to be answered before implementing it are 

� where to hold copyrighted content and the related need to change the legal status of internet 
mediators. 
� How to find the right balance between the static existence of Blockchain documents and the need to 
modify them because of the very essence of copyright law.  
� Who grants rights based on a set of confidential details that are not publicly. 

These questions have to be answered before the implementation of the application over it. To explore 
the RQ5, we have done a detailed survey by considering the following points that will cover the overall 
development and structure of the Blockchain smart contracts. 

5. THE BASIC ARCHITECTURE OF BLOCKCHAIN AND SMART CONTRACTS 

A Blockchain is a form of distributed ledger which stores all completed transactions. In this, if the 
current block gets filled 
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new block is added in the chain. Asymmetric cryptographic algorithms with the consensus mechanism 
are used to maintain the authenticity, privacy, and consistency of the data record. The Blockchain 
technology has some key features that gave an edge over the present centralized techniques like 
decentralization, persistence, anonymity, auditable, and provenance [6]. The main structure of the 
Blockchain has basic components like block and consensus algorithm. The basic structure is already 
discussed in the introduction part of the paper. In [57], the author studied software development 
activities, including the study of specifications, task assignment, testing and evaluation of Blockchain 
software projects. This is conducted through an online survey of active Blockchain software developers 
found from prominent Blockchain projects through the mining of Github repositories. With the 
feedback they received, they realized that Code Review and Unit Testing are the two most viable 
application development practices among Blockchain software developers. Finally, they concluded 
that most of the Blockchain applications chosen by the group discussion and project owners vary from 
the usual software project selection specifications. 

5.1. Stages of Blockchain Development 

Originally, as with Bitcoin, the platform was not programmable, but Blockchain systems have arisen 
that incorporate such features. The following four stages characterize the different types of Blockchain 
technologies and use (the first three are recognized, and the fourth is the developing level of AI-based 
Blockchain). 

Blockchain 1.0 focuses on transactions, mainly for implementations in cash-based applications such as 
money transfer, financial transfers, and electronic payment systems. Blockchain 2.0 is an extension of 
Blockchain 1.0; it includes anonymity, smart contracts, and the beginning of tokens and functionality of 
non-native Blockchain properties. Blockchain 3.0 further extends the emphasis on Blockchain to 
incorporate decentralized applications.  

A decentralized application is a backend technology operating on a shared peer-to-peer network that 
directly connects consumers and providers. This open-source software framework utilizes 
cryptographic tokens to operate on shared Blockchain. Such three Blockchain phases are not 
established simply by modifying or incorporating features. In addition to that, it influences the 
capabilities of the given Blockchain. The added features also enable new opportunities to be developed 
that would otherwise not be feasible and raise the long term value of using Blockchain as a whole. 
Similarly, the latest and growing Blockchain iteration — Blockchain 4.0—offers major value 
opportunities. This involves the integration of artificial intelligence (AI) into Blockchain systems on 
two separate sides of the technology. 

The AI is based on a predictive model that describes uncertainty. This is constantly evolving, and 
algorithms are supposed to guess or presume truth. Blockchain, on the other hand, uses a deterministic 
hashing algorithm that generates the same results when the inputs remain unchanged. The findings are 
permanent, and reality recording algorithms and cryptography are expected. While technologies are 
different, their common use helps solve complex problems [58]. 

As smart contracts were developed using a Blockchain platform. Those platforms provide simple 
architectures for developers to build smart contract applications. Many of this newly emerged 
Blockchain will support smart contracts. In this part, we have evaluated seven mostly used Blockchain 
platforms for the smart contract implementation are Ethereum, [31], Neo[59], Hyperledger Fabric [60] 
Corda [61], Stellar [62], Rootstock and EOSIO [69]. 

5.1.1. Ethereum 

Ethereum is a decentralized platform able to execute smart contracts. Like Bitcoin's Turing-incomplete 
script code, Ethereum also developed Turing-complete languages such as Solidity, Serpent, Low-level 
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Lisp-like Language (LLL), and Mutan to enable general user applications besides cryptocurrency apps 
[31]. 

Ethereum uses Proof of Work as a consensus algorithm that is also code-intensive. Here, Ether is used to 
measure the cost of solving miners' puzzles. Basically, gas serves as an internal price for a transaction 
that lacks the unpredictable demand of Ether. Inclusively, the cost of a purchase can be measured using 
the gas cap multiplied by gas prices, since the gas cap shows the maximum amount of gas required to 
construct a block price and the gas price is the cost of a gas unit. 

5.1.2. Neo 

Neo project started in the year 2017, It is a platform that uses the Blockchain and digital identity to 
manage the digital assets to make itself managed and to achieve a smarter economy with the 
decentralized network. NEO uses a dedicated Byzantine Fault Tolerance (dBFT) algorithm that gives a 
tolerance of f = any (f−1)/3 fault to a consensus network composed of n nodes. This system includes two 
kinds of nodes: the normal node, and the consensus node. Normal nodes vote for consensus nodes 
according to their percentage of NEO. When a majority is to be reached, a speaker is selected randomly 
to agree on the proposal, and then other consensus nodes vote according to the dBFT algorithm. The 
languages which are used in Neo for smart contracts are C #, VB.Net, F #, Java, and Kotlin. For such 
languages, NEO gives compilers and plug-ins that are used to compile high-level languages into 
instruction sets backed by virtual NEO machines [59].  

5.1.3. Hyper Ledger 

It's also a decentralized network for smart contracts. Like Ethereum, which runs smart connections on 
virtual machines (e.g. EVM), Hyperledger uses Docker containers for code execution. Unlike virtual 
machines (Vms), containers that support smart contract applications with lower operating costs while 
losing isolation. The Fabric Blockchain-network permission (private or consortium) is allowed 
because Fabric is intended to support general business applications [60]. 

5.1.4. Corda 

Corda is designed for digital-currency purposes, as compared to other Ethereum applications. To 
function as a global network for storing and distributing historical records of digital properties. Corda 
uses coding languages such as Java and Kotlin6, which run at the top of the Java Virtual Machine 
(JVM). Usually, Corda promotes private networks where businesses set up an authored network for 
private exchange of digital assets. Consensus can be easily achieved in private Blockchain networks. 
Corda adopts Raft as a consensus algorithm. It is easy to achieve a consensus in Raft by choosing a 
member, duplicating logs, and guaranteeing security [29]. 

5.1.5. Stellar 

In contrast to Corda, stellar is a professional digital currency site. Stellar is faster and more accessible 
than Ethereum. In the meantime, Stellar will support language richness such as Python, JavaScript, 
Golang, and PHP. Stellar run application codes on top of Docker containers close to Fabric, thereby 
reducing the overhead. Steller is also a permission Blockchain platform, and the consensus is easily 
achieved. It has its own consensus algorithm known as the stellar consensus protocol [64,62]. 

5.1.6. Rootstock 

Rootstock runs on the Bitcoin platform while enabling speedier transaction execution, i.e., it validates 
the transaction within 20 secs, and contracts are turing complete. Also, Rootstock has its virtual 
machine to execute contracts, and it is a public Blockchain platform, and data models are accountbased. 
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It uses the POW consensus algorithm and by adopting lightweight implementation reduces overhead. 
The main purpose of introducing Rootstock is to support digital currency [65]. 

5.1.7. EOSIO 

The EROSION software presents a new Blockchain architecture that enables decentralized systems to 
be scaled vertically and horizontally. To be achieved by creating an operating system as a platform on 
which applications can be created. The platform offers identity, authentication, databases, distributed 
communication, and task scheduling through multiple CPU cores or clusters. The resulting 
infrastructure is a Blockchain system that can potentially scale up to thousands of transactions per 
second, avoid user fees, and empower decentralized applications to be distributed and managed quickly 
and easily, within a controlled network. EOSIO software uses the Delegated Proof of Stake can fulfill 
the performance requirement of Blockchain applications. The basic concept of the DPOS algorithm, 
which holds the token in the Blockchain system, will appoint the block producer with the continued 
approval through the voting system. It supports the public as well as private Blockchain. It is supporting 
various types of applications finance, Education, Supply Chain other than digital currency [63] [65]. 

6. DISCUSSION 

In this portion, we are going to discuss the result of the research questionaries’ selected in the previous 
section, identified challenges, and proposed solutions for it. The result of this systematic mapping 
shows that major work is done in the application development of Blockchain smart contracts, and 
through the research, untouched domains are identified. After that, a major portion of the study is on the 
specific Blockchain architecture and mechanism and how to use it to implement specific services or 
tasks. Our main focus is to restrict our mapping to the Blockchain smart contracts and their 
implementation challenges. In that, a lot of work has been done in the application of the smart contracts 
in the different new domains like supply chain and digital asset management. 

Table 3.Comparison of Smart Contract Platform 
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Table 3 shows the comparison of smart contract platform. In that, we come to know that a lot of work is 
done to develop applications like medical records and E-Voting, and it is also accepted in the banking 
industries. As development is going on in the future, we get a new version of the Blockchain smart 
contract application having AI capabilities. In the next step, we have done work to identify the security 
and privacy issue in the implementation of the Application in Blockchain smart contracts. Most of the 
work is done on the Ethereum and language used to develop Solidity, and most of the papers are on the 
security and privacy issues due to language pitfall. Some papers are on reward distribution like Gas in 
Ethereum, and few are on the security and privacy issues due to the public network or the untrusted 
network used to transfer the information between the blocks. In a few papers, content related to the 
security and privacy issues occurred due to the consensus mechanism used in different Blockchain 
platforms, and most of the Blockchain 

platforms are emphasizing the account-based system. In that, there will be proper control over the 
whole network, and there are fewer chances of anonymous users in the network to perform malicious 
activity. In a few cases, cryptographic algorithms like electric curve cryptography used are proved to be 
not secure enough for the confidential information application. 

Next in the category, we get papers related to the legal issues in implementing the block contacts that are 
related to copyright and the mapping of the smart contract with the real world contracts based on the 
local land laws. 

6.1. Proposed Solutions & Open Challenges 

In this subsection, we put light on the proposed solutions for the identified problems in implementing 
applications Over the Blockchain smart contracts and, in the last part, discussed some of the open 
challenges.  

In [66] T.h. Lee suggested a solution for the termination of smart contracts as the conclusion of smart 
contracts is required for the protection and stability of any Blockchain system, especially those 
following Turing-complete smart contract languages. Resource-constrained Blockchain  networks like 
Ethereum and Hyperledger Fabric might prevent proper closure of smart contracts when the 
preallocated resources are not adequate. Although smart contract execution is usually based on the 
currentstatus of Blockchain and application inputs, this strategy is not always effective. In their work, 
theysuggested a lazy technique by statistically confirming a smart contract's conditional closure 
andnonclosure to determine input conditions in which the contract finishes or not. Once a smart 
contract is concluded, the evidence-based Blockchain network must check whether the current state 
and the validity of the contract satisfy the terms of termination in order to decide if the contract is 
qualified (i.eeventually suspending) to function on the chain. 

Security issues due to the bugs as smart contracts can hardly get rid of glitches as they are special 
computer program types. In [53] C.Liu proposes ReGuard, a fuzzing-based analyzer to diagnose 
reentrancy bugs in Ethereum smart contracts dynamically. As an exploitable security bug may result in 
serious outcomes, like cryptocurrency/money loss. It is initiated for the Ethereum web services, and 
such initiatives are required for the other platforms and services. ReGuard performs trace analysis of 
bugs through runtime. They instantiated ReGuard as a web service for Ethereum contracts. 

Another security issue due to the bugs in the smart contract is due to integer bugs, which is particularly 
difficult to avoid in the case of Ethereum Virtual machine and especially Solidity programing language. 
To overcome such a problem, C. Torres [67] introduced a framework OSIRIS that integrates symbolic 
execution with taint analysis to correctly and incorporate vulnerabilities throughout smart contracts 
from Ethereum. 
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They have tested it on the 1,2 million smart contracts and found approximately 42 thousand out of 
which have integer bug problems.   

In the case of Ethereum, there is another problem of re-entry in which the adversary has the power to 
exploit and frequently call the intermediate state of the caller contract. To address problem Y. 
Harari[68] introduces a language called Bamboo, and its syntax is very much similar to Erlang and 
mainly for the polymorphic contracts of the Ethereum.  

After Ethereum Hyper ledger fabric in another platform that is popularly used to develop the smart 
contract in a permission Blockchain environment. One of the benefits of it is that common 
programming languages are used to develop smart contracts. But a major drawback associated with the 
languages is that they are not intended for the development of smart contracts. K.Yamashita[54], in 
their work, proposed a tool considering the risk in the Go language and finding out risk using the static 
analysis. However, it is only related to the Go language, and it is required to be updated as new changes 
are incorporated in the language or the applications developed using it.

To address the problems of security in the smart contract, In [69] t.sankov presents an Ethereum Smart 
Contract Security Analyzer, which is scalable, completely automated, and competent in providing 
contractual behaviors as secure/insecure in respect of the given property. Analysis of the Security 
consists of two steps in step one it symbolically analyzes the connection graph of the contract to derive 
correct semantic information from the written code. In the next step, it tests cycles of conformity and 
infringement that catch ample conditions to prove whether or not a property holds. Besides, to achieve 
extendibility, all patterns are specified in the domain-specific language. It has certain benefits like 
being able to analyze every aspect of the contract behavior to avoid a false negative, able to categorize 
warnings and support new domain languages. But, it is only restricted to the Ethereum based smart 
contracts and not for other platforms. 

Double spending is another security concern in the cryptography-based digital currency. In [70] 
w.wirachantika has selected Fawkescoin and found security and integrity issues in it. To avoid double 
spending in it, they have suggested the use of DSA on the Merkle tree for data verification without 
knowing the data contents. 

Criminal Smart contract is another very fiery issue in the security concern of the smart contracts.  A. 
Jules in [49] has raised the issues related to it and presented three types are secret leakage, key theft, and 
calling cards crime. Above all, issues related to the leakages are possible through the present 
cryptography setup. 

In the existing system, privacy is also concerned as parties involved in the transaction are pseudonyms 
and there are 

chances that information gets leaked on the platform. To overcome this issue, A.Kosba in [51] 
presented a mechanism called Hawk, which is mainly for financial transactions that cannot store the 
transaction information and hide it from public access. They implemented this protocol through the 
formal model, and it is on top of a decentralized platform. 

6.2. Open Challenges 
6.2.1. Mixed Model 

The requirement of Public Blockchain smart contract is having   the feature of private Blockchain. 
D.Huang[71] is proposing an attribute-based encryption protection solution built on the private 
Blockchain. In that, they have suggested it for the IoT based and banking application. But still, it is an 
open challenge when it comes to the different types of other applications and requires some concrete 
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 solution for it. 

6.2.2. Compatibility 

In the adoption of Blockchain in E-Government applications, our findings show that very little 
academic work has been done in this area. More intensive work in this area is required to advance the 
level of sophistication in this field. In addition to the technical aspects, it also requires a new governance 
model to adopt it, and new reference architectures are required. 

6.2.3. Suitable Consensus Mechanism 

Selecting Consensus algorithm in implementing smart contracts on the public Blockchain architecture. 
The proof of work algorithm is the first algorithm used in bitcoin to achieve distributed consensus in a 
large scale untrusted environment. A low-cost trustworthy algorithm is required that can fill the 
requirement to implement smart contracts on all possible forms of the Blockchain environment public, 
private, consortium. 

6.2.4. Testing Framework 

Once smart contracts are implemented on the Blockchain platform, it is not going to be reverted, and 
this may result in a loss of money and confidential information. So, before deploying it, a framework of 
the analyzer is required that can check the smart contracts in all the aspects, and it helps in removing 
bugs and security threats in it. In our findings, most of the academic research papers are based on the 
Ethereum and the bugs in the programming languages used to develop it. Very less work is done on the 
other platforms with other dimensions of the security and privacy threats that may occur due to the 
architecture and the network. 

6.2.5. Standards to Develop Applications 

In recent years after the success of the bitcoin, Blockchain rapidly grows, and it is going to be used in all 
types of applications, from financial to education. In that Blockchain 

version, two smart contracts play an important role in Blockchain and smart contract development. The 
same software engineering practices are followed that can be used for regular software development. 
But regular software engineering will not complete the requirement. It is also an open challenge area 
where a lot of work is required to standardize it. In our findings, we found only one paper on it. A lot of 
work has been done to identify the bugs in the various smart contracts platforms and their applications. 
In our findings, we come to know about various frameworks and tools that are detecting bugs and 
security glitches in the smart contracts before deployment. Such tools are not available in all the 
languages, platforms presently used for smart contracts. With this, another issue to be addressed in the 
future is common tools and frameworks for all.

6.2.6. Security & Privacy Issues 

Improvements in the safety and performance of smart contracts are required to tackle practical and 
competitive decentralized applications. Most proposed applications needed the on-chain and off-chain 
combination. Recognized two main approaches to improving the efficiency of applications based on 
distributed ledger technology, using a lighter consensus mechanism and performing concurrent 
transactions. Nonetheless, Blockchain-based solution efficiency only compares to other Blockchain 
solutions, and yet there is a wide gap between Blockchain-based solution performance and established 
implementations. Research to boost the efficiency of smart contract implementation and the overall 
Blockchain-based applications is in its early stages. 
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6.2.7. Scalability

With a growing amount of Blockchain use, and an increase in the huge number of regular transactions, 
the scale of the Blockchain is increasingly rising. All transactions are preserved to get validated in each 
node. The origins of the current transaction must first be checked before the validity of the transaction. 
The block size restricted and the time duration used to produce a new Block, this plays a part in failing to 
meet the demand that millions of transactions be performed concurrently in real-time situations. The 
size of transactions meanwhile, as miners would prefer to validate transactions with higher 
transactional fees. 

7. CONCLUSION 

In this systematic survey, we have analyzed Blockchain, and smart contract platforms and applications 
developed and currently using it. In our findings, a lot of research work has been found in academic 
research related to security, privacy, and governing issues. Also, remedial measures are suggested by 
many authors/researchers, but still, few domains related to security are unrevealed. The promenading 
issues are that there is no standardization of pre simulation tools of the smart contract before deploying. 
Also, for identifying bugs in the programming language used to develop smart contracts is available for 
very few platforms and programming languages. Moreover, there is no proper coordination or standard 
communication between different smart contract platforms, as different programming languages are 
used. 

In contrast to the traditional consensus mechanism used in traditional, Blockchain is not very much 
compatible with the smart contract applications, but it is in its developing stage. As per this paper 
investigation, this is predicted that Artificial Intelligence will be used in the future for various 
applications using the smart contract. A lot of platforms are available to develop the smart contracts 
applications out of which Ethereum and Hyper-Ledger are mostly used, but still, some more 
customized platforms having features of both (public and private) are required. 
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 An Evaluation on the Performance of Wireless Sensor 
Network with Wormhole Attack 

A B S T R A C T

A Wireless sensor network (WSN) is a fast developing technology which can monitor, calculate and 

communicate wirelessly thereby finding it's place in areas such as defense, home medical care and 

environmental sciences which demands better security, throughput, power efficiency and cost 

effectiveness. WSN's provide endless opportunities and at the same time pose formidable challenges 

due to the existence of enormous number of sensor nodes which are by default insecure, hence places 

few challenges on the network. This paper discusses the possible attacks and highlights the 

inefficiencies when wormhole is introduced in the network. This paper is centered on how the zigbee 

network performs when an intruder spoofs the information from the communication medium and a 

comparison is made on the performance of zigbee nodes. Simulations were performed on a tree based 

network under three different scenarios with and without attack. The entire network performance is 

simulated through OPNET simulator. The results obtained through inference from the simulation will 

help us to have a better understanding on the impact of these attacks, thus leading to more secure 

systems and thereby increasing user's confidence. 

Keywords: - Wireless Sensor Networks, wormhole attack, zigbee,Opnet. 

N.Sugirtham 1* and R.Sherine Jenny2 
1*&2Department of Electronics and Communication Engineering 
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1 Introduction 

A WSN consists of wireless sensors, which are capable of collecting, storing, processing and sharing 

information with neighboring nodes. Zigbee is a specification for a suite of high-level communication 

protocols used to create personal area networks built from small, low-power digital radios based on 

IEEE802.15.4 standard. It supports protocols above the data link layer for connecting IEEE 802.15.4 

devices 

together. Zigbee is the name for a short-range, low-power, low-cost, low-data-rate wireless multi-hop 

networking technology standard [2]. The features of Zigbee networks include self-organization, 

support for multi-hop routed networking topologies, interoperable application profiles, and security 

based on the Advanced Encryption Standard (AES). Zigbee standard defines the higher-level Network 

and Application layers as well as the security services. The Security Services Provider establishes the 

trust infrastructure of the network and offers essential security services such as cryptographic key 
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management and admission control for nodes joining the network. Enabling security incorporates an 

authentication step to the joining process. Network layer provides reliable and secure transmissions 

among devices [1]. This paper begins with the role that Zigbee protocol plays in the secured 

deployment of ZigBee networks using a tree based approach. The following section describes the 

technical overview on the scenarios included in the paper. Finally, a section that discusses about the 

impact of wormhole attack on the network including various parameters for the purpose of analysis. A 

concluding section summarizes key points and is followed by a list of technical references related to the 

topics presented in this document. 

2 Technology Overview 

The primary components that comprise a Zigbee network are Zigbee Coordinator also referred as PAN 

Coordinator which is capable of assigning device address and controlling PAN formation and 

operation, Zigbee Router that is capable of establishing and maintaining multiple connections to 

children and parent nodes, Zigbee End Device (ZED) and a Zigbee Gateway that serves as a bridge 

between a Zigbee network and a wired Ethernet network. An end device can be an Reduced Function 

Device (RFD) or Full function Device (FFD) but is a leaf node in the network and does not perform any 

of the other Zigbee device functions of router, coordinator, trust center, or gateway [2]. The number and 

type of each device in a Zigbee network will vary depending on the size, complexity, and type of 

applications supported. Zigbee Routers forward packets in a simplified routing scheme among their 

parent and child nodes. The Zigbee Network Layer supports the formation of three types of topologies 

namely Star, Peer-To-Peer and tree. Here in this paper we have chosen a tree based approach taking into 

consideration the low routing cost, ability to collect data quickly [7] and allows multihop 

communication. 

A Tree network consists of a central node called the coordinator that initializes the network, and is the 

top (root) of the tree. The coordinator can have either routers or end devices connected to it as shown in 

figure 1. Router helps in extending the network coverage. For every router connected, there is a 

possibility for connection of more child nodes to each router. Child nodes cannot connect to end devices 

as it does not have the ability to relay messages. This topology allows different levels of nodes, with the 

coordinator being at the highest level. In order the messages to be passed to other nodes in the same 

network, the source node must pass the messages to its parent, and is continually relayed higher up in 

the tree until it is passed back down to the destination node. 
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Figure 1: Tree Topology

 

3 Attacks on Wireless Sensor Network 

In networks an attack is an unauthorized attempt to alter, destroy or steal the content of a user. It is a 

threat which uses different techniques to deceive the security mechanisms intelligently. Attacks in 

Wireless Sensor networks are classified as active and passive attack. Modification of data in the 

communication channel by unauthorized intruder is classified as active attack. Major attacks that come 

under active attack are Denial of service, Sink Hole, Worm Hole, Sybil etc... Passive attacks are 

ubiquitous in nature where the intruder monitors and listens to the network traffic to gather information. 

Some examples of passive attack are traffic analysis, network analysis, and eavesdropping [4].Our 

paper explores the effect of wormhole attack and studies the behaviour under different parameters 

using simulation software. Wormhole attack is one of the most severe attacks in WSN where two or 

more malicious nodes combine and form a low latency channel between them as shown in figure 2. As 

this channel is of low latency nodes try to send the packets through this channel [5]. 

Figure 2: Wormhole attacked router placed in between normal sensor nodes 

Wormhole attack is very difficult to detect as they use a separate band which is invisible to WSN [6]. A 

node that is attacked by a wormhole is termed as malicious node and such nodes transfer the packets to 

other nodes by encapsulation or through a wired medium or through a directional antenna [3]. 

Global Journal of Networks and Applications (Volume- 13, Issue - 1  January - April 2025)                                              Page No. 33



Wormhole attack possibly works in two modes, hidden mode and participation mode. In hidden mode, 

it can be launched even if the network maintains high confidentiality and authentication. Here the 

malicious node will not modify the routing information instead it forwards them through the 

channel. In participation mode it is difficult to launch as it needs to modify the routing packets. 

Once launched it is very difficult to detect this attack as they simply ignore all the security 

mechanisms employed [8, 10]. Here in our scenario we have assumed the malicious node to be 

bidirectional in functionality. 

4 Simulation and Results 

This section describes the different scenarios, attributes and parameters used for simulation. This paper 

mainly focuses on the impact of the wormhole attack on a Zigbee network. In order to study the 

effects of this attack on a WSN, simulation is carried out using Opnet-Riverbed Modeler 

academic edition 17.5. We have considered three different scenarios for the purpose of analysis 

and compilation. The three scenarios being normal operations without attack, wormhole attack 

without mobility and wormhole attack with mobility. The reason for simulating scenario-1 where 

no malicious node is used is to identify the state of the network under normal conditions and to 

use the data to compare and differentiate the impact of wormhole attacks on the network. 

Wormhole attack is introduced by proper modification in the scenario -1 as shown in figure-3. 

Global Parameters that are chosen for the analysis are data dropped, delay, load and the nodal 

parameter is traffic received at the routers. Table 1 below shows the detailed information about 

scenario parameters. 

Table 1: Simulation Parameters for the Scenario 

The sample shown in figure 3 is the scenario for an attacker with a trajectory. The duration for which the 

simulation is carried out is 1 hour. For a better clarity graph, around 15 values are considered. The 

following observations were made for the global parameters. 
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Figure 3: Scenario - 3 that includes a mobile attacker with trajectory 

Data Dropped: It is the average number of packets dropped by the MAC layer due to failure in 

transmissions or retransmission of packets. This statistics also reports the outstanding packets in the 

buffers that are dropped during roaming as shown in Figure 4. 

Figure 4: The curve of data dropped during mobile attack, fixed attack and without attack on the 

network 

Delay: This represents the end to end delay of all the packets received by the 802.15.4 MACs of all 

WPAN nodes in the network and forwarded to the higher layer. Lower the value of end-to-end delay 

better is the network performance [9]. 
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Figure 5: The curve of delay produced in the network during different conditions imposed on the router 

It is clear from figure 5 that the WSN without attack experiences an end to end delay of 0.0066 Sec and 

with attack it is increased to 0.0072. 

Figure 6: Curve obtained with respect to the load 

Load: This represents the total load (in bits/sec) submitted to 802.15.4 MAC by all higher layers in all 

WPAN nodes of the network .It is observed that the network load is more during the attacks and is 

getting reduced during normal operation. Figure 6 shows the curve obtained with respect to the load 

that a network can handle when the router includes an attacker, a mobile attacker and with no attack. 

However in spite of the nature of an attacker the load is found to be the same in both the cases. 

The nodal parameter, traffic received by the routers is observed. Here the behavior of the three routers is 

studied. 
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Figure 7: Traffic received by the router 1, 2, and 3 when the 

attacker is fixed, mobile and without attack 

The disruption in traffic is inversely proportional to the distance between the location of the attacker 

and the router, (i.e.) less the distance between the attacker and the router more the impact and vice-

versa. In Figure 3 the attacker is situated nearer to router-2 hence the traffic received is next to zero, 

where as the router -3 situated a further distance has no or minimal impact hence the traffic does not 

show any significant change. 

5 Conclusions 

Wormhole attack is a prominent attack that forms a serious threat in a wireless Network. Detecting and 

eliminating such an attack is a very challenging task till now. It is to be noted that the results obtained 

and analyzed here are specific to particular scenarios. On analyzing the simulation results it is observed 

that the average end to end delay in the scenario with attack is increased by 9%. Similarly the data 

dropped also shows a significant increase of 50%. From the simulation results it is evident that the 

performance of the sensor network under study with wormhole attack is getting degraded. It is obvious 

that the load offered on the network with an attacker is more compared to the network without an 

attacker. Router-2 which is in close proximity to the attacker receives very low traffic which is almost 

zero. The above conclusion is clear from the simulated results. 
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High-altitude Multi-object Detection and Tracking
based on Drone Videos

A B S T R A C T

Drone videos have more extensive shooting ranges, more angles, and no geographical limitations. 

Thus the object detectionalgorithm based on drone videos is increasingly playing a role in various 

fields, such as military surveillance, space remote sensing,smart city, disaster monitoring scenes, etc. 

Compared to low-altitude object detection and tracking (LA-ODT), high-altitude objectdetection and 

tracking (HA-ODT) are receiving increasing attention, especially in modern cities with massive high 

buildings, becauseof their higher flying h eight, w ider v iewing a ngle, a nd t he a bility t o t rack 

multiple f ast-moving o bjects s imultaneously. However,high-altitude aerial videos (HA-AVs) are 

constrained by small objects that can be measured, fewer feature points, occlusions, and lightchanges. 

Therefore, HA-AVs suffer from blurry images with fewer feature points of objects and missed detection 

due to occlusion,degrading the ODT accuracy. Since the accessible HA datasets are very limited, not to 

mention featured datasets considering angles,weather, etc., this paper directly uses drones to collect 

HA pictures and videos of different angles, different illuminations, anddifferent heights for self-

labeling training. Regarding this, we adopt super-resolution reconstruction to increase the data 

diversityand add artificial o cclusions t o e nhance t he c ollected d ata t o improve t he a ccuracy o f HA-

ODT.

Index Terms— drone videos, neural network, Multi-object detection and tracking

 Qiang Zhao1, Limei Peng1,
1School of Computer Science and Engineering, Kyungpook National University, Daegu, 41566, 

Republic of Korea Corresponding author

I. INTRODUCTION

Object detection and tracking (ODT) [1][2] is widely used in autonomous driving, surveillance 

security, traffic monitoring,robot vision, etc. [3]. Since drone aerial photography is notrestricted by 

time and location, it is advantageous to obtainlarger ranges and multiple angles, making it attractive 

tomilitary reconnaissance, space remote sensing, smart cities,disaster monitoring, etc. Combining the 

ODT functions withdrone aerial photography can control vehicle traffic flow [4],search and rescue 

missing persons, track sports scenes, etc.The object tracking technology has developed rapidly 

andachieved promising tracking performance, thanks to the improvedprocessing power of computers. 

P. Viola et al. realizedfor the first time the real-time face detection without anyconstraints (such as skin 

color segmentation) [5][6] in 2001,creating a precedent for object detection algorithms. Authorsin [7] 

processed the drone videos to detect moving targetsand reproduced the target moving trajectory in 

2005. Withthe mature of manual feature selection technology, objectdetection has reached a stable 

development period after 2010.R. Girshick et al. proposed a region with CNN features(RCNN) for 

object detection [8] in 2014, opening the era ofdeep learning. R. Joseph et al. proposed the YOLO 

detectionalgorithm [9] in 2015, which is the first single-stage detectionalgorithm based on deep 
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learning. S. Ren et al. proposed the faster RCNN detection algorithm [10], which is the firstend-to-end 

and the first near-real-time deep learning detectionalgorithm. A. Wahab et al. proposed to detect 

moving vehiclesbased on a video image which is suitable for airborne andfixed cameras [11]. The 

proposed technique extracts the imagefeature points, removes the background by measuring 

thehistogram changes of surrounding pixels of each feature point,obtains the foreground feature points, 

and then divides thefeature points into different vehicle objects based on themotion characteristics.

On the other hand, the above work is mostly based on lowaltitude, where the images for detected objects 

are relativelylarge with high resolution. Object detection and tracking(ODT) based on high-altitude 

aerial videos (HA-AV) is still inits infancy and has a lot of issues to address. First, HA-ODTneeds a 

large amount of data for training; nonetheless, thereare very few accessible data sets since most of the 

availabledata sets are for LA platforms. Second, the long distancebetween the drones and the ground 

results in small objectswith low resolution and single feature due to the verticallyshooting of drones 

above the sky. Besides, pictures of smallobjects obtained from HA-AV are easy to miss feature 

points,interfered with by objects with similar shapes, and morevulnerable to occlusions, which degrade 

the ODT accuracy.

The paper is to address the above issues of HA-ODT. Weuse drones to collect massive data with 

different features, suchas different angles, different illuminations, different heights,pictures, videos, 

etc., for self-label training. To address theissue of fewer object feature points, we use super-

resolutionreconstruction [12] to enhance data and add additional artificialocclusions such as trees, 

lights, bridges, etc., to increase thedata diversity for improving the training accuracy as wellas the 

multi-object tracking accuracy. The rest of this paperis organized as follows. Section II introduces the 

traditionalobject detection and tracking algorithms. Section III introducesthe proposed methods of 

super-resolution and adding artificialocclusions. Section IV shows the experiment settings and results. 

Section V summarizes the paper.

 II. PRELIMINARY

 A. Object detection algorithms

 The convolutional neural networks (CNN)-based multiobject detection algorithms [1] are divided into 

one-stage and two-stage ones. The CNN-based object detection processing can be divided into two 

steps, i.e., extracting the picture features and the areas where objects may exist and then performing 

content classification and object frame regression from the extracted areas. The one-stage algorithms 

Global Journal of Networks and Applications (Volume- 13, Issue - 1  January - April 2025)                                             Page No. 40



 omit the regional suggestion network and directly predict the object category classification and the 

regression of the location box from the feature map. Under the same calculation capacity, the one-stage 

algorithms are faster than the two-stage ones but have lower detection accuracy. R-CNN is a 

representative two-stage algorithm [13]. Faster R-CNN [8] is an upgraded version, which can be 

adapted to different scenarios, different scales, different appearances, and other complex situations, but 

with severe background interference and is applicable to small-scale object detection.

 Since drones are restricted by the available electrical power to support the flight duration, they solicit 

compact algorithms with less memory and shorter inference time. Therefore, the object detection 

algorithms for drone HA-AVs mostly adopt the one-stage detection method. YOLO [9] is the most 

commonly used one-stage detection model, including its improved versions of Tiny-YOLO[14], 

SlimYOLO[15], YOLOV3-Tiny[16], etc. It can improve the detection accuracy and speed fast by 

cutting the network model to reduce the network parameters.

 This paper adopts another more accurate and fast one-stage

 algorithm, i.e., Efficientdet-D2 [17], considering the object to be detected is small and the change in 

each frame is large. The specific network structure of Efficientdet-D2 is shown in Fig. 1. Note that we 

also tried to use other models such as Efficientdet-D3-D7 declared with higher accuracy, but based on 

the experimental results, the Efficientdet-D2 model is more suitable for this study. Efficientdet-D2 is 

improved from Eff icientdet which uses the Image-Net pre-trained EfficientNets [18] as the skeleton 

network, as shown in Fig. 1. As a feature network, BiFPN uses layers 3-7 as input to repeatedly use 

topdown and bottom-up bidirectional structures for feature fusion. These fused features are output to 

the class and box network to predict the coordinates of the object category and bbox. 

B. Object tracking algorithms 

Multi-object tracking [5] refers to multiple detection, extraction, recognition and tracking of objects in 

an image sequence. People can better understand and describe the behavior of the object by obtaining 

the motion parameters such as the position, speed, and trajectory of the object. The more popular Multi-

object detection algorithms at this stage first use visual features for association matching, then use 

Kalman filtering [23] to remove abnormal motion trajectories, and finally use

IoU tracking as a supplement. But after testing, we found that the actual effect is not ideal. The main 

reason is that the drone’s high-altitude aerial video flight height is relatively high, resulting in smaller 

target objects, unobvious visual features, and more similar objects. Since there is basically no occlusion 

between various objects and the movement law is obvious, this paper chooses to use the IoU of the 
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detected objects in the adjacent video frames as the main basis for tracking. Besides, we use the Kalman 

filter to repair the trajectory disconnection caused by the recognition failure or the viaduct occlusion for 

multi-object tracking.

 III. SUPER-RESOLUTION RECONSTRUCTION & DATA ENHANCEMENT

 A. Super-resolution reconstruction algorithms Due to the limited performance of the equipment, the 

long shooting distance, the poor resolution of the output videos and pictures, and the blurred objects to 

be detected, we use super-resolution (SR) methods to enhance the feature values of the objects to be 

detected, so as to improve the detection and tracking accuracy. Image SR reconstruction technology is 

divided into two types [5], one is to synthesize a high-resolution image from multiple low-resolution 

images, and the other is to obtain a high-resolution image from a single low-resolution image. Based on 

CNN model, super-resolution convolutional neural network (SRCNN)[19] first introduced CNN into 

single-image super-resolution (SISR)[20], it achieved advanced and promising results by only using a 

three-layer network. SISR Models based on deep learning are roughly divided into the following two 

major directions. 

One aims to recover the image details using structural similarity (SSIM), peak signal-to-noise ratio 

(PSNR), and other evaluation standard algorithms, among which the SR-CNN [19] model is 

representative. The other does not care about the details and aims to reduce the perceptual loss and 

looks at the big pictures. The representative algorithm is the super-resolution generative adversarial 

network (SRGAN) [21]. In this paper, we use the RealSR model [22] in the SRGAN network to 

improve the feature values of the image to be detected. RealSR is advantageous in the following 

aspects, compared to the existing super-resolution methods. First, RealSR uses a self-designed new 

image degradation method to simulate the degradation process of real pictures by analyzing blur and 

noise in real pictures. Second, paired training data is not required, and thus unlabeled data can be used 

for training. Third, it can deal with the problems of blur and noise in low-resolution images and 

therefore gets more precise and cleaner high-resolution results. The specific network structure is shown 

in Fig. 2.

B. Data enhancement by adding artificial occlusions

 Drone high-altitude aerial videos have the features of small areas and a large number of objects due to 

high altitude. Regarding this, we first enlarge the images in the reasoning test, and then compare the 

detection results. On some roads,
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 Fig. 1. EfficientdetD2 Algorithm structure

 Fig. 2. RealSR Algorithm structure

 due to the occlusion of obstacles such as trees, bridges, and street lights, the detection frame is lost 

during object detection or is not detected for tracking. To this end, we use image synthesis technology to 

superimpose and synthesize occluded objects artificially, label some of the occluded objects to conduct 

special training, and increase the occlusion training samples. In the training process, various data 

enhancement methods such as splicing, rotation, and flipping are also used, and the effect is shown in 

Fig. 3. The picture shows the relevant data set made with the street lights on the viaduct as the primary 

obstruction. In addition, we also make some data sets with the overpass and trees as the obscuration. 

IV. SIMULATION AND RESULT ANALYSIS

 A. Data sets and Pre-labeled

 Even though we can find a few public drone-aerial data sets collected in low altitudes, we can hardly 

find any collected in high altitudes. Note that a shooting height of no more than 100 meters is called low 

altitude and high altitude above that. To conduct our experiment on HA-ODT, we are authorized to 

shoot relevant videos suitable for this experiment in areas

Global Journal of Networks and Applications (Volume- 13, Issue - 1  January - April 2025)                                             Page No. 43



 Fig. 3. Increase the occluded image

 such as intercity highways, national highways, bridges, intersections, ramps, and label them. The 

shooting environment covers from day to night, including the occlusions and scale changes of the real 

environment. We collect a total of 20,000+ pictures and 200+ videos. In order to increase the data 

diversity, we also download from the Internet some relevant pictures that can meet the requirements of 

this experiment for labeling and training. In order to speed up the labeling process, we used relevant 

labeling software written in C++, specifically for the trajectory labeling of vehicles and pedestrians in 

aerial video. We first use the detection algorithms to get a rough detection frame, and then perform fine 

labeling. This greatly improves the efficiency of labeling. The marking software supports marking the 

vehicle position, length and width, attributes, category, and heading direction. We can export various 

data set formats such as Darknet, COCO, Pascal VOC, etc. The results are shown in Fig. 4-7.Fig 4 is the 

UI interface of the labeling software. Our data set annotation and production are all done here. It can 

produce data sets of different formats and sizes according to different needs. Fig. 5 is the part of the 

picture being marked.

 Fig. 4. Dataset annotation tool

Global Journal of Networks and Applications (Volume- 13, Issue - 1  January - April 2025)                                             Page No. 44



 Fig. 5. Complete the labeled image data set

 Fig. 6 is a part of the data we marked according to different light and different environments, aiming to 

investigate how these parameters would affect the detection accuracy under different illumination. To 

this end, we collect as much as possible the relevant videos and images of different weather and 

different time periods. The collected data includes different

 Fig. 6. under different lighting data set

 light angles from day to night, different weather, different f lying heights, and different vehicle types. 

Fig. 7 shows some of the video files in different scenes we shot. 

 Fig. 7. Vehicle video data set
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 We compare the results of several popular super-resolution algorithms and finally choose the RealSR 

algorithm with the best results. The comparison chart before and after applying super-resolution is 

shown in Fig. 8.

 Fig. 8. Images before and after super resolution

 The left picture has a resolution of 3840x2160 after superresolution, and the right picture is an original 

one with an unprocessed 1920x1080 resolution. The resolution of the super-resolution image is higher, 

which can solve the problem of low detection accuracy result caused by the blurred image of the 

captured image to a certain extent.

 B. Evaluation metrics

 For the one-stage Efficientdet-D2 algorithm[16] used in this paper, we select 500 images under 

different scene lighting as the testset. As shown in Fig. 9, the Efficientdet-D2 model has an average 

precision rate of 82.82% in the test set when the intersection over union (IOU) is 50%. Note that IOU 

refers to the ratio of the intersection and union of the target prediction bounding box and the 

groundtruth bounding box. It is calculated by dividing the overlapping part of the two regions by the 

collective part of the two regions. Generally speaking, IOU larger than 50% can be considered a good 

result, which is the reason we use 50% in our experiment.

 Fig. 9. IOU

 The metric to evaluate the detection accuracy is the mean average precision (mAP), which is the 

average value of each category of average precision. AP is the evaluation index of the mainstream target 
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detection model, which refers to the area under the Precise-Recall rate (P-R) curve. Precision is defined 

as P = TP/(TP+FP) and recall rate is defined as R = TP/(TP+FN), where TP, TN, FP, and FN represent 

the numbers of positive types predicted as positive, negative types predicted as negative, negative types 

predicted as positive, and positive types predicted as negative.

 For multi-object tracking, we use the Multiple Object Tracking Accuracy (MOTA) indicator to 

measure the tracking accuracy, which is defined in Eq. (1). Note that higher value of MOTA indicates 

higher tracking accuracy.

MOTA=1−Σt(mt+fpt+mmet)/Σtgt     (1)

 where mt, fpt, mmet, gt, and t represent the missed number, number of false positives, and number of 

mismatches, number of groundtruth, and number of corresponding frames. 

C. Results on multi-object detection 

The experimental results are shown in the Fig. 11. We compare the methods of whether using super 

resolution (SR) and data enhancement (DE) based on adding artificial occlusions, , i.e., EfficientdetD2, 

SSD, Faster-rcnn, and YOLOV4. The following observations can be obtained. We can see that 

Efficientdet-D2 performs best in multi-target detection compared with models such as YoloV4, SSD, 

and FasterRCNN. Take the Efficientdet-D2 algorithm as an example; after super-resolution (SR) is 

used, the detection accuracy is improved by 2.9% compared to before using it without superresolution; 

other algorithms have large and small accuracy after using super-resolution. Upgrade, which shows 

that it is feasible to use super-resolution to solve the image blur problem and improve the detection 

accuracy. The use of super-resolution and high-altitude data collection (HADC) and additional occlude 

(OC) simultaneously helps increase the detection accuracy by 5.5%. In this experiment, to reflect 

fairness, our algorithms only took the same part of the data for experimentation. There is still much 

room for improvement in the accuracy of the algorithm. In addition, the quality of the super-resolution 

model will also affect the results of the experiment.

 The detection result is shown in Fig. 11 obtained by using the single-stage Efficientdet-D2 [16]. We 

select 100 images under different scene lighting as the test set. In order to test the effectiveness of data 

enhancement and super-resolution in improving the object detection accuracy, we also evaluate several 

other common and efficient object detection algorithms for comparison, including faster-rcnn, single 

short multibox detector (SSD), and YoloV4. For each algorithm, we compare the three schemes 

differing in whether super resolution (SR) and data enhancement(DE), i.e., without SR + DE, with SR, 

with SR + DE.
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We can get the following observations from Fig. 10. First, the selected EfficientdetD2 has the highest 

accuracy when compared to the other counter parts, for all the three schemes, nonetheless, with a 

relatively longer time. For all the schemes, the proposed SR + DE scheme performs the best.

 Fig. 10. OUR Dataset Efficientdet IOU50 mAP

 Fig. 11. Comparison of algorithm results

 D. Results on multi-object tracking

 After we get the detection result, we use the IOU of the object detected in the adjacent video frame as 

the primary basis for tracking and use the Kalman filter to repair the missing trajectory caused by the 

recognition failure or the viaduct occlusion. We use the detection results of each detector for object 

tracking, and the result largely depends on the accuracy of the detector. The tracking results are shown 

in Table. 2 as an example, according to the data in the Table. 2. We can see that Efficientdet-D2 performs 

best in multi-object tracking compared with models such as YoloV4, SSD and Faster-RCNN. But the 

SSD algorithm has the lowest accuracy in multi-object tracking. Take the Efficientdet-D2 algorithm as 

an example. After super-resolution (SR) is used, the tracking accuracy is increased by 3.8% compared 

to before it is used, other algorithms use super-resolution, and the accuracy is greatly improved. 

Simultaneous use of super-resolution and high-altitude data acquisition (HADC) and additional 

occlude (OC) can help improve tracking accuracy by 6.9We use the results of the detection algorithm to 
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 track, so the tracking results largely depend on the accuracy of the detection algorithm. After we get the 

detection result, we use the IoU of the object detected in the adjacent video frame as the main basis for 

tracking, and use the Kalman filter to repair the missing trajectory caused by the recognition failure or 

the viaduct occlusion. We use the detection results of each detector for target tracking, and the final 

result largely depends on the accuracy of the detector. The tracking results are shown in fig 11 as an 

example.In fig 12, we show the relevant result picture of the tracking video. Because the targets tracked 

at the same time are too dense, we use different colored detection frames instead of the vehicle ID to 

display them. The green arrow is the area where the target object predicted by the Kalman filter may 

appear in the future.In the fig, we can see that there are still some false detections. In the follow-up, 

relevant training of the model is also needed to improve the accuracy.

 Fig. 12. Tracking algorithm results

 V. CONCLUSION

 In this paper, we use drones to collect a large amount of relevant data and perform training after 

annotation to solve the problem of fewer public data sets related to high-altitude drone videos. And the 

use of super-resolution and the increase

 Fig. 13. Efficientdet D2 + sort Tracking image

 of occluders for special training and other methods have solved the problems of low resolution of 

image blur caused by flying height problems and missed detection caused by occlusion of occluders. 
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According to the test results, the accuracy of the  model that has been specially trained for super-

resolution and occlusion is higher than that of the original model without training. However, there are 

still some problems in this article that need to be improved. 1. Difficulty in data collection, resulting in 

small data diversity, few large vehicle samples, and over-fitting in multiple training sessions. 2. The 

quality of the super-resolution model will affect the accuracy of the detection and tracking algorithm to 

a certain extent.3. In order to improve the accuracy of the target detection algorithm, the detection speed 

is sacrificed to a certain extent, and the detection and tracking speed needs to be further improved. At 

the same time, we are also looking for a detector that can balance detection accuracy and speed for 

future research. Based on these problems, we will continue to study and solve these problems in future 

research. 
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Social-awareContentUploadingforCooperativeDevice-to-
Device Communications

A B S T R A C T

Tosupport the social-awarecontentuploading forusers (clients)withapooruplinkchannel quality 

incellularnetworks,we proposeacooperativedevice-to-device (D2D) communicationscheme.Under 

t h i s  s c h e m e , m o b i l e c l i e n t s a r e a b l e  t o c o m m u n i c a t e 

d i r e c t l y a n d t h e o n e s w i t h s o c i a l r e l a t i o n s h i p f o r m a m u l t i - h o p D 2 D c h a i n , 

t h e h e a d o f w h i c h i s i n c h a r g e o f t r a n s m i t t i n g t h e d e s i r e d 

contenttothebasestation(BS).Apromisingfeatureofthisschemeistostimulateeffectivecooperationamon

gallclientsbymaking useof social-awarerelationship.ToestablishtheD2Dchain inthis scheme,wefirst 

employcoalitional game todivideall clients withsocial relationshipintomulti-chains, 

andthenproposeacoalitionformationalgorithmtoselect theoptimal chainaccording tothecostof 

c o n t e n t u p l o a d i n g s u c h a s  e n e r g y a n d t i m e . F i n a l l y , 

simulationresultsarepresentedtoverifytheefficiencyofour proposedscheme intermsof thetotal 

contentuploadingtimeandenergyconsumption. 

 IndexTerms—Contentuploading, social relationship,device-to-devicecommunication, 

coalitiongame.

 XiaolanLiu1,andBinYang2
 1SchoolofBasicMedicalSciences,WeifangMedicalUniversity,Weifang,261053,Shandong,China

 2SchoolofComputerandInformationEngineering,ChuzhouUniversity,Chuzhou,239000,Anhui,China

 I. INTRODUCTION

 Amajorityofhandhelddevices, suchas smartphonesand tablets, can efficiently capture, store, process 

and transmit multimediacontent indigital format.Hence,moreandmore multimedia contents are 

uploaded to theBS through such devices in live fashionvia thewirelessuploadchannels [1]. 

C o n s i d e r s o m e i m p o r t a n t a p p l i c a t i o n s c e n a r i o s i n p u b l i c s a f e t y 

anddisasterrecoveryplaces,wheresomemultimediacontents (e.g., photosor videosof thepointsof 

i n t e r e s t )  n e e d  t o b e  g a t h e r e d a n d u p l o a d e d t o a c o n t r o l c e n t e r o r t h e B S t i m e l y a n d 

r e l i ab ly. T hemobi l edev ices  ince l lu l a rne tworka repe rhaps  thebes tway toca r ryou t 

thetaskofcontentuploading[2]. Recently,extensiveresearcheshavebeendevotedtocontent 

uploadingincellularnetworks, forexample, [3-5],where[3] investigated the buffer spacemanagement of 

data delivery, and[4-5] studiedsecureroutingofdatadeliverywithselfish jammer and incentive jamming, 

respectively.However,most of themfocused onmobile deviceswith no collaboration. 

Suchoperationremainsquitechallengingtoachieveseparately content uploadingfor eachuser. If theuser 

equipment (UE) suffers fromapoor uplinkchannel quality, it is difficult to uploadahigh-
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qualityvideoflowto theBS timelyand reliably.Furthermore, ascontentuploadinginsomeapplications is 

t i m e - s e n s i t i v e ,  c o n t e n t  u p l o a d i n g m a y  b e  r e q u i r e d  t o  b e  

performedwithinaspecifiedtimeframe.Therefore,areliable datauploadingschemeisrequired. 

T h e c h a l l e n g e  i n t h e c o n s i d e r e d s c e n a r i o t h a t w e  t a c k l e  i n  t h i s a r t i c l e i s  

t o e n a b l e ( D 2 D ) c o o p e r a t i o n s u c h t h a t  t h e y c a n  f o r m a m u l t i - h o p D 2 D c h a i n [ 6 -

7]touploadcontent,wherethe UEwithapooruplinkchannelqualitycanuseanotherUEwith 

a h i g h u p l i n k c h a n n e l q u a l i t y a s a r e l a y ,  a n d t h e h e a d o f  t h e  

chainisinchargeofuploadingallcontentsreceivedfromthe otherUEstotheBS.Themulti-

hopD2Dcommunicationhas becameaefficiencysolutioncomparedtothenon-cooperative

Fig. 1:An illustrationof thesocial-awarecontent uploading system.

 

 one.Nevertheless, there is a critical issue to solve: howto stimulateclients tocooperatewitheachother.

one.Nevertheless, there is a critical issue to solve: howto stimulateclients tocooperatewitheachother.

Toaddress theabovequestion,weproposeasocial-aware content uploading scheme basedon 

cooperativeD2Dcommunication.This is a fundamental difference froma typical 

D2Dcooperationproblem[8],where thenotable feature is to stimulate cooperation among clients via 

utilizing social networks [9],which isamutual social relationshipobserved among familymembers, 

friends and colleagues. Themain contributionsof thispapercanbesummarizedasfollows: 

• We  e x t e n d  t h e w o r k s  o f  c o o p e r a t i v e D 2 D c o n t e n t  u p l o a d i n g t o t h e m o r e r e a l  

socialnetworkscenario,where thedevicescarriedbyhumanbeingshavediversecooperativebehaviorsdue 

totheknowledgeofhumansocial relationships. Thiswork covers the perviousworks on 

cooperativeD2Dcontent uploadingwith full trust and notrustas thespecialcases. 

•Wemodelmulti-hopD2Dchainsbasedonsocialrelation
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Fig.2:Multi-hopD2Dchainsbasedonthephysicalandsocial relationship.

shipasacoalitiongame,anddesignacoalitionformation algorithmtoobtaintheoptimalchainformation. 

•Weevaluatetheefficiencyofourproposedschemeonthe totalcontentuploadingtime. The remainderof 

thispaper isorganizedas follows:Section II introduces systemmodel and our proposed content 

u p l o a d i n g  s c h e m e .  S e c t i o n  I I I  d e s c r i b e s  t h e  p r o b l e m s  o f  

chainformationasacoalitiongameandpresentsacoalition formationalgorithmtoobtaintheoptimal 

chainformationin termsof thecontentuploadingtime.SectionIVpresents the numerical 

results.Finally,conclusionsaregiveninSectionV.

 II. SYSTEMMODEL

 We consider a single cell consisting of one BS and a set ofmobile clientsN={1,2,3,...,n}, wheren is the 

numberofclients.Weassumethedevicesareallocatedorthogonal frequency resourcesby theBSaccording 

toMaximum Throughput (MT)policy, inwhichtheBScollects theuplink ChannelQuality Indicators 

(CQIs) of thedevices, and then distributestheradioresourcestothesedevicesinanascending 

o r d e r o f t h e i r u p l i n k C Q I s [ 1 0 ] . H e n c e ,  t h e r e e x i s t s n o m u t u a l  

interferencebetweendevices.AsshowninFig.1,suchasystemcannaturallybeclassifiedintotwomodels: 

thephysical modelandthesocialmodel.

 A. PhysicalModel

 W h e n a n y  t w o d e v i c e s  a r e w i t h i n m u t u a l  c o m m u n i c a t i o n  r a n g e ,  

thecorrespondingD2Dcooperationcanbeestablished. Taking suchphysical constraint into account, we 

introduce thecooperativegraphGtodescribecooperativerelationships among thedevices, and 

thenobtaincooperativedatabasePi for adevice i,whichcontainsall cooperativecandidates for devicei. 
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T o o b t a i n p h y s i c a l c o o p e r a t i v e d a t a b a s e , w e p e r f o r m t h e a d  h o c p e e r  

discoverybeforeD2Dcommunication,whereeach device i ͞ Nperiodicallybroadcasts a 

randomizedprobing beacon to thedeviceswithin itsD2Dcommunicationrange.

O n c e t h e o t h e r d e v i c e s r e c e i v e t h e p r o b i n g b e a c o n , i t w i l l s e n d  

a f e e d b a c k m e s s a g e t o d e v i c e i . T h e p e e r d i s c o v e r y m e c h a n i s m  

hasbeenwidelyadoptedbyD2Dgroupformationofprevious works.

 B. SocialModel

 The underlying rationale of using social network is that

handhelddevicesarecarriedbyhumanbeingsandthesocialbehaviorsofhumancanbeutilized 

toprovideeffectiveand trustworthyassistance forD2Dcommunication [11].Hence,  

e a c h d e v i c e c a n o b t a i n i t s o w n s o c i a l t r u s t r e l a t i o n s h i p t h r o u g h  

a p r i v a c y p r e s e r v i n g m a n n e r a n d s u c h a n o p e r a t i o n c a n b e d o n e  

b e f o r e c o n t e n t u p l o a d i n g . I n F i g . 1 , U E 5 i s w i l l i n g t o h e l p U E 9  

(orviceversa)withoutanyrelaywhentheyarefriends. However, not any clients with social trust 

relationship canhelpwith eachother. Hence, in thefirst stepofD2D chainformation, eachclient 

ibroadcastsarequest tofindits candidatehelperswithsocial trust relationshipwhocanhelp client I 

touploadcontent.Throughamatchingandfeedback process, eachclient icanbuild itsownsocial trust 

database Bi,whichcontainscandidatehelpers[12].AsdepictedinFig. 1,UE4has social 

trustwithonlyUE3,UE7andUE10. If UEihasnocandidatehelper,weset itssocial trustdatabase asBi=0.

 With the assistance of physicalmodel and socialmodel, all clientshaveobtainedthephysical-

socialdatabaseasΦ= {N1,N2,N3,...,Nn}.Then,thedevicescooperatetoconstruct multi-hopD2Dchains 
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fordatauploading[13]. as illustrated inFig. 2. Inparticular, theheadof eachchain is incharge of 

receivingallgeneratedcontents fromtheentirechainand uploadingthemtotheBS.

III. CHAINFORMATIONBASEDONCOALITIONAL   GAME

Inthissection,weaddresshowtostimulateclientstoform theoptimalpartitionunderlingphysical 

socialdatabase, such

 that the total uploading timecanbe reduced.Byemploying the coalition game [14], we construct the 

uploading time as cost functionof thecoalitiongame. Then,with thehelp of the cost function, wemodel 

the chain formation based

 on physical-social database as a coalition game. Finally, we design a coalition formation algorithm to 

obtain the optimal chain formation based on the cost of the total uploading time.

 A. Coalition Cost Construction

 As shown in table I, we define a collection of chains as a set K = {S1,S2,...,Sk|Si Ϸ  N,S1 ᴂ  S2 ᴂ ... ᴂ  

Sk = N,i = 1, 2,..., k}, where k is the number of the total chains and K also refers to as a partition. 

Meanwhile, we define C(Si) as a cost function for every chain Si Ϸ  N, which is measured as the total 

content uploading time required for all clients in chain Si. Weassume that each UE j has a file data bj to 

be transmitted into the BS through a data rate rj over its cellular link, and thus the content uploading 

time required tj should satisfy the relationship: tj = bj/rj. Let us consider a partition K = {S1,S2,...,Sk}. 

For the sake of simplicity, we first compute the uploading time T(Si) for chain Si in collection K, which 

contains m-hop paths with j = m being the head and j = 1 being the first UE in this path.

When the first UE in chain Si begin to transmit content, it can occupy the channel for a time t1 = b1/r1 to 

forward its data b1 to the second UE with data rate r1 over the D2D link. Meanwhile, the second UE 

with data rate r2 sends its own data b2 and the data b1 received from the previous UE, so the occupied 

time for the second UE is t2 = b1/r2 +b2/r2. This procedure repeats until the last UE m in the chain Si, 

which is the head UE of the chain and is in charge of transmit its generated data bm and data from the 

other UEs in the chain Si to the BS with a data rate rm. The expression of the channel occupation time tm 

is depicted as follows:

 tm =b1/rm +b2/rm +b3/rm +...+bm/rm        (1)
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Since all UEs in the chain can transmit content by a multi hop D2Dchain, and the content uploading 

time from all clients in the chain Si is closely related with the head UE. The total uploading time T(Si) 

will be determined by the consumption time of the head UE in the chain:

 T(Si) = tm = b1/rm +b2/rm +b3/rm +...+bm/rm (2)

 By repeating the same operation for the other chains in the partition K, we obtain the uploading time for 

different chains respectively and they are depicted as T(S1), T(S2), T(S3),..., T(Sk). So the total 

uploading time for the partition K is the summation of the uploading time for all chains [15].

 B. Coalitional Game Formulation

 Based on the cost function introduced above, we formulate all cooperative clients to form multi-hop 

chains based on physical-social database as the coalitional game [16]. The coalitional game Ω = 

{N,Φ,C,�� i} as follows: 

• the set of players N. 

• the set of cooperation strategies Φ {N1,N2,N3,...,Nn} for all players. = 

• the cost function C(S) for each coalition S, which refers to the total uploading time for all clients in the 

coalition S.
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 • the preference order �� i is defined as C(S) �� i C(S′) if and only if S �� i S′ according to social trust 

database Bi. Meanwhile, the relationship C(S) �� i C(S′) should be satisfied:

 C(S) �� i C(S′) @ T(S) ≤ T(S′)orE(S) ≤ E(S′)        (3)

 Based on the coalitional game formulation, we propose a coalition formation algorithm to obtain the 

core solution, which is an optimal partition for all cooperative clients and can provide the lowest 

uploading time. The Algorithm 1 is given as follows.

 1) By starting from an initial partition Kini = {S1,S2,S3,...,Sk|Si = �� ,k = n} and the flag value Fi = 1, 

each client obtain the client set N′ based on an increasing order of uplink CQI. The first client i in client 

set N′ broadcasts BUSY message to all clients and set its flag Fi = 0. If client i has no any helper 

according to Ni, so the first chain S1 has formed. Otherwise client i transmits message MESG to client j 

with the best channel quality based on Ni. 

2) When client j receives the MESG, it first checks Fj value. If Fj = 0, client j sends REJ message to 

client I,

 Fig. 3: Content uploading time versus client number with complete and no trust.
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 thenclientikeeponsendingmessageMESGtothenext preferableclientk.IfFj=1, thenclientjtransmitsthe 

MESGtoitshelperwiththebestchannelqualitybased onNj andsetsitsvalueFj=0.Theprocesscontinues 

until thereisaclientmthathasnoanyhelperwiththe bestchannelqualityaccordingtoNm, sothefirstchain 

S1hasformedandclientmsets itsflagFm=0.

 3 )  I f  t h e  c o a l i t i o n S 1  c o n t a i n s  a l l  c l i e n t s  i n  t h e  c e l l ,  t h e  

p r o c e d u r e i s t e r m i n a t e d . O t h e r w i s e a l l o t h e r c l i e n t s w i t h  

f l a g s F = 1 w i l l r e p e a t t h e a b o v e s t e p s u n t i l a n e w c h a i n  

forms.Suchachaindiscoveryprocedurerepeatsuntilall clients¡¯flagsequal zero.Finally, 

anoptimalpartition Kfn forallclientswill form. Wenext consider the computational 

complexityofAlgorithm1.Althoughwecannotestimatethenumberofattempts in each iteration, we can 

consider theworst case for the partition, eachclientwithnocooperationseparatelyuploads itsowncontent 

totheBS, soallclientscanformnsingleton chains. When the first chain forms, it needs tomake n 

attempts.When the second chain forms, it also needs to make n attempts and so forth. Thus, the 

algorithmhas a computationalcomplexityofatmostO(n2). 

IV. PERFORMANCEEVALUATION 

In this section, we evaluate the performance of socialawarecontent uploadingscheme for 

cooperativeD2Dcommunications. We consider a round area with a radius of 

r = 1 0 0 m e t e r s , w h i c h e n s u r e s t h a t a l l c l i e n t s a r e w i t h i n D 2 D  

communicationranges.ThedistancebetweentheBSandthe roundcenter isd=500meters.Sotheeffectof 

t h e d i s t a n c e  f o r c o n t e n t u p l o a d i n g m a y b e  i g n o r e d . We s e t m o b i l e c l i e n t s  

N={1,2,3,...,n},wherenclientsareuniformlydistributed in the roundarea.Thebitratesvalues 

[3,6,10,20]Mbps for all clientsobeyuniformdistribution.Meanwhile,weassume uploadingcontent 

foreachcl ientas1000MB.Wemainlyconsider  threeperformanceevaluat ioncases  in  

thepaper,namely:notrust,social (partial) trustandcomplete trust. Inthefirst case, eachclient 

separatelyuploads itsown

 Fig. 4:Uploadingenergyconsumptionversus client number withcompleteandnotrust.
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 Fig.5:Contentuploadingtimewithpartial social trust.

contenttotheBS.Thesecondcasesatisfiespartialtrustduring allclientsduetosocialrelationship. 

Inthethirdcase,anytwo clientscancooperatewitheachothertoformasingletonchain inentirecell. 

Firstly,weevaluatethetotaluploadingtimewithtwotrustconditionswithavariablenumberofclients(N=2,..

.,10).

A s s h o w n i n F i g . 3 , w e o b s e r v e t h a t  t h e t o t a l u p l o a d i n g t i m e  

w i t h c o m p l e t e t r u s t o u t p e r f o r m s n o t r u s t b y u p t o f o u r  t i m e s . D u e  t o t h e f a c t s  t h a t  

theclientswithpoorchannelusesome clientswithgoodchannel totransmitcontent totheBS,sothe 

t o t a l u p l o a d i n g t i m e  i s g r e a t l y r e d u c e d . Wi t h t h e  i n c r e a s e o f  c l i e n t n u m b e r s ,  

thedisparitybetweenbothoneswillbecome more andmore obvious. Similar findings can be observed 

fromFig.4,whichcomparestheenergyconsumptiononboth trust relationships for different client 

number.As  expected ,  thebenef i tofu t i l iz ingcomple te  t rus tbecomesmoreobvious  

whenthenumberofclients increases. Secondly, to better understand social trust on the total uploading 

time,we illustrate inFig. 5 the influenceof the numberofcoalitionsonthetotaluploadingtimefordifferent

 number of clients (N = 20,30). As depicted in Fig. 5, we divide all clients into two, four or six coalitions 

to show the performance comparisons. As expected, the total uploading time required for client number 

n = 20 is far less than the one with n = 30. We also observe that the total uploading time increases slowly 

with coalition number rising. The main motivation for this trend is that clients with poor channel quality 

need more time to uploading content due to less cooperators.

 V. CONCLUSION

 This paper studies a social-trust content uploading for cooperative D2D communication. Our objective 

is to solve the problem of content uploading for some clients with a poor uplink channel quality. This 
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scheme is obtained by stimulating effective cooperation between the clients with social trust 
relationship to form multi-hop D2D chain, and then the head of chain is responsible for uploading all 
the generated content to the BS. A constrained coalition game is introduced to construct all multi-hop 
D2D chains, and then a coalition formation algorithm is designed for obtaining the optimal chain 
formation. According to simulation results, we demonstrated the uploading time with complete trust 
outperforms no trust by up to four times, and then our proposed algorithm can reduce the total 
uploading time and energy consumption through establishing D2D cooperation.
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