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Survey: Authentication and Key Distribution Schemes for 
Wireless Sensors Network

Shweta Goel, Manjeet Behniwal,  Ajay Kumar Singh
Department Of Computer Science Engineering, Ambala College of Engineering & Applied 

Research, Devasthali, Ambala City, India

A B S T R A C T

Wireless sensor network contains sensor nodes having limited capabilities to sense, collect, and 

manipulate the data. The sensed data often need to be sent back to the base station for analysis. However, 

the sensing field may be too far from the base station. This may cause the transmission of data over long 

distances using multi-hop which may weaken the security strength. There may be different types of attack. 

These attacks can modify the sensed data by capturing the intermediate nods. Therefore, security 

services, such as, authentication and key establishment between sensor nodes, are important. However, 

the resource constraints of the sensors and their nature of communication over a wireless medium make 

data confidentiality and integrity a nontrivial task. In this paper we will review the security threats and 

various key distribution techniques. These techniques can be used to secure the sensor network.

Keywords -  Attacks, Cryptography, Key distribution, Security, Wireless sensor networks

1. INTRODUCTION  

Wireless sensor network is one of remarkable technologies for ubiquitous computing environment to 

enable an end-user to gather the nearby context information. Typical examples of this network are 

location supporting application for indoor environment and environment monitoring application. In 

these applications, user mobility should be considered in authentication process. However, the existing 

approaches do not considered this issue. Node should perform authentication procedure again after the 

node moves another position. [11][12]

SECURITY CHALLENGES IN WIRELESS SENSOR NETWORKS

Security challenges in WSN are as follows:

1. Minimizing resource consumption and maximizing security performance.

2. Sensor network deployment renders more link attacks ranging from passive eavesdropping to 

active interfering.

3. In-network processing involves intermediate nodes in end-to-end information transfer.

4. Wireless communication characteristics render traditional wired-based security schemes 

unsuitable.
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5. Large scale and node mobility make the affair more complex.

6. Node adding and failure make the network topology dynamic. [12]

ATTACKS ON WIRELESS SENSOR NETWORK 

Active Attack

An active attack attempts to alter or destroy the data being exchanged in the network, thereby disrupting 

the normal functioning of the network. It can be classified into two categories external attacks and 

internal attacks. External attacks are carried out by nodes that do not belong to the network. These 

attacks can be prevented by using standard security mechanisms such as encryption techniques and 

firewalls. Internal attacks are carried out by compromised nodes that are actually part of the network. 

Since the attackers are already part of the network as authorized nodes, internal attacks are more severe 

and difficult to detect when compared to external attacks.[11][12]

Passive Attacks

A passive attack does not disrupt proper operation of the network. The attacker snoops the data 

exchanged in the network without altering it. Here, the requirement of confidentiality can be violated if 

an attacker is also able to interpret the data gathered through snooping. Detection of passive attacks is 

very difficult since the operation of the network itself does not get affected. One way of preventing such 

problems is to use powerful encryption mechanisms to encrypt the data being transmitted, thereby 

making it impossible for eavesdroppers to obtain any useful information from the data overheard. 

[11][12] 

CRYPTOGRAPHY TECHNIQUES AND KEY DISTRIBUTION METHODS

Cryptography is a technique to secure the data. It uses the concept of keys to change the form of input 

data, called encryption and data can be converted to previous form using the same keys, called 

decryption. [11]

TYPES OF CRYPTOGRAPHY

1. Public Key Cryptography: In this method, two different keys are used to secure the data. Public key 

is available to everyone and private key is kept secret. Sender can send the data to receiver by 

encrypting the data using his public key and receiver can decrypt the data using the its private key. 

[11]

2. Private Key Cryptography: In this method, a group of user share same key. Sender can send the 

encrypted data using private key and receiver can decrypt the data using same key. [12]
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KEY DISTRIBUTION METHODS

1. Pre-distribution of keys: In this method, keys are assigned to each node for secure communication. 

Nodes can use these keys to share the data over network in a secure manner.

2. Post-distribution of keys: in this method, keys are assigned after the node deployment. Nod can 

obtained the keys from base station.[12]

SELECTION OF KEY DISTRIBUTION METHOD

Selection of cryptography method is a very critical issue for security implementation in WSNs. Many 

researchers consider that asymmetric key cryptography methods are not suitable for WSNs due to the 

resource limitation of sensor nodes. Although some recent research results show that it is feasible to 

apply asymmetric key cryptography to WSNs by choosing appropriate algorithms, parameters, etc., 

Key management is still too expensive in terms of computation and energy cost for sensor nodes, and 

still need further research. Symmetric key cryptography is more efficient then public key cryptography 

in terms of speed and low energy cost. However, the key management is not an easy task for symmetric 

key cryptography. There is need to developed more efficient and flexible key management scheme for 

WSN. [11]

2. LITERATURE SURVEY

Wireless sensor network is insecure by its nature: there is no such a clear line of defence because of the 

freedom for the nodes to join, leave and move inside the network; some of the nodes may be 

compromised by the adversary and thus perform some malicious behaviours that are hard to detect; 

lack of centralized machinery may cause some problems when there is a need to have such a centralized 

coordinator; restricted power supply can cause some selfish problems; and continuously changing 

scale of the network has set higher requirement to the scalability of the protocols and services in the 

network. As a result, compared with the wired network, the wireless network will need more robust 

security scheme to ensure the security of it. [1][12]

Researchers have developed lot of different methods to secure the sensor network but each method has 

some sort of limitations. There are some critical operations like node authentication and key 

distribution. Now we will discuss the different schemes of authentication and key distribution used by 

the researchers.

J. Kim, J. Baek, T. Shon [1] suggested an efficient method of membership verification for re- 

authentication of mobile node and showed the performance analysis of membership verification. Using 

this method, they proposed an efficient and scalable re-authentication protocol over wireless sensor 

network. Also, they provided performance and security analysis of the protocol.
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H. Wang and Y. Zhang [2] proposed an efficient threshold self-healing key distribution scheme with 

sponsorization for infrastructure less wireless networks. They claimed that the key distribution scheme 

satisfies the forward security, i.e., any internal user who has been revoked cannot generate a new 

session key. In this paper, an attack method against this key distribution scheme's forward security was 

presented. Furthermore, this attack method canalso be applied to this scheme's backward security. 

Thus, the original threshold self-healing key distribution scheme is insecure.

K. Han, T. Shon and K. Kim [3] extended novel and efficient node authentication and key exchange 

protocol that support Irregular distribution. Compared with previous protocols, this protocol has only a 

third of communication and computational overhead. The proposed improvement enables the efficient 

node re-authentication and key exchange even when the sensors are irregularly distributed to the smart 

home and WPAN for supporting various convergence services. In order to verify the proposed 

approach, they performed three kinds of validation according to communication pass, message size, 

and security analysis. From the analysis, improvement guarantees the longer lifetime of Smart Home 

Devices and  WPAN while providing security solutions. In future work they will deploy the proposed 

approach to real Smart home environments and confirm the authentication operations for supporting 

NSL.

W. Wang and D. Peng [4] proposed a quality-driven scheme to optimize stream authentication and 

unequal error protection (UEP) jointly. This scheme can provide digital image authentication, image 

transmission quality optimization, and high energy efficiency for WMSN. The contribution of this 

research is two-fold as summarized below. First, a new resource allocation aware greedy stream 

authentication approach is proposed to simplify the authentication process. Second, an authentication-

aware wireless network resource allocation scheme is developed to reduce image distortion and energy 

consumption in transmission. The scheme is studied by unequally protected image packets with the 

consideration of coding and authentication dependency.

They proposed a methodology for quality-driven and energy-efficient transmission of authenticated 

images in WMSNs. First, a JPEG2000 compatible stream authentication scheme is proposed with a 

minimal authentication dependency overhead, which is very easy to be integrated with network 

resource allocation schemes in order to tackle the problem of severe energy constraints in WMSNs. 

Furthermore, a general UEP-based network resource allocation framework is developed to optimize 

the image transmission quality with integrity and energy efficiency assurance. Simulation results 

demonstrate that the proposed schemes significantly improved the authenticated image quality even 

under strict communication energy consumption constraints in wireless multimedia sensor networks.
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A. Rasheed and R. N. Mahapatra [5] proposed a general three-tier security framework for 

authentication and pair-wise key establishment between mobile sinks and sensor nodes. The proposed 

scheme, based on the polynomial pool-based key pre-distribution scheme substantially improved 

network resilience to mobile sink replication attacks compared to the single polynomial pool-based key 

pre-distribution approach. Using two separate key pools and having few stationary access nodes 

carrying polynomials from the mobile pool in the network may hinder an attacker from gathering 

sensor data, by deploying a replicated mobile sink. Analysis indicates that with 10 per cent of the sensor 

nodes in the network carrying a polynomial from the mobile pool, for any mobile polynomial to be 

recovered, the attacker would have to capture 20.8 times more nodes as compared to the single 

polynomial pool approach. They have further improved the security performance of the proposed 

scheme against stationary access node replication attack by strengthening the authentication 

mechanism between stationary access nodes and sensor nodes. They used the one-way hash chains 

algorithm in conjunction with the static polynomial pool-based scheme.

H. Dai and H. Xu [6] proposed a new key pre-distribution algorithm based on matrix-based technique 

and numerically evaluated. The proposed approach combines matrix-based method and polynomial-

based key pre-distribution approach to achieve both high network connectivity and strong resilience 

against node capture. The effectiveness of the proposed algorithm has been demonstrated through 

analysis and simulation. Also, an efficient encoding mechanism was designed to optimize the memory 

overhead. In future work, they plan to develop the group-based matrix decomposition for the large 

distributed WSNs.

T. Kwon and J. Hong [7] proposed X-TESLA, an efficient scheme which may continue indefinitely 

and securely, that addresses this and many other issues of the previous schemes. With the advent of 

more powerful sensor node commodities such as iMote2, the future of public-key technique 

application to broadcast authentication looks bright, but X- TESLA can efficiently be combined with 

public-key techniques also. For example, they could modify X-TESLA to use digital signatures on 

Type 4 packets, keeping everything else the same. Through the application of TMD-trade off 

techniques they observed that care should be taken with the short-key-chain based broadcast 

authentication schemes.

Z. Liu, J. Ma Q. Huang, and Sang Jae Moon [8] presented an Asymmetric Key Pre-distribution 

Scheme. Instead of assuming that the network is comprised entirely of identical users in conventional 

key pre-distribution schemes, the network now consists of a mix of users with different missions, i.e., 

ordinary users and keying material servers. A group of users, using secret keys preloaded in their 
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properties of this method are that, the compromise of keying material servers does not reveal any 

information about users' secret keys and the session keys of privileged subset of users; if computational 

assumptions are considered, each user has very low storage requirement. These properties make it 

attractive for sensor networks. They first formally define the asymmetric key pre-distribution scheme 

in terms of the entropy and give lower bounds on user's storage requirement and the public keying 

material size. Then, they presented its constructions and applications for sensor networks.

P. F. Oliveira and J. Barros [9] considered the problem of secret key distribution in a sensor network 

with multiple scattered sensor nodes and a mobile device that can be used to bootstrap the network. 

Their main contribution is a set of secure protocols that rely on simple network coding operations to 

provide a robust and low-complexity solution for sharing secret keys among sensor nodes, including 

pairwise keys, cluster keys, key revocation, and mobile node authentication. Despite its role as a key 

enabler for this approach, the mobile node only has access to an encrypted version of the keys, 

providing information- theoretic security with respect to attacks focused on the mobile node. Results 

include performance evaluation in terms of security metrics and a detailed analysis of resource 

utilization. The basic scheme was implemented and tested in a real-life sensor network test bed. This 

class of network coding protocols to be particularly well suited for highly constrained dynamic systems 

such as wireless sensor networks.

K. Lu, Yi Qian, M. Guizani, and H. H. Chen [10] proposed a unified framework for distributed key 

management schemes in heterogeneous wireless sensor networks. Analytical models are developed to 

evaluate its performance in terms of connectivity, reliability, and resilience. Extensive simulation 

results show that, even with a small number of heterogeneous nodes, the performance of a wireless 

sensor network can be improvedsubstantially. It is also shown that these analytical models can be used 

to accurately predict the performance of wireless sensor networks under varying conditions.

3. PROBLEM FORMULATION

WIRELESS sensor networks are dense wireless networks of sensor nodes collecting and 

disseminating environmental data. Sensor nodes are small low-power devices constrained severely in 

their computation, communication, and storage capabilities, usually for economic reasons. They may 

sense around themselves, communicate over wireless channels within short ranges, and frequently fall 

into the sleep mode for saving their power. Accordingly, a large scale wireless sensor network is 

composed of a number of sensor nodes for covering wider area through multi-hop connections. It has 

various kinds of promising applications that include environmental monitoring. Since sensor nodes are 

deployed in unattended fashions or even in hostile environments, they can readily be captured and 

tampered by adversaries as well as communication links are compromised. [7]
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To secure the communication over WSN there must be a authentication method which can ensure that 

unauthorized sensors cannot join the network as well as they cannot transmit the data over network.

Authentication issues for WSN

1. Authentication of Sensors

Sensor node can join the network at any time and can start communication over network but 

unauthorized node can join the network to access the data. So authentication of the nodes is essential. If 

nodes change their position dynamically then node re- authentication is required.

2. Authentication of Data

Sensors communicate with each other by sending the messages to each other. Each sensor should be 

able to verify the signature of the received message as well as the source of the message because 

attacker can also transmit the same messages.

3. Authentication of Key pair

It is very difficult to ensure that the keys which are being used in communication are the genuine keys. 

Intruder can also generate a key pair in order to replace the original one. After the replacement of keys, 

nodes may use the fake keys and the entire network can be compromised.

4. CONCLUSION

In this paper, we explored the different security issues of WSN, authentication and key distribution. 

Some authors talked about the various authentication schemes which can be used for node verification 

[1][2][4][5]. Some authors talked about the various key distribution schemes [6][7][8][9][10]. 

Research work done by these authors show that it is very challenging task to provide the secure 

communication over network and the need to discover more efficient methods with the respect of 

resource constraints of WSN.

Finally we can conclude that, to secure the communication over WSN there must be a provision to 

authenticate the data and as well as the sensors. It should also ensure that unauthorized sensors cannot 

join the network as well as they should not be able to transmit the data over network. Key management 

is also a very difficult task which can degrade the performance of entire network by consuming the 

resources for key computations.
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Dynamics of Malware Spread in Decentralized 
Peer-to-peer Network

Tanmayi Mhatre, Dipali Shinde, Saili Budbadkar
Department Of Information Technology, P

admabhushan Vasantdada Patil Pratisthans College Of Engineering, Mumbai

A B S T R A C T

Malware is the software developed with malicious intentions. The detection of such malware can be done 

by writing program which can understand the dynamics of malware. This paper presents an analytical 

model which can effectively characterize the true nature of malware and how it spreads in peer-to-peer 

networks such as Gnutella. The proposed model is compartmental model which involves derivation of 

network conditions and system parameters in such a way that under those parameters and conditions the 

underlying P2P network reaches a malware free equilibrium. The proposed model can also perform 

evaluation of strategies such as quarantine used to control malware spread. Afterwards the model has 

been enhanced and tested with networks of smart cell phones.

Keywords -  Malware, Peer to Peer Decentralized Network.

1. INTRODUCTION 

The use of peer-to-peer (P2P) networks as a vehicle to spread malware offers some important 

advantages over worms that spread by scanning for vulnerable hosts. This is primarily due to the 

methodology employed by the peers to search for content. For instance, in decentralized P2P 

architectures such as Gnutella where search is done by flooding the network, a peer forwards the query 

to its immediate neighbours and the process is repeated until a specified threshold time-to- live, TTL, is 

reached. Here TTL is the threshold representing the number of overlay links that a search query travels. 

A relevant example here is the Mandragore worm that affected Gnutella users.

The design of the search technique has the following implications: first, the worms can spread much 

faster, since they do not have to probe for susceptible hosts and second, the rate of failed connections is 

less. Thus, rapid proliferation of malware can pose a serious security threat to the functioning of P2P 

networks. Understanding the factors affecting the malware spread can help facilitate network designs 

that are resilient to attacks, ensuring protection of the networking infrastructure. This project addresses 

this issue and develops an analytic framework for modelling the spread of malware in P2P networks 

while accounting for the architectural, topological, and user related factors. We also model the impact 

of malware control strategies like node quarantine.
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2. REVIEW OF LITERATURE

A. EXISTING SYSTEM:

Previous simulation model uses a combination of the Epidemiological model and a Empirical model to 

model the effect of large-scale worm attacks.

In an Existing system the complexity of the Empirical model makes it difficult to derive insightful 

results that could be used to contain the worm.

In a previous study it is used to detect the presence of a worm by detecting the trend, not the rate, of the 

observed illegitimate scan traffic.

The filter is used to separate worm traffic from background non worm scan traffic.

B. DISADVANTAGES OF EXISTING SYSTEM:

A. ASSUMPTIONS IN EPIDEMIOLOGICAL MODE

Epidemiological models to study malware spread in P2P networks. These studies assume that a 

vulnerable peer can be infected by any of the infected peers in the network. This assumption is invalid 

since the candidates for infecting a peer are limited to those within TTL hops away from it and not the 

entire network. Another important omission is the incorporation of user behavior. Typically, users in a 

P2P network alternate between two states: the on state, where they are connected to other peers and 

partake in network activities and the off state wherein they are disconnected from the network. Peers 

going offline result in fewer candidates for infection thereby lowering the intensity of malware spread.

B. EMPIRICAL MODEL IGNORES NODE DYNAMICS

An empirical model for malware spreading in BitTorrent is developed in while models for the number 

of infected nodes by dynamic hit list-based malware in BitTorrent networks is presented However, 

these models ignore node dynamics such as online-offline transitions and are applicable only to 

BitTorrent networks. the authors use hypercube as the graph model for P2P networks and derive a 

limiting condition on the spectral radius of the adjacency graph, for a virus/worm to be prevalent in the 

network. The models do not account for the fact that once a peer is infected, any susceptible peer within 

a TTL hop radius becomes a likely candidate for a virus attack.
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C. PROPOSED SYSTEM:

Proposed model leads to the development of an automatic worm containment strategy that prevents the 

spread of a worm beyond its early stage. We obtain the probability that the total number of hosts that the 

worm infects is below a certain level. Our strategy can effectively contain both fast scan worms and 

slow scan worms without knowing the worm signature in advance or needing to explicitly detect the 

worm. Our automatic worm containment schemes effectively contain the worms and stop its spreading.

In proposed system we are going to generate the graph containing information about both the active and 

inactive nodes. This node information will allow us to keep track of all nodes in TTL hops. Thus 

allowing us to identify infected nodes which are in active or inactive state.

D. COMPARISON WITH EXISTING SYSTEM:

1. Proposed system is more secured and accurate in comparison to existing system:-

The proposed system is more secure in comparison to existing system.It helps in better way to prevent 

and stop the attacks from the worms.The multiple scanning options helps the system to function in a 

better way.

2. Proposed system is less complex than the existing system:

The existing system uses a combination of the deterministic epidemic model and a general stochastic 

epidemic model to model the effect of large-scale worm attacks.In an Existing system the complexity 

of the general stochastic epidemic model makes it difficult to derive insightful results that could be used 

to contain the worm.The proposed model uses the automatic worm containment model.

3. Proposed system works more faster than the existing system:

The proposed model contains effectively contain both fast scan worms and slow scan worms without 

knowing the worm signature in advanced or needing to explicitly detect the worm.

3. SYSTEM ARCHITECTURE:

Figure .1:System Architecture
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As Shown in the Figure1,

The architecture of DYNAMICS OF MALWARE SPREAD IN DECENTRALIZED PEER-TO-

PEER NETWORK is based on decentralized peer to peer network The system consists of 5 main 

modules .The main modules are:

A. User Interface Design

In this module we have designed the user interface for all the hosts. We design the user interface to show 

our propagation of worms in a graphical manner or GUI. By showing the output in GUI gives more 

attractive and understandable to everyone. Then we design the containment window to show the 

scanning, detection of worms. Thus we design the whole user interface in this module.

B. Worm Propagation Model

In this module, we create a worm spreading model. This model is designed for the propagation of 

worms inside a network. Inside the network we spread the worms in a controlled environment. To 

create worm propagation model we need to form a network by using the server socket class and socket 

class available in Java. These two classes are used to create a connection to transfer data from a host to 

other host inside a network.

C. Scanning for worms

Our strategy is based on limiting the number of scans to dark-address space. The limiting value is 

determined by our analysis. Our automatic worm containment schemes effectively contain both 

uniform scanning worms and local preference scanning worms, and it is validated through simulations 

and real trace data to be non-intrusive.

D. Detecting and categorizing worms

The model is developed for uniform scanning worms and then extended to preference scanning worms. 

We detect these two worms and categorize it in this module.

E. Containment of worms

This model leads to the development of an automatic worm containment strategy that prevents the 

spread of a worm beyond its early stage. Specifically, for uniform scanning worms, we are able to 1) 

provide a precise condition that determines whether the worm spread will eventually stop and 2) obtain 

the distribution of the total number of hosts that the worm infects.

4. TECHNOLOGY AND CONCEPTS:

The following depicts the concepts and technology used in the proposed system.
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A. AUTOMATIC WORM CONTAINMENT STRATERGY:

Automatic worm containment strategy prevents the spread of a worm beyond its early stage. 

Specifically, for uniform scanning worms, it is able to 1) provide a precise condition that determines 

whether the worm spread will eventually stop and 2) obtain the distribution of the total number of hosts 

that the worm infects.

B. WORM TRAFFIC:

Worm Traffic is nothing but the traffic created due to the rapid proliferation and spreading of the worms 

on the network.Such network traffics may damage the functioning and thus may damage the overall 

system.

5. IMPLEMENTATION

For the development of the proposed system we have used Java and database whish is accomplished 

with Sql.

We have developed the GUI using java which are as follow: 

Node A:

Fig.2 Node A 

Node B:

Fig.3 Node B
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As shown in above GUI system will spread malware in network using „flood malware‟ option. The 

spread of malware can be controlled by using „stop malware‟ option on GUI. For detecting the 

malware during data transfer we have given the option „check quarantine‟ which will scan the packets 

coming to any node. And delete the contaminated packets.

The detailed information about data transfer can be seen in „details‟ window where the system will 

provide information about following:

1) Total packets transferred

2) Source node of received data

3) Total no. of contaminated packets

4) Total no. of packets discarded.

6. CONCLUSION

Dynamics of malware spread in decentralized peer to peer network is thus a system providing security 

for data transmission and communication in decentralized peer to peer network. It also provides 

security to devices in network against malware attack

.

The proposed system will provide the detailed information about states of devices in network, whether 

they are infected or not.

Proposed system will provide the status of data transfer in terms of total packets transferred, no. of 

infected packets and information about the node from which the infected data arrived at destination 

node.

Thus providing detailed information about nodes in network which will help for future data transfer in 

network.
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A B S T R A C T

Mobile ad hoc networks will appear in environments where the nodes of the networks are absent and 

have little or no physical protection against tampering. The wireless nodes of MANET are thus 

susceptible to compromise and are particularly vulnerable to denial  of  service  (DoS) attacks launched 

by malicious nodes or intruders. Flooding attack is one such type of  DoS  attack, in which a 

compromised node floods  the entire network by sending a large number of  fake RREQs to nonexistent 

nodes in the network, thus resulting in network congestion. In this paper, the security of MANET AODV 

routing  protocol  is  investigated  by identifying  the impact of  flooding  attack  on  it.  A  simulation  

study  of  the  effects  of flooding   attack   on the  performance  of  the  AODV  routing protocolis  

presented  using  random  waypoint mobility model The simulation  environment is implemented by 

using the NS-3 network simulator.  It  is observed that  due  to  the  presence  of  such  malicious   nodes,   

average percentage of packet loss in the network, average routing overhead and average bandwidth 

requirement− all increases, thus degrading the  performance  of  MANET significantly.

Keywords -  AODV; flooding attack; malicious nodes; MANET; NS-3 simulation; packet loss; 

wireless security

1. INTRODUCTION  

Mobile ad hoc network (MANET) [1] is a group of wireless mobile hosts, which has no stationary 

infrastructure or base station for communication. Each individual node communicates beyond their 

direct wireless transmission range by cooperating with each other and forwarding packets through 

multi-hop links. The nodes act as routers for forwarding and receiving packets to/from other nodes. Ad 

hoc networking are extensively use for military purposes, disaster relief, mine site operation, etc. For 

such  applications, a secure and reliable communication  is necessary. Routing in ad hoc networks [2] 

[3] [4] has been a challenging  task  ever  since wireless networks came into existence. Due to the high 

mobility of nodes, interference,  multipath propagation and path loss, there is no fixed topology in 

MANET. Hence a dynamic routing protocol is needed for these networks to function properly.

Dynamic routing protocols can be classified as proactive and reactive routing protocols, as 

follows:

The proactive (table-driven) routing protocols like DSDV [5], etc. maintain the routing information to 

every other node in the network, even before it is needed.
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The reactive (on-demand) routing protocols  like  AODV [6], DSR [7] etc., do not maintain the routing 

informations to other nodes in the network, until and unless required. This type of protocols finds a 

route on demand by flooding the network with Route Request packets.

In many situations, the on-demand (reactive) routing protocols  have  proved  to  perform better  with  

significantly lower overheads than the periodic (proactive) routing protocols. This is because the on-

demand protocols can react quickly to the dynamically  changing topology, while reducing the routing 

overhead in those areas  of  the  network,  where changes are less frequent. In this paper, the focus is 

mainly on the reactive routing protocols (namely AODV) for MANET. unsuitable.

All available nodes in ad hoc networks participate in routing and forwarding, in order to maximize the 

total network throughput. Hence, successful operation of MANET is possible if  and only if all the 

participating nodes fully cooperate in communication. Due to the lack of afixed base station, the ad hoc 

nodes are forced to rely on each other to maintain network stability and functionality. However, 

misbehaving nodes [8] [9] [10] are capable of causing significant problems. A node may misbehave 

when it is overloaded, broken, selfish, or malicious.

A malicious node [11], also called compromised node, can sabotage the other nodes or even the whole 

network, by launching a denial of service attack, by either dropping packets or by flooding the network 

with a large number of RREQs to invalid destinations in the network, thus jamming the routes of 

communication. Flooding attack is one such  type  of  DoS attack, in  which a compromised node 

floods the entire network by sending a large number of fake RREQs to nonexistent nodes in the network 

or by streaming large volumes of useless DATA packets to the other nodes  of  the  network.  This  

results  in network congestion, thus leading to a Denial of Service.

In this paper, a  simulation  study  of  impact  of  flooding  attack  in  AODV  [6]  performance, using 

the NS-3 network simulator is given.

The rest of the paper is organized as follows. In section II, an overview of the AODV routing protocol is 

presented, followed by a briefing about the NS-3 network  simulator  in section III. The impact of 

flooding attack in MANET is discussed in section IV. In section V, the simulation parameters used are 

given, followed by the simulation results in section VI and concluding remarks in section VII.
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II. OVERVIEW OF THE AODV PROTOCOL

The Ad hoc On-demand Distance Vector (AODV) [6] routing protocol is a simple and efficient on- 

demand routing protocol, based on the distance vector approach. It is designed specifically for  use  in  

multi-hop  wireless  MANET  scenario. The protocol  is  composed  of the two main mechanisms − 

"Route Discovery" and "Route Maintenance".

Route discovery is based on query and reply cycles, and route information is stored in all intermediate 

nodes along the route in the form of  routing  table  entries.  Route  Request  (RREQ) message is 

broadcasted by a node requiring a route to another node and Route Reply (RREP) message is unicasted 

back to the source of RREQ. Sequence numbers are used for each routing table entry to determine 

whether the routing information is up-to-date. This prevents routing loops.

AODV includes the route maintenance mechanism to handle  the  dynamic  network  topology. Routes 

are maintained by using Route Error (RERR) message, which is sent to notify other nodes about a link 

failure. HELLO messages are sent in periodic beacons for detecting and monitoring the links to the 

neighbors.

If a node S wants to send data packets to  a destination  D that is not in its routing table, it  will buffer the 

data packets and broadcast a Route Request (RREQ) for D into the network. The RREQ packet will be 

forwarded by other intermediate AODV nodes to the intended destination node D. On receiving the 

RREQ, D will send a Route Reply (RREP) on the reverse route back to S. S includes the known 

sequence number of the destination in the RREQ packet. The intermediate nodes, on receiving an 

RREQ packet check  its routing table entries. If it possesses a fresh route toward D, i.e. a route with 

greater sequence number than that in the RREQ packet, it unicast an RREP packet back to its neighbor 

from which it has received the RREQ packet. Otherwise, it sets up the reverse path and then 

rebroadcasts  the  RREQ  packet. Duplicate RREQ packets received by one node are silently dropped. 

As the RREP packet is propagated along the reverse path to the source, the intermediate nodes update 

their routing tables and set up the forward path.

III. THE NS-3 SIMULATOR

For simulation analysis, NS-3 [12] [13] was used for implementing the network simulation 

environment. NS-3 is an open  source  discrete   event   network   simulator   targeted primarily for 

networking research and educational purpose. Previously, NS-2 [14] was the tool for academic 

networking research. But it had several disadvantages. It required the involvement of both oTcl and 

C++.  For new modules and features, it required a lot of manual recoding and compilations.
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NS-3 is a new simulator. It is not an extension of NS-2. It does not support the NS-2 APIs. It is written 

entirely in C++, with optional Python bindings. Hence, simulation scripts can be written either in C++ 

or in Python. The oTcl scripts are no longer needed for controlling the simulation, thus abandoning the .

problems which were introduced by the combination  of C++ and oTcl in NS-2. Thus, NS-3 is a more 

readily extensible platform and much easier to use.

NS-3 has sophisticated simulation features, which include extensive parameterization system and 

configurable embedded tracing system, with standard outputs to text logs or PCAP (tcpdump). It is 

very object oriented for rapid coding and extension. It has an automatic memory management 

capability as well as an efficient object aggregation/query for new behaviors & states, like adding 

mobility models to nodes. Moreover, NS-3 has new capabilities, such as handling multiple interfaces 

on nodes correctly, efficient use of IP addressing and more alignment with Internet protocols and 

designs and more detailed 802.11 models, etc. NS-3 integrates the architectural concepts and code from 

GTNetS [15],  which is a  simulator  with good scalability characteristics. The Simulation Network 

Architecture looks just like IP architecture stack. The nodes in NS-3 may or may not have mobility. The 

nodes have “network devices”, which transfer packets over channel and incorporates Layer  1 

(Physical  Layer)  & Layer 2 (Data Link layer). The network devices acts as an interface with  Layer  3 

(Network Layer: IP, ARP). The Layer 3 supports the Layer 4 (Transport Layer: UDP, TCP), which is 

used by the Layer 5 (Application Layer) objects.

IV. IMPACT OF FLOODING ATTACK

A malicious (compromised) node generally aims to launch a denial of service in the whole network. 

Flooding attack [11] [16] [17] [18] is a denial of service attack, in  which  a compromised node floods 

the network by sending  large  number  of  fake  RREQs  to nonexistent nodes in the network or by 

streaming large volumes of useless DATA packets to the other nodes of the network.

Flooding attack can be classified into two types [17]: RREQ Flooding Attack and Data Flooding 

Attack

A. RREQ Flooding Attack

The RREQ Flooding Attack is a denial-of-service attack in which malicious nodes take advantage of 

the route discovery process of the reactive routing protocols (e.g. AODV, DSR) in MANET. In this 

attack, a compromised node aims to flood the network with a large number of RREQs to non-existent 

destinations in the network.  It  generates  a  large  number  of RREQs and broadcast them to invalid 

destinations. Since a node with such invalid destination node-id does not exist in the network, a reply 
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 When such fake  RREQ packets are broadcasted into the network in high numbers, the network gets 

saturated with RREQs and is unable to transmit data packets. Thus, it leads to congestion in the 

network. The RREQ Flooding Attack also results in overflow of route table in the intermediate nodes 

sothat the nodes cannot receive new RREQ packet, resulting in a denial- of-service attack. Moreover, 

unnecessarily forwarding these fake route request packets cause wastage of precious  node  resources  

such  as  energy  and bandwidth.

To reduce congestion in a network, the AODV protocol adopts some methods. RREQ_RATELIMIT 

[19] is the maximum allowable number of RREQs that  a  node  can  sent per second. After 

broadcasting a RREQ, a node waits for a RREP. If a route is not received within round-trip 

milliseconds, the node may again try to discover a route by broadcasting another RREQ, until the 

numbers of retries reach the maximum TTL value. The  default  value for the RREQ_RATELIMIT is 

10 as proposed by RFC 3561. However, a malicious node can override the restriction put by 

RREQ_RATELIMIT by increasing it or disabling it,  thus allowing  it  to  send  large number  of  

RREQ  packets  per  second.  A  node  can   do   so because of its self-control over its parameters. This 

allows it to flood the network with fake route requests, leading to a kind of DoS attack due to the 

network-load imposed by the fake RREQs.

B. Data Flooding Attack

Once an attacker node has set up the paths to all the nodes in the networks, it may cause DATA Flooding 

Attack by streaming large volumes of useless DATA packets to them along these paths. The excessive 

DATA packets in network clog the network and  reduce  the  available network bandwidth for 

communication among the other nodes in the network. Thedestination node gets busy on receiving the 

excessive packets from the attacker  and  cannot work normally. The available network bandwidth for 

communication  also gets exhausted,  so that the other nodes cannot communicate with each other due 

to the congestion in the network. Moreover, the process of receiving the attack packets consumes a lot 

of resource in all the intermediate nodes.

If an attacker combines both types of flooding attacks, it will result in the whole network crashing.

Due to flooding attack, a  non-malicious  genuine  node cannot  fairly  serve  other  nodes  due to the 

network-load imposed by the fake RREQs and useless data packets. This leads to several problems, as 

follows:

Ÿ Wastage of bandwidth
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Ÿ Wastage of nodes' processing time, thus increasing the overhead

Ÿ Overflow of the routing table entries, causing exhaustion of an important network resource like 

memory

Ÿ Exhaustion of the nodes' battery power  

Ÿ Degraded throughput

Most of the network resources are wasted in trying to generate routes to destinations that do not exist or 

routes that are not going to be used for any communication.

V. SIMULATION SETUP

The simulation was done using the NS-3 simulator [12], which provides a scalable simulation 

environment for wireless networks. In order to measure the impact of flooding attack in MANET 

performances, the AODV routing protocol was modified to simulate a flooding attack scenario.

The simulated network consists of  16  nodes  placed  randomly  in  500x500  areas.  For different 

scenarios of simulation, Constant position mobility and Random-walk 2D mobility model are used. 

Each node moves at a speed of 20 m/s.

The Ping application was used in the application layer. To simulate flooding attack, some malicious  

nodes   were introduced   to   flood  the   network.   These   flooding   nodes generated  fake  RREQ  

packets  with   invalid   destination addresses and broadcasted them in the network at the rate of 8 

packets per sec. By default, RREQ_RATELIMIT [19] of each node is 10,   as proposed by RFC 

3561. This RREQ_RATELIMIT was changed to 50.

The simulation parameters along with their values are listed down in Table I.

TABLE I. SIMULATION PARAMETERS
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VI. SIMULATION RESULTS

After simulating the flooding attack in AODV, some graphs were plotted and they were used to see the 

simulation results when the network gets flooded by fake RREQs to invalid destinations.

Figure 1. Number of Fake RREQs vs. Routing Overhead

For the simulation in Fig. 1, fake RREQ packets were generated and the total number of original 

RREQs that arrived at each node  was  calculated.  Routing  Overhead  denotes  the total number of 

RREQ messages (original, as well as fake) broadcasted in the network. The graph in Fig. 1 depicts that 

the average Routing Overhead increases with the number of fake RREQs. Because of these fake 

RREQ messages, routing table of each node needs to maintain more entries, thus creating an extra 

overhead.

For Fig. 2 simulation, the total number of data packets that were dropped due to the RREQ flooding was 

calculated. The graph depicts that the average percentage of data packet loss increases with the increase 

Figure 2. Number of Fake RREQs vs. Percentage of Data Packet Loss
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Next,  some  flooding  nodes  were introduced,   which generate  eight  RREQs  per   second. The 

graph in Fig. 3 depicts that with the increase in the number of flooding nodes, Routing Overhead, (i.e. 

total number  of original and fake RREQ packets in the network) increased drastically.

Figure 3. Number of Flooding Nodes vs. Routing Overhead 

The bandwidth usage in the network was calculated, as follows:

Bandwidth usage =

(Total num of packets received/Simulation Time)*(8/1000) Bandwidth usage of a network is inversely 

proportional to the throughput of the network.

Figure 4. Number of Flooding Nodes vs. Bandwidth Usage

The graph in Fig. 4 depicts that the average  bandwidth usage of the network increases as more flooding 

nodes join the network. Because of this flooding attack, average bandwidth usage of the network 

increases considerably, thus decreasing the network throughput.

Fig. 5 shows the average percentage of data packet loss due to the presence of flooding nodes in the 

network. The graph depicts that the average percentage of data packet loss in the network increases with 

the number of flooding nodes.

Journal Of Mobile Communication And Networking (Volume- 12, Issue - 2  May - August 2024)                                    Page No - 24



Figure 5. Number of Flooding Nodes vs. Percentage of Data Packet Loss

Figure 6. Number of Flooding Nodes vs. Percentage of Overall Packet Loss 

(Data and Routing Packets)

Due to the flooding attack, the network gets congested, resulting in a loss of RREQ packets  as well. 

The graph in Fig. 6 depicts that as the number of flooding nodes in the network increases, the average 

packet loss (both data  and  routing packets)  also increases in  the network.

VII. CONCLUSION

In this paper, the security of AODV routing protocol in MANET was investigated by identifying the 

impact of flooding attack on it. The flooding attack in AODV protocol was simulated using the NS-3 

network simulator. However, similar results can also be found when using the DSR [7] routing 

protocol. It was noticed that the presence of  malicious  flooding nodes in MANET can affect the 

performance of the overall wireless network  and  can  act  as one of the major security threats. From the 

simulation, it can be concluded that due to the extensive flooding in the network, average percentage  of  

packet  loss,  average  routing overhead and average bandwidth requirement− all increases, thus 

decreasing the overall network throughput.
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A strong monitoring mechanism must be  implemented in the  mobile  nodes  of  MANET  for the 

identification and isolation of the compromised flooding nodes from the network. Some sort of 

incentive mechanism may also be incorporated in the network to enforce cooperation among all the 

nodes in MANET to improve the overall network performance.

In future work, a reputation based trust mechanism is proposed, which helps to resist misbehavior in the 

network by motivating the nodes to enhance cooperation and thus improve the network performance.
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A B S T R A C T

The present study is conducted to know the demographic perception toward mobile banking in selected 

public, private and foreign banks. A sample of 187 respondents was selected on the basis of judgement 

sampling from the banks which are providing mobile banking facility to the customers from Delhi and 

NCR. To find out the patterns of relationship that exist among data- groups, statistical tools used for this 

purpose are Standard Deviation, Regression Analysis, t- test, Z-test. The results show that age has 

significant impact on agreement on boost up of security risk solutions. There is a significant difference in 

the average agreement on boost up of security risk solutions, performance/service quality risk solutions, 

technological risk solutions and financial risk solutions in mobile banking of unmarried and married 

respondents. However, unmarried respondents consider security risk solutions, performance/service 

quality risk solutions, technological risk solutions and financial risk solutions most important than 

married respondents to boost up the mobile banking. There is no significant difference in the average 

agreement on problems in mobile banking amongst the different education levels. It is recommended that 

SMS (short message service) and push messages for smart phones, customer authentication such as 

Personal Identification Numbers (PIN), review of privacy protection policies, providing information to 

the customers on the importance of safeguarding information in non-secure transactions are necessary 

to boost up the mobile banking amongst the customers. Customers should also be advised to have 

unbreakable passwords for the protection of their transactions.

Keywords -  Demographic, Personal Identification Numbers, Privacy, Non-secure Transactions.

1. INTRODUCTION  

Mobile phones, as a medium for extending banking services, have of-late attained greater significance 

because of their ever-present nature. „Mobile Banking transaction‟ means undertaking banking 

transactions using mobile phones by bank customers that involve accessing/ credit/ debit to their 

accounts. Banks are permitted to offer mobile banking services after obtaining necessary permission 

from the Department of Payment & Settlement Systems and Reserve Bank of Delhi and NCR. The 

rapid growth of mobile banking customers in Delhi and NCR, through wider coverage of mobile phone 

networks, have made this medium an important platform for extending banking services to every 

segment of banking clientele in general and the unbanked segment in particular.

Journal Of Mobile Communication And Networking (Volume- 12, Issue - 2  May - August 2024)                                    Page No - 27



REVIEW OF LITERATURE

Various articles on varied aspects of mobile banking appeared in different journals, but they are 

restrictive in nature and do not give a comprehensive nature. Supathanish (2010) investigated the level 

of satisfaction and trust in using MB in Northern Region of Thailand and tried to find out the reasons for 

not using MB. It was observed that the service quality, perceived risk factors, user input factors, 

employment and education were the dominant variables that influence consumers' choice of electronic 

banking and non-electronic banking channels. Anani (2010) examined the banking industry‟s ways of 

attracting and retaining customers leading to customer satisfaction which in turn lead to increased 

profitability. The results of the show that customers have concerns with regard to the banks they 

conduct business with. The respondents were generally satisfied to some extent with their banks with 

regard to services, products and banking relationship. It was suggested that the banks need to do 

research on why customer satisfaction is low. Vaidya (2011) examined the emerging trends on 

functional utilization of mobile banking in developed markets in next 3-4 years, for achieving 

objectives of getting information about banking organizations such as customer communication and 

information, customer convenience, conduct transactions, create customer centricity, enrich mobile 

banking experience to non- banking financial services, building the customer relationship, extract the 

best advantage of technology, provide value-added propositions, generate new revenue stream, reduce 

cost of transactions, achieve multi-channel advantage, automate the servicing and support research 

methodology was based on all secondary data by analyzing different literature on the topic. It was 

suggested that less developed market could adopt mobile based transactions irrespective of the type of 

handset due to innovative products especially in “fund transfer” or “remittances” segment with 

collaboration between telecom companies, payment providers, banks, etc. and some of the selected 

features have been effectively utilized in these markets. However, the high- featured mobile phones in 

smart environment would definitely take mobile banking to the next level in the next 3 to 4 years from 

now. Malarvizhi & Rajeswari (2012) examined the awareness and usage of mobile banking services 

and estimated the criteria for selecting the mobile banking services in Coimbatore city and found that 

mobile banking users were mostly educated, belonged to business group and middle income group. 

Customers perceived the mobile banking more useful but the banks must be ready to meet their 

expectations and provide them a hassle-free mobile banking experience. Lalitha (2014) tried to know 

the latest innovations introduced in commercial and private banks, and analyzed the adoption practices 

of customers regarding innovative banking product and customer satisfaction towards these innovative 

banking products. It was found that customers choose banks on the basis of location and accessibility. 

Many of the respondents were not using these innovative products either due to lack of knowledge or 

inaccessibility to the products. Many of the respondents were observed as beginners in the usage of 

computers. ATM card was found to be the most opted innovative product rather than internet banking 
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and mobile banking. Customers were found suffering from technophobia which was observed as a 

hindrance in usage of internet banking and mobile banking due to increased rate of frauds. As a result, 

respondents were found hesitating in the adoption of innovative products.

SCOPE OF THE STUDY

The present study has been conducted to know the demographic perception towards mobile banking in 

selected public, private and foreign banks in Delhi and NCR.

OBJECTIVES OF THE STUDY

The main objective of the study is to examine the perception towards mobile banking in the selected 

banks. In this broader framework, the following are the specific objectives of the study:

(I) To study the relationship of variables with the use of mobile banking of the demographic in the 

selected banks.

(ii) To examine the impact of mobile banking on customer satisfaction by analyzing the problems 

faced by the demographic in the selected banks.

(iii) To suggest measures to boost up the services in mobile banking for the betterment of the society.

RESEARCH METHODOLOGY

Sample Design

The universe for the purpose of this study comprises of all the banks in Delhi and NCR. For the present 

study, judgmental sampling is used for selection of 187 customers using mobile banking. Sample has 

been taken from those selected banks which are providing mobile banking facility to the customers 

from Delhi and NCR.

Data Collection

The present study includes both primary and secondary data. Primary data have been collected from the 

customers with the help of pre-structured questionnaire and secondary data have been extracted from 

the Annual Reports of the selected banks, national and international agencies, various RBI 

Publications and IBA Publications, etc. The other sources include the research studies and articles 

published in various journals, magazines, newspapers and websites.

Data Analysis

To find out the patterns of relationship that exists among data-groups, statistical tools used are Standard 

Deviation, Regression analysis, t-test, Z-test and Chi-square test. Data have been analyzed with the 

help of Statistical Package of Social Science (SPSS).
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RESULTS AND DISCUSSIONS

Correlation of Age with different Variables

Firstly, it has been found out whether age is associated with average Agreement on problems in mobile 

banking (X1), average agreement on customer satisfaction (X2), average infrastructure risk (X3), 

average political and regulatory risk (X4), average service quality risk (X5), average personalized risk 

(X6), average security risk (X7), average operational/technological risk (X8),average agreement on 

boost up of security risk solutions (X9), average agreement on boost up of technological risk solutions 

(X10), average agreement on boost up of financial risk solutions (X11), average agreement on boost up 

of performance/service quality risk solutions (X12). From the results of correlation analysis, it is clear 

that age has significant impact only on average agreement on boost up of security risk solutions as p 

value is less than 0.10 at 10 percent level of significance.

Table 1: Correlation among Age and Problems in Mobile Banking

Source: Survey

Marital Status and Perception about solutions to different Risks in Mobile Banking

In this section, an attempt is made to analyze the relationship between marital status and perceptions of 

the customers about the solutions to different risks in mobile banking. Table 2 and 2.1 shows that there 

is a significant difference in the average agreement on boost up of security risk solutions in mobile 

banking of unmarried (Mean = 3.60, SD = 0.88) and married  respondents (Mean = 3.20, SD = 0.94), t = 

3.04, p=0.003. However, unmarried respondents consider security risk solutions most important than 

married to boost up mobile banking.

Table 2: Group Statistics for Security Risk Solutions in Mobile Banking

Source: Survey
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Table 2.1 Independent Samples Test

Source: Survey

Table 3 and 3.1 shows that there is a significant difference in the average agreement on boost up of 

technological risk solutions in mobile banking of unmarried (Mean = 3.69, SD = 0.91) and married 

respondents (Mean = 3.24, SD = 0.96), t = 3.30, p=0.001. However, unmarried respondents consider 

technological risk solutions most important than married to boost up mobile banking.

Table 3: Group Statistics for Technological Risk Solutions in Mobile Banking

Source: Survey

Source: Survey

Table 3.1: Independent Samples Test
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Table 4 and 4.1 shows that there is a significant difference in the average agreement on boost up of 

financial risk solutions in mobile banking of unmarried (Mean = 3.70, SD = 0.85) and married

respondents (Mean = 3.32, SD = 0.93), t = 2.95, p=0.004. However, unmarried respondents consider 

financial risk solutions most important than married to boost up the mobile banking.

Table 4: Group Statistics for Financial Risk Solutions in Mobile Banking

Source: Survey

Table 5 and 5.1 shows that there is a significant difference in the average agreement on boost up of 

performance/service quality risk solutions in mobile banking of unmarried (Mean = 3.75, SD= 0.86) 

and married respondents (Mean = 3.38, SD = 0.96), t = 2.78, p=0.006. However, unmarried 

respondents consider performance/service quality risk solutions most important than married to boost 

up the mobile banking.

Source: Survey

Table 4.1: Independent Samples Test

Table 5: Group Statistics for Service Quality Risk Solutions in Mobile Banking
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Table 5.1: Independent Samples Test

Education Levels and Perceptions about Problems in Mobile Banking

Table 6 and 6.1 shows the relationship between education level and perception of the customers about 

the solutions to different risks in mobile banking. From the results, it is clear that there is no significant 

difference in the average agreement on problems in mobile banking amongst the different education 

levels {F (3, 183) = 1.15, p = 0.33}.

Source: Survey

Table 6: Descriptive on Average Agreement on Problems in Mobile Banking at different 

Education Levels

Source: Survey

Table 6.1: Analysis of Variance

Source: Survey
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CONCLUSION AND POLICY IMPLICATIONS

To sum up, age has significant impact on agreement on boost up of security risk solutions. There is a 

significant difference in the average agreement on boost up of security risk solutions, 

performance/service quality risk solutions, technological risk solutions and financial risk solutions in 

mobile banking of unmarried and married respondents. However, unmarried respondents consider 

security risk solutions, performance/service quality risk solutions, technological risk solutions and

financial risk solutions most important than married respondents to boost up mobile banking. There is 

no significant difference in the average agreement on problems in mobile banking amongst the different 

education levels. It is recommended that SMS (short message service) and push messages for smart 

phones, customer authentication such as Personal Identification Numbers (PIN), review of privacy 

protection policies, providing information to the customers on the importance of safeguarding 

information in non-secure transactions are necessary to boost up the mobile banking amongst the 

customers. Customers should also be advised to have unbreakable passwords for the protection of their 

transactions. Use of facial recognition technology may be a milestone to boost up the mobile banking 

amongst the customers.
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A B S T R A C T

Mobility modeling management is the cornerstone of wireless networks philosophy. Mobility analysis 

gives a deep insight on the impact of the terminal mobility on the cellular system performance. In third 

generation mobile communication systems, the influence of mobility on the network performance will be 

strengthened, mainly due to the huge number of mobile users in conjunction with the small cell size. In 

particular, the accuracy of mobility modeling becomes essential for the evaluation of system design 

alternatives and network implementation cost issues. Currently available mobility models tend to be 

either too simplifying or too sophisticated. For mobility modeling under realistic traffic and 

environmental conditions, this thesis introduces a novel representation technique which uses the 

distribution functions of street length, direction changes at crossroads, and terminal velocity. Other 

important factors influenced by user  mobility concern the mobile user calling behavior expressed by the 

incoming/outgoing call arrival rate and average call duration. This is capable to describe the user 

behavior in detail, and is applied for the characterization of the traffic in individual single cells of the 

mobile network. The effect of mobility has been analyzed in terms of the local performance measures like 

probability of handover and call blocking probability (for new and handover calls). Additionally, this 

model has been used to calculate the distribution of channel holding times. The performances of new call 

handling algorithms are evaluated. The global performance criteria of interest are call dropping 

probability for all calls, call processing

Keywords - MANET, Wireless Networks, Mobility Models

1. INTRODUCTION  

1.1 OVERVIEW OF MOBILE AD-HOC NETWORKS (MANET):

A mobile ad hoc network (MANET), is a self-configuring infra structure less network of mobile 

devices connected by wireless links. In Latin ad-hoc means "for this purpose only".

Each device in a MANET is free to move independently in any direction, and will therefore change its 

links to other devices frequently. Each must forward traffic unrelated to its own use, and therefore be a 

router. The primary challenge in building a MANET is equipping each device to continuously maintain 

the information required to properly route traffic..
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Figure 1.0 Mobile Ad-Hoc Network

1.2 OVERVIEW OF WIRELESS NETWORKS:

Wireless network have become increasingly popular in the computing industry since 1970. It is 

particularly true within the past decade, which has seen wireless networks being adapted to enable 

mobility. The area of wireless communication has been and is continuing to develop at a rapid pace over 

the years. The most Wireless network of today consists of cells. Each cell contains a base station, which 

is wired to a fixed wire network. The base stations interact with the portable handheld devices and 

provide these devices the wireless link to the network.

Figure 1.1: Internet at Mobile Handset

1.3 OVERVIEW OF MOBILITY MODEL:

Mobility models are represented by the movement of mobile users, and they change their location, 

velocity and acceleration overtime. These models are used for simulation purpose. For mobility 

modeling, the activity of a movement of user can be described using both analytical and simulation 

models.

When evaluating mobility models for wireless ad hoc networks with respect to performance or 

functional correctness, several assumptions have to be decided upon. Such assumptions may include 

the size and shape of the area used by the wireless devices, their transmission ranges and their 

movement pattern including allowed directional changes and speeds.
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1.4 STUDY OF EXISTING MOBILITY MODEL:

Mobility models represent the movement of mobile users and how their location, acceleration and 

velocity change over time. Such models are frequently used for simulation purpose when new 

communication techniques are investigated. Mobility management schemes for mobile 

communication systems make use of mobility models for future user positions.

For mobility modeling, the behavior of a user's movement can be described using both analytical and 

simulation models. The input to analytical mobility models are simplifying assumptions regarding the 

movement behaviors of users. Such models can provide performance parameters for simple cases 

through mathematical calculations.

1.5 PURPOSE OF MOBILITY MODEL:

The purpose of mobility models is to describe typical terminal movement so that the analysis for these 

purposes can be made. Thus, the movement pattern of user plays an important role in performance 

analysis of mobile and wireless networks, especially in third-generation mobile communication 

(Jonahing Kim, 2005). One frequently used mobility; model in MANET simulations is the Random 

Waypoint Model (Broch et al., 1998), in which nodes move independently to a randomly chosen 

destination with a randomly selected velocity. The simplicity of Random Waypoint model may have 

been one reason for its widespread use in simulations. Hence, recent research has started to focus on the 

alternative mobility models with different mobility characterstics. In these models, the movement of a 

node is more or, less restricted by its history, or other nodes in the neighborhood or the environment.

1.6 MODIFICATION OF EXISTING MOBILITY MODEL:

To produce a real-world environment within which an adhoc network formed among a set of nodes, 

there is a need for the modification of realistic, generic and comprehensive mobility models. 

Simulation environment is an important tool for the evaluation of new concepts in networking. Here we 

show the modified mobility model has a significant impact on network performance, especially when 

compared to other mobility models. The mobile adhoc networks depend on understanding protocols 

from simulations, before these protocols are implemented in a real world setting.

1.7 CATEGORY OF MOBILITY MODELS:

There are two types of Mobility Models.

1.7.1Traces Based Mobility Models

Traces are those mobility patterns that are observed in real-life systems. Traces provide accurate 
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information, especially when they involve a large number of participants and an appropriately long 

observation period. However, new network environments (e.g., ad hoc networks) are not easily 

modeled if traces have not yet been created.

1.7.2 Synthetic Mobility Models

Synthetic models attempt to realistically represent the behaviors of MNs without the use of traces. 

Therefore, various researchers proposed different kinds of mobility models, attempting to capture 

various characteristics of mobility and represent mobility in a somewhat realistic fashion. Much of the 

current research has focused on the so-called synthetic mobility models (Camp et al., 2002).

Figure 1.2: Classification of Mobility Models

2.0 LEVELS OF MOBILITY

In static networks, the mobility of nodes, users, and the monitored phenomenon itself is minimal or 

ignored. For example, sun and temperature sensors in a sunroom may collect relevant information and 

use it to control motorized shades in order to maintain these parameters within preset limits. This static 

paradigm may be expanded by introducing mobility in one or more of the below-mentioned three levels 

of the ad hoc networks:

2.1 NODE LEVEL MOBILITY

The ad hoc nodes themselves may be moving. Examples include nodes mounted on moving cars or 

flying unmanned aerial vehicles, collecting information as their carriers constantly change their 

location and/or orientation.

2.2 INFORMATION LEVEL MOBILITY

The event (source) monitored by or occurring in the network is mobile. For example, the smog ed to 

virtually any mobile ad hoc network at any layer (from the MAC up to the application layer).
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generated by a poorly maintained truck is moving along with the truck. Another example may be the 

evolution of an oil spill that we try to model through measurements at distinct buoy locations.

2.3 USER LEVEL MOBILITY

Users (destination) accessing the information collected by the network may themselves be moving, and 

thus the information that is pertinent to them may change over time. For example, monitoring the traffic 

conditions on the way to the nearest hospital changes as the user is changing his/her position.

3.0 ADVANTAGES OF MOBILITY MODELS

x3.1 MOBILITY HELPS SECURITY

Security and mobility seem to be at odds with each other. Security is usually enforced by a static, central 

authority that is generally in charge of securing the system under consideration, be it a communication 

network, an operating system, or the access system to the vault of a bank. In this case, because users are 

static as well, their locations are predictable, they are more likely to be available, and the system can 

more easily perform appropriate controls. However, this intuition can be misleading: mobility, far from 

being a hurdle, can be useful to establish the security associations between any two mobile nodes of a 

given network. The idea that mobility can help security is extremely straightforward, as it simply 

mimics human behavior: if people want to communicate securely, they just get close to each other in 

order to exchange information and to establish (or reinforce) mutual credentials. In spite of its 

simplicity, this idea is very powerful, as it can be applied to virtually any mobile ad hoc network at any 

layer (from the MAC up to the application layer).

3.2 MOBILITY ENLARGES NODE COVERAGE

Many works on the coverage of mobile node networks focus on algorithms to reposition nodes in order 

to achieve a static configuration with an enlarged covered area. As time goes by, a position is more 

likely to be covered; targets that might never be detected in a stationary node network can now be 

detected by moving nodes. The main metrics to measure node coverage could be the area coverage at 

specific time instants and during time intervals, as well as the time it takes to detect a randomly located 

stationary target. Exploiting mobility, both metrics can be improved.

3.3 MOBILITY REDUCES UNCERTAINTY

Uncertainty increases the transaction cost and decreases the acceptance of communication and 

cooperation. Our objective is to reduce the trustor's perceived uncertainty so that transaction cost is 

lowered and a long-term exchange relationship is sustained. One key way to efficiently reduce 

uncertainty is to exploit one important property of MANETs mobility. Node movement can increase 
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 scope of direct interaction and recommendation propagation, hence speeding-uptrust convergence. We 

study this effect under different mobility models and analyze several factors that will strongly influence 

the convergence speed and cost. We present a detailed design of a two-level Mobility-Assisted 

Uncertainty Reduction Scheme (MAURS). It exploits configurable level partition and movement 

schemes to provide a range of trade-offs between convergence time, cost, and uncertainty level.
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