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A Layer-Wise Security Analysis for Internet of Things
Network: Challenges and Countermeasures

Arun Kumar Bediya', Dr. Rajendra Kumar™
" Department of computer science, Jamia Millia Islamia university , New Delhi ,India
" Department of computer science, Jamia Millia Islamia university , New Delhi ,India

ABSTRACT

s A
Internet of things is a vast domain, still spreading over different areas of the society, with a fast pace.

The Connected loT devices will increase in rapid pace and it is expected to extend up to 20 billion loT
devices till 2020. According to digital security firm Gemalto loT endpoint spending will reach

approximately $3tr by 2020 and has potential togenerate $19tr in next decade. loT is combination of
hardware and software, where Hardware may consists of Sensor nodes, Radio Frequency
Identification (RFID), Near Field Communication (NFC) and low energy Bluetooth devices etc.

Software provides middleware, information queries, data repository and data retrieval and exchange.

All WSN devices turns loT component when it is supervised using internet and significant security
issues happen just when nodes are associated with the internet. This acquires a great deal of concerns
identified with the privacy and security, standardization and power management. In this paper we have
depicted security issues at various layers of loT and furthermore outlined security solutions for each
layer of loT.

Keywords: IoT Architecture; IoT Layers; Security IssuesinloT.
N Y,

1. Introduction

The IoT can be defined as —an overall system of interconnected objectsl, these object must have

+ Aunique identity by which can be addressed.
» Canbe accessed using internet or smart interface.

» Mustbe self organized and repairable.

There are numerous application areas of [oT, extending from individual to enterprise environments.

IoT has numerous usage areas like agriculture, transportation, health care, production and distribution

of energy. [oT devices controlled through identity management i.e. unique identity that has assigned to

device, used to distinguish it from collection of homogeneous and heterogeneous devices [1][2].

In this paper, we give a review of the [oT architecture framework (Section 2), briefly described various
security issues at each layer of [oT infrastructure (Section 3), also highlighted the solutions for security

issues present at each layer (Section 4), and we described a proposed mechanism to detect threats using

machine learning (Section 5), and conclusion of the study (Section 6).
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2.I0TARCHITECTURE

IoT architecture functionality is based on three layers named as Perception Layer or Physical Layer,
Network Layer or Middle Layer and Application Layer [3]. Whereas there is distinctive point of view
with respect to the quantity the layers in [oT. This paper described three layered architecture with each

layer functionality and devices that are used at each layer.

LApplication
Layer

MNetwork
Layer

Perception
Layer

Every layer of [oT additionally has many security issues associated beside it. Fig.1 demonstrates the
fundamental three layer architecture system of IoT such as devices and technologies that encompassed
ineach layer[4][5][6].

Many security frameworks have been proposed which analyzing security issues and claim to be used to

used for monitoring and analyzing security of the loT network [ 7][8][9] [10].

2.1 Perception Layer

In IoT, This is the layer of sensor and sometimes it is also called —Sensorsl layer. Basic function of this
layer is to detect data, collect it and then processing. After processing information data is transferred to
Network Layer. Data is collected from the environment by using sensors and actuators. Node

collaboration is also performing on this layer for local network or short-range small networks.

2.2 Network Layer

This layer performs data transmission to different devices over the internet and data routing is also done
by this layer. Devices like routing devices, internet gateways, switching devices, cloud computing
devices are used at this layer. These devices work on technologies, for example, Wi- Fi, 3G, 4G and
Bluetooth and so forth. The network gateway fills in as the intermediary amid various [oT nodes from

sensors by combining, filtering, and transmission of information [11].
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2.3 Application Layer
Smart Environment creation is the main purpose of this layer. This layer assures the data integrity, data
authenticity and data confidentiality. Perception layer undertake on collection of information and data

from various [oT devices towards web applications

3.SECURITYISSUESINIOT

Inrecent IoT botnet attacks performed like Mirai (malware), it is the biggest DDoS attack performed in
the history. In October 2016 Mirai attack disturbed websites operations crosswise over North America
and Europe after attackers flooded DNS service Dyn with malicious lookup requests from connected
devices, like IP cameras, DVRs, switches and routers. As result various prominent websites such as

Twitter, Amazon, Netflix, Airbnb, Reddit, GitHub, and many more could not navigated.

Brickerbot attack is another DDoS attack performed same as the Mirai botnet, in that it depended upon a

DDoS attack and clients not changing the default username/password of their device [12] [ 13].

Areport from F5 LABS indicated how loT devices have been focused through botnets, numerous from
a solitary facilitating supplier. As indicated by the report, [oT attacks grew 280% from the earlier half
year revealing period of 2017, with a vast piece of this development coming from Mirai—malware that
contaminates [oT devices and transforms them into bots [ 14]. In Table 1, a world’s leading research and
advising company Gartner predicted Worldwide Expenditure Forecast on Internet of Things security
[15].

Table 1: Expenditure prediction on IoT security (in Millions of Dollars)

Year 2014 2015 2016 2017 2018
Expenditure | 231.86 | 281.84 | 348.32 | 433.95 | 547.2

To secure IoT devices all kind of Security issues at different layers of IoT need to be understood.

Various types of security issues at each layer are defined in brief considering the overall framework, the

security issues must be settled toward the start of the design [16] [17].

3.1 Security issues at Perception Layer

Perception Layer deals with hardware’s such as RFID and all sensors. Data is collected and transferred
to network layer using wireless network transmission. The lack effective protection may result threat to
signal as it is exposed in public place so as signal can be monitored, intercept, and disturbed easily [18]

[19]. There are various types of attacks possible in IoT devices.

a) Denial of Service Attack
It is the most widely recognized attack for WSN and Internet as well. It causes waste of network assets,

and frames the service out of reach from authorized users.
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b) Replay Attack
Transmitting the valid data fraudulently or maliciously in repeated manner or delaying the transmission

isknown as Replay attack.

¢) Node Capture
Capturing the node or device physically an attacker can control, leak all information, obtain security
keys including group key, matching key, radio key etc. after that impact the protection of the whole

framework.

d) Side Channel Attack

Electronic circuit are leaky, they produce emission as byproducts so as attacker can gather information
about how data is processing and how the circuit information such as time required, energy
expenditure, and electromagnetic radiation in the network. The use of emission can be used to perform

reverse engineering gain the term 'side-channel analysis' or 'side-channel attack'.

e) Addition of Fake Nodes
New node inclusion to the system can be done by attackers, and feed fake date or code. This can stop
system for transmitting real data by keeping busy to limited energy source; it can harm the energy

source sleep, control it or can destroy the entire network.

f) Timing Information
Attacker also interested to get the information regarding the time required to obtain the key information

and execution time required for encryption algorithms.

g) Attack on Routing
Routing of network transmission can be influenced by attacker utilizing fake, tampered or repeating
routing information. This can contradict network transmission, create loops in routing, increment end-

to-end delay, create error messages, extend or abbreviate the source way and so forth.

h) Brute force attack
Brute force attack is also most likely to suffer sensor node due to its ability of limited resource storage

and computation.

I) Impersonation
Authentication in the dispersed condition is extremely troublesome to the perceptual node; taking into

consideration that malicious node utilizes a fake identity to perform malicious or conspiracy attacks.
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3.2 Security issues at Network Layer
Information must be secure while departing, travelling and dispatched towards web from the router.
Information in travel over the system network also must be prevented against malicious movements

[20].

a) Traditional Issues

Existing network for communication obtained relatively overall security assurance but there are yet
many frequent issues like eavesdropping, Man in the middle attack, illegal access network, DoS attack,
privacy damage, integrity damage, virus invasion, exploit attack etc. These problems can lead threat on

data confidentiality and integrity.

b) Compatibility Issues

IoT network is a network of physical devices, vehicle, human, sensors, smart-phones etc. Due to
heterogeneity of IoT security, coordination of network, inter-operability becoming worse. Existing
web network security configuration based on human perspective, and does not certainly apply to
correspondence between machines. Available security techniques will breakdowns rationale

connection between loT machines reason for compatibility issues.

¢) The Cluster Security Problems

Existing IP technologies cannot be applied to large number of node identification as IoT has enormous
amount of devices. Immense number of nodes traffic will probably block network if it uses the current
authentication mechanism. Mutual authentication between much equipment cause literally waste of the

crucial resources

d) Privacy Disclosure
Privacy information of particular user's can also be easily hacked by attackers by using social

engineering and by developing information retrieval technologies.

3.3 Security issues at Application Layer

Security at application layer is the most complex and burdensome in the loT architecture. For different
environment or industrial applications different security issues are exist. Presently there is no
ubiquitous standard for development of Application Layer. Following are few common security issues

applicable on Application Layer
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a) Software Vulnerabilities
Hacker can find out software vulnerabilities like buffer overflow vulnerabilities exist in the software

due to non standard code development by software developers. It can be exploits to carry their

purposes.
Application Layer
' PKI | Fingerprints | security Paszamord
Awareness Mechanism | |
Metwarl Layer I
" WPAZ ‘ ‘ SEID NAC ‘ ‘ PPSK ‘
! o AN /
i Perception Layer
Py w5 \ o ¢
Hiding & Cryptography DS Key
Llaslkang hianagement .

AN AN AN /'/

Fig. 2 Layer-wise security measures

4.1 Security Measure for Perception Layer

a) Side Channel Attack

Side Channel Attack (SCA) is a noteworthy issue in physical security. Differential Power Analysis
(DPA) is a typical method for SCA. Hiding and Masking are two types of methods that can prevent
DPA. Eliminating data dependencies of energy consumption is hiding mechanisms while Masking

provides the middle estimations of encryption tools by randomized all the process.

b) Accessibility
Password based system can be used to protect RFID Tags and accessibility, chip security, antenna

power analysis etc.

¢) Cryptography

RFID can be protected by using Cryptography technology to protect confidentiality, user privacy
protection, authentication and integrity of RFID systems. Hash function, Random number
mechanisms, Logic Algorithm, re-encryption mechanisms and server data search algorithms are the

part of security communication protocol.
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d) Key Management

Security design prerequisites of Wireless sensor networks key management predominantly reflects
security creation of key or algorithm modification, forward and backward protection and extensibility,
source verification, freshness, and against conspiracy attacks. Four fundamental key distribution
protocols are simple key distribution, hierarchical key management protocol, key pre-distribution

method and dynamic key management algorithm.

e) Secret Key Algorithms
This is mainly incorporates symmetric key and asymmetric keys algorithms. Rivest-Shamir- Adleman
(RAS) and Elliptic Curves Cryptography (ECC) are mainly used in Asymmetric keys algorithm, almost

all current cryptographic systems internally use symmetric-key algorithms to encrypt mass messages.

f) Security Routing Protocol

An efficient routing protocol algorithm for security mainly uses following techniques Clustering, Data
fusion, multiple hops routing, key management etc. For security routing mechanism SPINS security
system protocols is broadly utilized, comprise of Secure Network Encryption Protocol (SNEP) and
Micro Timed Efficient Streaming Loss-tolerant Authentication Protocol (WTESLA) protocol. SNEP is

utilized to accomplish Confidentiality, Integrity, point to point authentication and freshness.

g) Intrusion Detection Technology
An Intrusion Detection System (IDS) is able to analyze the working of system nodes timely, and
observe nodes suspicious behavior. Mechanism for protection from Cross site scripting (XSS) and

cross site request forgery (CSRF) should be accomplished.

4.2 Security Measure for Network Layer
As 10T network nodes are random or irregular, autonomic, instability of energy restrictions and

communication, it prompts that [oT have no foundation and dynamic topology [22].

h) Wireless Protected Access 2 (WPA?2)
Wireless Protected Access 2 could settle on the organize utilization stronger unpredictable remote

encryption instead of using Wireless Encryption Protocol (WEP).

i) Service Set Identifiers (SSID)
For wireless networks it is better to use many SSID instead of using only one. Thus, we may have
divergent policies along each component and can allocate individual for different type of threats. Hence

ifany component affected by attacker, still other components will be safe.
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j) Network Access Control (NAC)

Securing endpoints security technologies like antivirus, network intrusion detection system (NIDS),
host intrusion prevention system (HIPS) provides better security mechanism to the network.
Furthermore, it is also logical to index MAC addresses of each connected devices so that IP addresses

allocate by router only to router listed devices and unknown devices can be blocked.

k) Private Pre-Shared Key (PPSK)
It is a method to connect device uniquely, securely and effortlessly in the networks. PPSK to each
device connected to the network provides unique key to access network, and accessing domain might

be characterized effectively to every device in the network.

1) NAT- Port Mapping Protocol Service (NAT-PMP)

The NAT-PMP is a network protocol for building settings of network address translation (NAT) and
port passing configurations freely without user struggle. NAT-PMP does not follow any authentication
methods and permit every host associated to the router's confined network to directly travel across the
firewall. Hence, it need to be assured to examine the routers regularly regarding NAT-PMP services
mis-configurations. Disabling all type of default and guest passwords from devices like routers and
gateways need to be immediately finish when addition of any new network node or device. This
incorporates powerful password policies, secret key management and more occasional updating of

passwords.

m) [PSec Security Protocol

Authentication and Encryption can also be done using IPSec protocol. Authentication mechanisms
enable the receiver to confirm the real identity of sender. Data encryption mechanisms protect data
while transmission from attacker to eavesdropping and tampering data and enable confidentiality by

encoding the data.

n) Authentication and Access Control

Authentication systems usually incorporate on the light weighted public key authentication techniques,
random key pre-distribution authentication technology, Pre Shared Key (PSK), one- way hash
functions authentication technology, utilizing auxiliary data authentication technology and so forth.

Access control primarily incorporates symmetric and asymmetric cryptosystem.

4.3 Security Measure for Application Layer
There are many Utilizations application layer of [oT and it has diversity and instability. It introduce that

distinctive application environment have diverse security demands.
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a) Key protocol and Network Authentication
The basic mechanism are symmetric key crypto-framework, public key crypto-framework (certificates

or PKI), and certificate exchange technology.

b) Privacy protection
Many techniques are available like digital water marking, fingerprint technology, threshold

cryptography, anonymous authentication etc. used to protect private information.

¢) Security Awareness
IoT users must be aware of correctly use of [oT services and information security importance. So that

confidential information cannot be leaked.

d) Physical Security
Physical security constraint, physical resource control security, access control using password
mechanism, and data management etc. Also paired devices default password must be updated. Idle time

locking and maximum attempt implementation help in securing devices.

Denial of service: acommon attack at each layer
DoS is an common attack that can exercise at all the three layers of IoT, Table 2 illustrated how it is

significantto every layer also how to prevent and protect by this attack at each layer of [oT [23][24].

Table 2: Solutions for DoS attacks
IoT Layer Attack/Issues Solutions/Methods
All or nothing Transmission , Strong Hiding
Commitment Scheme, Packet Hiding
,Cryptanalysis and Steganography
,Cryptographic puzzle base scheme
Double Authentication Scheme, Packet

Jamming
Perception Layer

Desynchronizing attack

Authentication
UDP Flood , ICMP Flood BCP38, Firewall Filtering
DNS Flood DNSSEC ,uRPF
Network Layer -
Block illegal ICMP Responses, Infrastructure
Smurf Attack . )
Protection, Name Server Protection
L Programming Attack Parameterized Query, Input validation at server
Application L
pprication Laye Path based DoS Normalize input

5.CURRENT STATUS OFIOT SECURITY
Existing security frameworks are not addressing overall security issues and still there is scope of
improvements, hence there is need to develop a security framework that not only provides security

mechanism but also be able to predict possible threats or attack. As [oT is growing technology and it has
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various issues related to security. It has vast domain for analysis and opportunity for researcher to
develop and proposed security solutions for existing issues. Detection and identification of threats is

also amajor problemin IoT network [25][26][27].

To countermeasures the issues and challenges in securing devices connected to IoT network the
machine learning methods can be used inside an IoT network to secure the framework. Machine
learning is a region of artificial intelligence (Al) in which computer programs are empowered to gain
from experience, illustrations, and analogies. As learning happens, the abilities inside the program turn
out to be more intelligent and the program ends up plainly capable of decisions making. This

phenomenon can play a vital role in IoT network security.

6. CONCLUSIONAND FUTURE WORK

This paper elaborated [oT layer architecture, problems, challenges and countermeasure for each layer
of 10T structure. IoT network framework is combination of many layers and numerous problems
originated from system concatenation and there are numerous issues which are not has a place with
certain layeri.e. privacy and protection is common problem in every layer some have discussed but still
there can be many more issues. This paper also described protocols of each layers of IoT and included
methods, technologies and mechanism to protect from several issues at each 10T layers. In future
machine learning technique can be applicable on the [oT network to protect network by various security

issues and attacks.
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ABSTRACT

4 )
This study aims to minimize power loss through network reconfiguration in traditional distribution

networks and microgrids. To address this problem, an algorithm composed of an objective function and
operation constraints is proposed. Network connection matrices based on graph theory and the
backward/forward sweep method is used to analyze power flow. A minimizing power loss approach is
developed for network reconfiguration, and the particle swarm optimization algorithm is adopted to
solve this optimal combination problem. The proposed approach is tested on the IEEE 33-bus test
system and the first outdoor microgrid test bed established by the Institute of Nuclear Energy Research
in Taiwan. Simulation results demonstrate that the proposed approach can be applied in network

reconfiguration to minimize power loss.

Index Terms—Microgrid, Network Reconfiguration, PSO, Connection Matrices, Power Loss.
- J

L.INTRODUCTION

The function of traditional distribution networks is to distribute electrical power to customers because
voltage level in such networks is relatively lower and their total length is longer compared with
transmission networks. Thus, reducing power loss in distribution networks is vital. At present, many
distribution energy resources (DERs) are connected to distribution networks. Distribution networks
have become active networks called microgrids. Microgrids consist of DERs and loads. DERs include
renewable and nonrenewable generation units, as well as storage devices, such as photovoltaic
systems, wind turbines, fuel cells, microturbines, diesel engines, battery banks, and super capacitors,
among other. [1]-[2]. Microgrids can be operated under grid-tied and islanding modes through a static
switch at the common coupling point between the main power grid and the microgrid. In the grid-tied
operation mode, the microgrid may act as a load or source at any time in terms of the main power grid.
The islanding operation mode must be operated autonomously based on the power balance principle to
maintain constant voltage and frequency. Numerous renewable energy units are used in microgrids.

Thus, CO2 emissions are reduced and global warming is prevented. Constructing microgrids in
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industrial parks, campuses, shopping malls, off-shore islands, and remote districts is worthwhile

because of the aforementioned advantages.

Planning, designing, operating, and controlling microgrids are more complex compared with
traditional distribution systems. Consequently, an energy management system (EMS) is essential in the
system operation stage in microgrids. To increase operating efficiency, the network reconfiguration
approach, which is one of the functions in EMS, has been adopted to minimize power loss and improve
voltage quality. A. Merlin and H. Back [3]used the spanning tree structure to model a distribution
system. The obtained solution results were independent from the initial status of the switches; however,
their algorithm was very time-consuming. S. Civanlar et al. [4]proposed the branch-exchange method
to minimize the number of switching operations; however, this approach is not systematic and can only
reduce power loss. Y. J. Jeon et al. [5] presented the simulated annealing algorithm for network
reconfiguration; this algorithm was easy to code but required considerable computation time in large-
scale systems. B. Venkatesh and R. Ranjan[6] proposed an approach that used a fuzzy adaptation of
evolutionary programming as a solution technique; however, as a system grew large, this method
became increasingly complex.H. Hamdoui et al. [ 7] used the ant colony approach algorithm to identify
the optimal combination of feeders with different parameters for a new topology design. This method is
highly efficient and convergence definitely occurs; however, the length of time required to achieve

convergence remains uncertain.

In the present study, a population-based stochastic optimization technique that adopts the particle
swarm optimization (PSO) algorithm is used to search for the optimal network reconfiguration
problem. This paper is divided into four sections. Section 1 presents the introduction. Section 2 reviews
network reconfiguration algorithms and describes the network reconfiguration problem and its

formulation. Section 3 demonstrates and discusses the simulation results.

Section 4 concludes the paper.

II. PROBLEM FORMULATION

A.Description of the Network

Most distribution networks exhibit a radial configuration from the distribution substation to the
customers. Sectionalizing switches and tie switches are installed in these systems to consider normal
and abnormal operations. Under normal conditions, the sectionalizing switches are typically closed and

the tie switches are generally open. Nevertheless, the network can be changed by performing switching
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actions for the best network topology to increase system performance. This process is called
reconfiguration. Through network reconfiguration, power loss is reduced, load distribution becomes

uniform, and overloading is avoided. System reliability is enhanced after a fault occurs.

A combinatorial problem arises because of switching actions. Therefore, when the number of switches
is high, the possibility of reconfiguration increases. The most common approaches to solve this
problem in network reconfiguration can be classified as follows:

1. Mathematical optimization methods,

2. Heuristic methods, and

3. Artificial intelligence methods.

These methods have advantages and disadvantages. Based on literature reviews, these techniques can
effectively address network reconfiguration problems. Solving a network reconfiguration problem
involves two components: (1) the objective function and the system operating constraints and (2) the
power flow algorithm. The common objective function is power loss minimization, and the constraints
are the upper and lower limits of bus voltages, the ampere capacity of the conductor, and feasible
network topology. The power flow algorithms must suit the characteristics of distribution networks

with high X/R ratio, short distance between two connected buses, and unbalanced load distributions

and system structure.
B. Objective Function
The objective function used in this study minimizes power loss. This objective function can be
expressed as
minf=%|i| R,, (1)
-]
which is subject to
P =P~k =Py, (2)
Q. -G~ Q.. {3)
vV, sV <V, (4)
geG. (5)

In (1), L represents the number of lines and Ij denotes the current of the j" line. Meanwhile, in (2) and
(3), Pi and Qi denote the real and reactive power flow out of bus i, respectively; riand xi are the
resistance and reactance between bus iand i+1; Li represents the line current between busiand i+1;
Vi, VUi, and Vlide note the voltage at bus i and its upper and lower limits, respectively; g is the network
topology; and G represents the sets of radial topologies, which cannot be closed-loop and islanding

topologies.
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C.Power Flow Algorithm

Graph theory and the backward/forward sweep method [8]-[9] were applied in the proposed power
flow algorithm. Graph theory is a systematic approach to build incidence matrices that correspond to
network topologies. The incidence matrices used in the proposed algorithm is the A matrix, which is the
element-bus incidence matrix, and the K matrix, which is branch—path incidence matrix. Based on
these matrices, the bus-injection to branch-current (BIBC) matrix and the branch-current to bus-
voltage (BCBV) matrix can be established according to various system structures. Furthermore, BIBC
and BCBV matrices are adopted in the power flow algorithm. The power flow solution procedure is

described as follows.

Step 1 : Build the A matrix. The K matrix can be derived using (6). Establish the BIBC matrix using

(7),as follows: o
K=[A™T, (6)
[BIBC]--K. (7)
Step 2 : Transpose the BIBC matrix and add the primitive line impedance into the corresponding non-

zero element position to derive the BCBV matrix.

Step 3 : Compute the equivalent bus injection current at each bus connected to the source or load using
(8)as follows:
F+Q ..
1= ; ). (8)

L

Step 4 : Calculate the voltage derivation of each bus using (9):
[AV*1=([BIBC][BCBV][I]. (9)
Step S : Update the bus voltage using (10), where V. 1s the no-load voltage at each bus, that s,
V¥ 1= Voo_ioaa JIAVE]. (10)

Step 6 : Check whether convergence is achieved using (9). If convergence is achieved, then proceed to

step 3; otherwise, end the solution procedure. € is the maximum toleration, that s,

kD> 2. (11)

max; (

D.PSO Algorithm

(5P)SO was introduced by J. Kennedy and R.C. Eberhart [10]-[11] in 1995. This algorithm is a
population-based optimal search technique attributed to the social behavior of certain animals, such as
fish schooling or bird flocking. PSO simulates the population behavior that combines the cognition-
only model and the social-only model, as shown in (12) and (13), respectively. The cognition-only
model searches for the individual best solutions as the local best (pbest) and changes particle position

and velocity to move in a multi-dimensional space until the position does not change or the
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computational limits are reached. In the social-only model, the pbest and global best (gbest) are
compared to update the gbest and change particle position and velocity. The combination of pbest and

gbest in PSO allows the particle to adjust rapidly and correctly, which results in fast convergence using
(14)—(16).

Vit =v¥ 4 ¢, xrand, x (pbest” —s¥), (12)

VSt =v¥ 4¢, xrand, x (gbest* —s¥), (13)

VEt =wx V¥ +¢ xrand, x (pbest’ _5:), (14)
+¢, x rand, x (gbest" —s)

Sy =5y, )

w=w., —W,, _Wmin)xi’ -

where k., is the maximum iteration, n is the particle number, V,"is the velocity ofparticle n at the
k" iteration, S*, is the k" position of particle n, ¢, and c, are learning factors, rand, and rand, are random
numbers between 0 and 1, pbest " is the best value of particle n at the k" iteration, and gbest" is the global
and w

best value at the k" iteration. w, w acceleration coefficients, maximum weighting values,

max? minare

and minimum weighting values, respectively. In this study, the related parameters of PSO are setton =

500,w,,.=0.9,w,, =0.2,cl =2,and c2 =2. Moreover, the maximum iteration number is 200.

III.NUMERICALRESULTS

In this section, the IEEE 33-bus test system and the microgrid of the Institute of Nuclear Energy
Research (INER) in Taiwan were used as sample systems to verify the effectiveness of the proposed
approach. The IEEE 33-bus test system is a traditional distribution system. It is a three-phase balance
passive network that is only connected with loads. The INER microgrid is an active network with both

DERs and loads. The simulation results are discussed in the following sections.

A.IEEE 33-Bus Test System

Figure 1(a) shows the IEEE 33-bus test system with five tie switchers and 32 sectionalizing switchers.
The simulation result of the optimal network topology that uses the proposed approach for network
reconfiguration is illustrated in Fig. 1(b). In the figure, five tie switchers are closed and five
sectionalizing switchers between buses 7 and 8, 9 and 10, 14 and 15, 29 and 30, and 32 and 33 are
opened. The convergence characteristics of the proposed method are shown in Fig. 2, the power loss
from initial value (144.75 kW) to the globaloptimum (140.74kW) at the 24thiteration.Figure 3
indicates the simulation result of the bus voltage profile. The lowest bus voltage was 0.9131 p.u. at bus
18 before reconfiguration and 0.9413 p.u. at bus 32 after reconfiguration. Thus, the voltage profile

before reconfiguration was better than that after reconfiguration. In addition, the simulation results of
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power loss before and after reconfiguration shown in Fig. 4 indicated that the power loss in each line
section varied because the line flow was changed and the total power loss was 202.68 kW and 140.74
kW, respectively. Evidently, power loss was reduced after reconfiguration. Based on these numerical
results, the proposed network reconfiguration algorithm effectively improved voltage profile, reduced
power loss, and increased operation efficiency under normal operating conditions.
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Fig. 2 Convergence characteristics of proposed methodof the IEEE 33-bus test system
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Fig. 4 Simulation result of the power loss of the IEEE 33-bus test system

B.INER Microgrid

The first outdoor microgrid test bed was developed by INER in Taiwan. This system consists of three
zones with DERs and loads and includes a tie switcher and 11 sectionalizing switchers, as shown in Fig.
5. For example, zone 1 comprises 21 units of 1.5 kW high concentrator photovoltaic, 1 unit of 65 kW
microturbine, a 60 kWh battery bank, and a lumped load in an office building (Building 048). The bus
and line data of the INER microgrid for simulation are provided in Tables 1 and 2 in the Appendix.
Although this is a sample network topology, the solution can be derived via a brute force search. Our
proposed algorithm is a systematic approach that can be applied in a complex network topology. Thus,
the effectiveness of the proposed approach can be verified using this sample system by comparing the

results of the proposed approach with that of the brute force search method.

The simulation result indicated that the tie switcher was closed and a sectionalizing switcher between
buses 3 and 7 was opened. This outcome is the same as that in the brute force search method. The

convergence characteristics of the proposed method are shown in Fig. 6, the power loss reduced to the
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globaloptimum at the 18thiteration.Figure 7 depicts the simulation result of the bus voltage profile. The
lowest bus voltage was 0.9745 p.u. at bus 10 before reconfiguration and 0.9774 p.u. at bus 12 after
reconfiguration. Similarly, the voltage profile was improved after reconfiguration. Figure8
demonstrates that the simulation result of power loss has changed after reconfiguration. The total
power loss was 2.18 kW before reconfiguration, which was reduced to 1.65 kW after reconfiguration.
Based on the numerical results, the proposed algorithm was proven to be a feasible approach to improve

voltage quality, reduce power loss, and increase efficiency under normal operating conditions.
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Fig. 5 Single line diagram of the INER microgrid
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CONCLUSION

A network reconfiguration algorithm that applies a graph theory-based power flow solution technique
has been developed in this study. PSO exhibits self-learning capability to obtain the most optimal
solution, and the graph theory-based power flow algorithm can easily establish network topology using
incidence matrices according to different system structures. The IEEE 33-bus system and the INER
microgrid have been used as sample systems to verify the effectiveness of the proposed approach. The
numerical results demonstrate that this approach can improve voltage profile, reduce total power loss,
and increase efficiency under normal operating conditions. The developed algorithm can be applied in
traditional distribution networks with or without DERs and microgrids to improve system operation

performance.
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APPENDIX
Table 1 Bus data of the INER microgrid
Bus No. BasekV P load(kWw) Q load(kvar)

1 11.4 0 0

2 0.38 1.6027 0.9317

3 0.38 0.20835 0.1213

4 0.48 0 0

5 0.38 60 10

6 0.38 -55.694 0.2795

7 0.38 1.2822 0.74539

8 0.38 -19.6 0

9 0.38 60 0

10 0.38 30.481 5.2795

11 0.38 -9.8 0

12 0.208 38.2663 0.2795

Table 2 Line data of of the INER microgrid
Form To Line Line 2% Distance | Transformer Transformer X/R
Bus Bus Ripu) | Xipu) (m) Rating(kV) Capacity (kVA)

1 2 - - 3.85 - 11.4/0.38 500 8.02
P 3 0.2918 | 0.354 - 50 - - -
3 4 B - 2 - 0.38/0.18 100 8
3 5 0.2918 | 0.354 - 50 - - -
5 6 - - 4 - 0.38/0.38 150 8
3 7 0.2918 | 0.354 25 :
7 8 - - 8 - 0.38/0.38 400 8
7 9 0.2918 | 0.354 - 25 - - -
9 10 0.2918 | 0.354 25
10 11 . - - - 0.38/0.38 150 8
3 9 0.2918 | 0.354 - 25 0 B -
6 12 4 0.38/0.208 150 8

Global Journal of Networks and Applications (Volume- 11, Issue - 1, January-April 2023) Page No. 22



Network Failures and Root Cause Analysis: An Approach
using Graph Databases

"A. Vijay Kumar, * G. Anjan Babu

"’Department of Computer Science,
SV University, Tirupati, India

ABSTRACT

( 7\
Detecting the origin of a problem in network failures plays an important role to troubleshoot in order to

function accurately. The structure of the network itself creates an ambiguity due to the non-sequential
functionality of it. One of the optimal sources which tackle's the network related issues are Graph
Databases. Root Cause Analysis is one of the application areas of Graph Databases as its data model
which itself persuade its structure in the form of network. Though the portion of the network which was
damaged is negligible when compare to its size, the impact on the network is unimaginable
sometimes. Due to the flexibility to deal with network issues major focus was given to Neo4j Graph
Database and its specific query language Cypher. This paper presents the salient features of Neo4j
Graph Database make it possible to identify the Root Cause in the network with proper executions and
outputs.

Keywords—Graph Database; Flexibility; Troubleshoot; Route Cause

- J

L.INTRODUCTION

The Reduction of the biggest portion of the problem into small is the main objective of the proposed
work. Neo4j Graph Database [1] along with its specific query language Cypher is used to tackle this
task. The actual communication process in the network is carried out from the source from where the
transformation of data will be started. Data will be transferred to destination from router to router. In the
process of transformation of data from source to destination there is a chance of failure to receive data at
destination. So many reasons to the malfunction in receipt of data at destination exist. Some include
router failures, link failures, etc. This paper focuses on router failures or break downs leading to
percolation problem in the communication there by it just fetches the information of failure router

reducing the problem finding time.

I1. GRAPH DATABASE

Graph Database [2] is one of the prominent NoSQL databases which use the graph properties like nodes
and edges to handle the data. The term NoSQL [3] indicates other than SQL databases there are some
designed especially to tackle the issues of SQL databases and it is a mechanism for storage and retrieval

of data that is modeled in means other than the tabular relations used in relational databases [4].
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Even traditional databases are present to handle lot of advancements are taken place in the database
field. As the data advanced from structured to unstructured the technology too advanced from
traditional to Graph Databases. Even there are more NoSQL databases exist the following few
advantages will become sufficient statements to say whether the job of finding root causes dealt
accurately by Graph Databases or not.

» White-board friendly nature gives ability to represent natural nature of networks.

» Schema-friendly nature gives ability to accommodate new changes at any stage.

 The querying technique used by Cypher “traversing” provides the facility to reach the failure

node very fast.

* Minutes to milliseconds performance.

Both nodes and edges can have properties in Graph Database. Properties are the way to store
information about each entity. Unlike relational databases Graph databases allows storing any type of
data without any constraints on it. There are thousands of companies using this Graph Database as a
medium to handle data like Facebook; uses the concept of features Graph Search, Google uses the

Knowledge Graph, and Twitter uses graphs to recommend people to follow [5].

II1. NEO4J
Neo4j is a Graph Database which is sponsored by the company Neo Technology [6]. It is a high
performance scalable graph database. There are multiple Graph Databases [7] present out of all these

Neo4;j is best suitable for the application areas which involves networks.

recoids records

organize
hawve h_.-ve

Fig 1. Data Modeling In Neo4j Graph Database

The above image clearly explains the data model used by Neo4j Graph Database [§].
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A.Cypher Query Language

One of the significant assets of the Neo4j graph database invention today is its magnificent query
language, called Cypher. Cypher is a declarative, pattern-matching query language that makes graph
database management systems explicable and workable for any database user. People with little
technical knowledge can also operate this. Commands which are used for creation of network and for

finding the route cause are listed below [9]

I) CREATE

Creating Nodes:
The writing clause CREATE is used to create a node in Neo4j Graph Database. We can create a single

node or multiple nodes at a time as shown below.

Single node:

The following syntax is used for creating single node.

CREATE (node: label {properties})
Properties of the node or relationship should be included within flower braces { } and node creation

should be done within normal braces ().

Multiple Nodes:

Multiple nodes in Neo4j Graph Database will be created as shown below.
CREATE (nodel: label {properties}),
(node2: label {properties})....

(node N : label {properties})

The above syntax is followed here for creating the database of multiple routers.

Creating Relationships:

The same CREATE clause is used to create relationship between two nodes. But for establishing such
relationship between nodes first the nodes have to be loaded into the database using MATCH
command. Once the nodes are loaded then relationship between them can be established as shown

below.

Global Journal of Networks and Applications (Volume- 11, Issue - 1, January-April 2023) Page No. 25



MATCH (a: pl), (b: p2)

WHERE a.name="person1” AND b.name="person2”
CREATE (a)-[r: RELTYPE] ->(b)

RETURNT

1) MATCH

MATCH is areading clause which is used as a mechanism for getting data from Neo4j Graph Database.
MATCH clause gets the known data and search for unknown data in the database. It specifies the pattern
for which the cypher query needs to search in the database. It gives the starting point in the pattern from
that point traversing will be started until it found the desired node which meets the conditions

mentioned in WHERE clause.

The syntax of the MATCH clause is shown below:
MATCH (node: label)

WHERE constraints RETURN node

The above syntax is used for finding the failed router in the database.

I1T) WHERE

WHERE is not a clause instead it is a part of MATCH clause which adds constraints to the pattern
described in the MATCH clause. The sample query which designates the important of WHERE is
shown below.

MATCH (n)

WHEREn.age<I8 RETURNn

The above query returns those people who are having age less than 18 years.

IV) RETURN

Itis a general clause which tells the user to define which parts of the pattern desired to get as output.
The sample query which defines the usage of RETURN clause is shown below.

MATCH (a {properties})-[r: KNOWS]->(b)

RETURNT

The above query returns the relationship exist between node ‘a’and node ‘b’.
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IV.METHODOLOGY

The communication in the network passes through various intermediate routers, the failure of single
router obstructs the communication passing through it. Since the data was fragmented in the network
due to capacity limitations of the link, it will be transmitted through various routers as shown below

[10].
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Fig 2. Fragment and Reassemble of Packets in Network.

Once packets are fragmented, reassembling must be done at destination only because of following two
reasons:
« Different networks might have different MTU (Maximum Transfer Unit) sizes in that root to
destination.

* Inthe network all the fragments may not follow the same root.

Therefore data or packet transferred through every root was vital in communication process in the
network. This is the main reason why the failure of single router breaks the total communication

process.

Each router in the network was modeled as a node in the Graph Database and links from router to router
are represented as relationships. The white-board friendly nature of Neo4j made it easy to represent
entire network as nodes and relationships connected them. In the Neo4j database; information pertains
to the router was stored in the form of properties to node. The status of the router which is functioning
properly will be indicated with the property “connected*. The status of any router will be changed to the
property “disconnected’ automatically whenever the specific router fails to working due to any reason.

The technique used by Neo4;j to query such information from the database is “traversing”.
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The execution of cypher query starts from the node with label “router” and traverses node by node for
checking whose status property was “disconnected”. Once it founds the node it will return it along with

all its properties to troubleshoot the specific router instead of checking all the routers in the network.

V.TEST DATA
The test data of 12 routers have taken with one source and destination which formed as a small network.
Information about all these routers in the network and their connections was stored in the Neo4j

Database. The following table represents all the routers and their connections.

TABLE I. ROUTERS AND THEIR LINKED ONES

Router Linked To
R1 Source, R4
R2 Source, R5,R6
R3 Source, R5
R4 R7
R5 RS
R6 R7,R8
R7 R10
RS R9,R11
R9 Destination

R10 Destination

R11 R12

R12 Destination
R1 Source, R4

The following query used to create a network in Neo4j Graph Database with 14 nodes and 17
Relationships.

CREATE

(s:source {name:"source",loc:"hyd",ip:'127.15.15.12'}),
(rl:router{name:"r1",id:'101",status:"connected"}),
(r2:router {name:"r2",id:'102',status:"connected"}),
(r3:router {name:"r3",id:'103',status:"connected"}),
(r4:router {name:"r4",id:'104" status:"connected"}),
3(r5: router {name:"r5",1d:'105', status:"connected"}),
(r6: router {name:"r6",1d:'106', status:"disconnected"}),
(r7:router {name:"r7",1d:'107', status:"connected"}),
(r8: router {name:"r8",1d:'108'", status:"connected"}),

(r9: router {name:"r9",1d:'109', status:"connected"}),
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(r10: router {name:"r10",1d:'110', status:"connected"}),

(r11:router {name:"r11",id:'111', status:"connected"}),

(r12:router {name:"r12",id:'112',

status:"connected"}),

(d:destination {name:"destination",loc:"america",ip:'2

45.115.152.75'}),

(s)-[: link] > (r1),

(s)- [: link] -> (r2),

(s)- [: link] ->(r3),
(r1)-[: link] > (r4),
(r2)-[: link] > (16),
(r2)- [:link1]-> (15),
(r3) - [:link2] ->(r5),
(r6)- [:1ink3]->(r7),
(r4)- [:link4] ->(r7),
(r5)- [:link5] > (r8),
(r6)- [:1ink6] > (r8),
(r7)- [:link7]-> (r10),
(r8)- [:link8] ->(r11),
(r8)-[:1ink9] > (19),
(r11)-[:link10]->(r12),
(r10)-[:link11]->(d),
(r12)-[:link12]->(d),
(r9)- [:link13]->(d)
RETURN s,d,r1,r2,r3,r4,r5,r6,r7,r8,r9,r10,r11,r12
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Fig 3. Output of the Created network in Neo4j Graph Database.

Eachnode in the database is having the following properties:

Name: specific name assigned to router as R1, R2, etc. These names are displayed on the nodes in the

created Neo4j Graph Database.

Id: each Router is having unique id. Since every router is having unique id troubleshooting can be done

very quickly.

Status: indicates whether the router is functioning properly or not.

The output of the above query is the database which was represented in the form of network structure as

shown below. The following Figures shows both query and network in the Neo4;.

Each node will be represented as one table along with its labels and properties. The above graph was

represented in the form of table as shown below.
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TABLE II. TABLE FORMAT OF ABOVE GRAPH DATABASE

SNo Name ID Status
1 R1 101 Connected
2 R2 102 Connected
3 R3 103 Connected
4 R4 104 Connected
5 R5 105 Connected
6 R6 106 Disconnected
7 R7 107 Connected
8 RS 108 Connected
9 R9 109 Connected
10 R10 110 Connected
11 R11 111 Connected
12 R12 112 Connected

Fig 5. Output Showing The Failed Routers R6, R8, RS.
Case 3: Five Routers Failure
The following Figure 6 depicts the output of 5 failure routers.
Due to the ease of representation [12] using Neo4j Graph Database both the searching time and

troubleshooting time are reduced exponentially.

Peoli Cibeniai lows 8 - sl

G [ localbes:

€ AT
Fig 6. Output Showing The Failed Routers R6, R9, R8, RS

Global Journal of Networks and Applications (Volume- 11, Issue - 1, January-April 2023) Page No. 31



CONCLUSIONS

Since the practical proofs presented above clearly depicts the information of failed routers, Neo4j
Graph Database along with its specific query language gives accurate results regarding root cause
analysis. Different variations of the output in different cases which are presented in previous sections
are sufficient to say that Neo4j Graph Database is the suitable and optimal source to deal root causes in

network failures.

FUTURE WORK

So many network issues are there to be solved like shortest path problem, counting the number of hops
from source to destination, etc. Using the path finding queries through cypher it will become handy to
deal any network related issue. Since Neo4j Graph Database supports JSON and CSV file formats this
work is extended to solve few more network related issues in future by getting the sample data from real
world scenarios. Importing such supported file formats will provide the facility to view and analyze the

real world data.

Some kinds of network failures have been studied in which heterogeneously connected networks are
vulnerable to targeted attack at hubs and also at edges linking them together. The methods proposed in
the present paper will also be used effectively in those situations, since it is possible to assign properties
to both the routers and the edges, this will be helpful in finding the break downs of the router or the edge

there by robustness can be achieved.
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ABSTRACT

4 N\

The popularity of the social networking applications increases day after day. These applications

propose to the users disparate services, that's what drives the users to deal with an important number of
these applications. This situation makes difficult to the users to check the updates in their social
network and to maintain their social relationship with other users. In this context, we propose SNAI
(Social Networking Application Integration) platform for unifying access to different social
networking applications and build Ontology using a semantic web for represent data andrelationship.

Keywords: SNAI, Ontology, SNAs, Semantic

L.INTRODUCTION

The social networks is represented by different processes of communication and connection between
people which can lead to create social relationships between them. The social network structure it is
depend on three major attributes: User, Relationship, and Network [1].The social network applications
have become a part of life for the most people. Recently, social network applications have abounded,

and users are owning at least one account if different applications.

With the large number of social network applications, the user cannot manage and review updates of all
his accounts. As a result, there will be some messages aren't read or are read but aren't responded. In
addition, the user will take a lot of time and effort to access on all accounts and review all updates. On
the other hand, in social network applications the government organizations cannot monitoring all

messages between users for any reasons such as security reasons.

Therefore, in this paper we proposed a solution for this problem. The solution is a build platform from
scratch for integrate all social network applications in one application. This platform help users to
manage different social networks applications accounts using a single access point. In addition, the
platform has multi functions and different applications. We build the platform to be easily extensible by
adding new functionalities and we prove this by developing two applications based on this platform, the
first application is a social network relationship representation, the second application is a text analyzer

and user behavior detection.
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II. RELATED WORK

Existing social platforms are designed for day-to-day activities. That is, the functionalities provided by
these systems are centered on daily contacts activities and are not able to provide statistics on the
different exchanges between the users an its contacts that shows the evolution extent of their
relationships. Even if we suppose that social applications provide such analysis, users cannot take a
direct benefit from them since they are not interoperable and did not provide a unified view of the

provided analysis [2][3].

The most available platform focused on integration some of social network applications in one
application to see all updates of all social network applications, some of platforms focused on
integration of social network application accounts in one account to reduce using the computer CPU in

order to reduce update requests from the server [4].

In addition, some researchers focused on integration of social network applications to unify the friends,
as an example save the important friends in the favorite list [5]. Finally, all the projects that we have
seen, are focusing on a specific function. In other word, after they integrate some of social network
applications, they platform provide one function, for example, reduce the update request, load the

important friends, send message from one account and so on.

On the other side, our platform able to integrate with any new social network application and add new

features such as relationships representation between friends and text analysis or any needed features.

II1. SNAI PLATFORM

SNAI platform is a several systems under one name. The main idea of SNAI platform is an integration
of many social network applications in one application. After the integration process, the user can
access to all social network accounts by single access point, then he can browse all updates in one page
(SNAI Wall) see (figurel) the SNAI wall arrange events of social network applications based on event
time. In addition to integrate of SNAs the platform it contains many subsystems such as analysis of
social relationships between users and show the relation weakness or strength with other users.
Moreover, our platform has subsystem to analysis of texts that exchange between users. This platform
is characterized by the ability to install an additional new subsystem. Also, our platform provide a high

level of security such as encrypt the login information.
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Figure 1: SANI Wall

To integrate the social network application, we need API keys of SNAI platform to use it in authenticate

our platform for accounting purposes. In addition to API keys we need user access token for each SNAs

for authorize SNAI platform to access the user data, the following diagram describe how to get user

keys (cf. figure2).

| Consumer | | SNAs Provider

Request Token }7?“‘":‘: :::;—*-[ Request Token
Redirect user Lo I
authorization + = Regquest Token

provider

Grant
Authorization
|

. \ Redirect User
[ Exchange I=: Werilher To SNAsS

Aeguest Tober—

Access Token

Grant Access
Token

Create Access .]____ Bast cwn n«-m;,

aqueerst T ohen -

o SMNAS

Figure 2: user access token
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IV.HELPFULHINTS

A.RELATIONSHIP REPRESENTION

The SANI platform save the users data in ontology for represent the relationship between the users.
This ontology has several elements including message, date of message, sender and receiver. The
ontology methodology is save all the daily date when the user browse SNAI account. We develop
algorithm to extract and analysis the data from our ontology. To identify the relationship between the
user with his friends the algorithm calculate the number of connections (messages, comments, etc.) for

each friend, the following figure show the relationship result (cf. figure 3).

After we get the relationship strength (none, weak, medium and strong), we need to determine type of

relationship (Positive / Negative). In next section (text analysis), we will explain how to get the type of

relationship.
|| Weak Medium I Suong
ppl i i
Sand Al Mwiain nﬁ
Mobamimad kborsherd u .
hbhinled Al Colmmdi H .
Maohamed Alkanbal n .
Saad Alatail nuﬁ
v Mahamed FI1 Sawawy H .
Suladsman Alay 'ﬁ .
mohammad alom) an H .
AbdulMohsen Al Thubalty, FhD, PMP H .
ametr alharthi nnﬁ .
Figure 3: Relationships Result
B.TEXTANALYSIS

After extracting the data from ontology, we analyze the text on three steps. First step, we convert the

sentences into words to make a more accurate analysis (cf. Figure 4).
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Word: sl
Word: ASile
Word: s
Word: <

Word: 43S .,

Word: Y

Word: asslally

Figure 4: Sentences converter

The second step, the algorithm remove prefix and suffix of the word, as a result we obtain on root of
word. Third step, we use the Stanford tagger[6] to identify the word type such as Verbs, Adjectives or
Nouns (cf. figure 5), that will determine type of relationship based on positive/negative words using

SNAI dataset. The SNAI dataset contain most of the positive and negative words.

[#5-J/DTNN, s5k/VBD, 2ea 5NN, 4/NNP, 425 4NN, /PUNC]

[W/PRP, ‘asaliy1], /PUNC]

Figure 5: Word tag

CONCLUSIONSAND FUTURE WORK

In SNAI platform, the social network applications will be integrated in one application that make it easy
to capture the distributed social data, to reconcile objects (contact, community, media, etc.), and to
summarize the social network activities (by performing preliminary analysis and providing statics on
contacts activities). The SNAI help the user to manage all social network accounts by one account
(SNAT account). In addition, the platform provide multi functions and different subsystems depends on
our needs. Also, the SNAI infrastructure allow us easily to add new function of new subsystem. Finally,
the SNAI platform saving the data of social network applications in the ontology to represent data and

relationship.

In the future work we will develop SNAI platform for mobile phone (android and Apple IOS).
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ABSTRACT

~
The technique of finding physical co-ordinates of a node is known as localization Importance of

localization arises from the need to tag the sensed data and associate events with their location of
occurrence. Location information of a sensor node can be obtained by using GPS. But, installing GPS
in every node is not a feasible solution. This is because: (i)sensor nodes are deployed in a very large
number. Installing GPS at every node will increase the cost as well as size, (ii) GPS consume power,

whichwill effect the network lifetime. Moreover, location cannot be pre-programmed as it is un- known
where nodes will be deployed during their operational phase.In this thesis, we have made an attempt to
address localization in static sensor networks. For static network we have proposed distributed range
based localization techniques called (i) Localization using a single anchor node (LUSA), this
technique is proposed for grid environment. In LUSA, we have identified three types of node: anchor,

special an unknown node. For every anchor node there exists two special node and they are placed
perpendicular to the anchor node. Localization in LUSA is achieved by a single anchor node and two
special nodes. Localization occurs in two steps. First special nodes are localized and then the unknown
nodes. We have compared LUSA with a closely related localization technique called Multi-
duolateration(MDL). It is observed that the localization error and localization time is lesser in LUSA.

This not only reduces the localization time but also the dependency.

Keywords- Multi-Duolatertion(MDL), LUSA, beacon node ,Settled node.
N J

L.INTRODUCTION

Wireless Sensor Networks (WSNs) has become an emerging area of interest among the academia and
industry in the last one decade [1,2,3,4]. It consists of a large number of densely deployment nodes
which are tiny, low power, in-expensive, multi-functional and have limited computational and
communication capabilities. These nodes interact with their environment, sense the parameters of the
interest such as temperature, light, sound, humidity, and pressure; and report it to the sink node/base
station. Deployment of WSN may vary from a controlled indoor environment to a remote and
inaccessible area. Therefore, a sensor node is configured with necessary extra components for on-board

limited processing ability, communication, and storage capabilities.
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1.1 Key Issue:

In Wireless Sensor Networks Some of the important issues in WSNs are stated below :

(I) Energy Efficiency: Sensor nodes have limited battery capacity. This puts a constraint for other
applications and on the lifetime of sensor node. Major sources of battery drainage include: (i)
continuous sensing, (i1) transmission and reception modes of radio. Therefore, to increase the lifetime
in unattended environments, efficient algorithms should be developed at each layer of WSN in concern
with the less energy utilization. This includes techniques of data compression, data fusion (removal of

dataredundancy), rotation of cluster heads, and adaptive mechanisms for radio operations [5].

(ii) Localization : For robust WSN, localization of nodes is one of the most important issue.
Information sensed by a sensor node becomes useful only when its geographical location is tagged.
Geographical routing is possible only after the localization, and other issues like spatial querying and

load balancing can also be achieved [6].

1.2 Motivation

Data gathered by a sensor node is usually reported to the sink for necessary action. For initiating a
prompt action the sink must be aware of the location information of the reporting node. For example,
assume that fire has occurred in some part of the forest and a near by sensor report this information to
the sink. For quick response, the reporting sensor should include its location along with other
information. Tagging of location stamp along with the sensed information is possible only when the
reporting node is localized. This signifies the importance of localizing a node prior to its data collection
process. A few applications indicating the importance of localization in WSNs s listed below:

(I) Sensors gather vital security related parameters such as radio communication, vigorous
movements in an surveillance area, and report these to the back-end security system(a sink
node). A prompt action by security personnel is possible only if location information is provided
with the sensed information.

(i1) On some occasions, some nodes may die due to the battery drainage or by physical forces. In
such cases, new nodes to be injected or battery replacements can be achieved efficiently by
adopting geographic routing rather than physical routing schemes .Geographic routing
eases task of locating a faulty node as compared to physical routing.

(ii1) Location information is also used to divide the WSN into different clusters to facilitate
collaborative processing and hierarchical routing. For each cluster, one node is taken as cluster
head which remains responsible for cluster interconnectivity and state maintenance. Sensor

networks is like a distributed database for users to query the physical world for useful
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information. With localization, efficient spatial querying by a sink or a gate way node is responded only

by the intended sensor node.

(iv) Location based routing saves significant energy by eliminating the need for route discover and
improve caching behaviour for applications where requests are location dependent.

Determining the quality of coverage of all active sensors using their position.

1.3 Problem statement

Sensor nodes are low cost devices. Use of GPS to obtain location information will increase their cost.
An alternative to the use of GPS is to obtain location information through localization algorithms. Use
of localization algorithms mandate the deployment of a few location aware node. The remaining
nodes are localized with the help of these location aware nodes. The objective of this paper includes: (i)
Localization using lesser number of location-aware nodes. (i) Develop a localization algorithm with no

extra hardware cost.(iii) Reduce the localization error, and localization time

II. LOCALISATION USING SINGLEANCHORNODE [LUSA]J:

Localization of nodes in a sensor network is essential for the following two reasons: (i) to know the
location of a node reporting the occurrence of an event, and (ii) to initiate a prompt action whenever
necessary. Different localization techniques have been proposed in the literature. Most of these
techniques use three anchor nodes for localization of an unknown node. Increasing the number of
anchor nodes will increase the overall cost of WSN. This is because GPS enabled nodes need frequent
battery replacements or a battery of large capacity. Furthermore, GPS does not work well in indoors and
dense areas/forests .Localization techniques also differ from environment to environment. In this
chapter, we proposed a localization technique for grid environment. Sensor nodes are deployed in a grid

pattern and localization can be achieved using a single location aware or anchor node.

2.1 Proposed Technique
In this section, we proposed a distributed range based localization algorithm for a grid environment.
Since, a single anchor node is used for localization, we call this technique as localization using single
anchornode (LUSA). We made the following assumptions:
(a) Sensors are deployed in a grid pattern as shown in Figure (a).
(b) We identify three types of node: (i) Beacon node: A node which can locate its own position, and is
usually equipped with GPS, (i1) Special node: Nodes which are perpendicular to the beacon
node, and can determine their co-ordinates with respect to beacon node. For every beacon node

there exist two Special nodes, (ii1) Unknown node: Nodes which are un- aware of their location.

Global Journal of Networks and Applications (Volume- 11, Issue - 1, January-April 2023) Page No. 41



They use localization algorithm to determine their position. Special nodes are treated as unknown

nodes.
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Figure (1): Deployment of Beacon node, Special node and Unknown node in a grid

For localization, the beacon node initially broadcast its location information. Special nodes compute
their distance from the beacon node using RSSI and determine their co-ordinates with respect to the
beacon node. After computing their location information, Special nodes also act as beacon node.
Unknown nodes use trilateration mechanism to compute their location information .Scheme using
Figure-(2.a), (2.b). Letnode 12 in the figure is a beacon node, node 13 and 17 are Special nodes, and the
remaining nodes are unknown nodes. Initially, node 12 broad-cast its position. This is received by the
special nodes 13 and 17 along with other unknown odes within the transmission range of node 12 as
shown in Figure-(2.a). Nodes 13and 17 calculate their distance with respect to node 12, and localize
themselves. At this stage all the nodes within the transmission range of node 12 has the position
estimate of beacon node 12. In next stage, node 13 and 17 act as beacon nodes and broadcast the
estimated position, as shown in Figure-(2.b), which is received by nodes 7, 8, 11, 14, 18,22, and 23.
These nodes localize themselves using trilateration[7,11] . As more and more nodes gets localized, they
act as beacon nodes. Above process continues until the whole network is localized. Figure-(3) shows
the progress of localization in the proposed scheme in a 9x9grid environment. Nodes encircled with

same numerical value are likely to get localized at the same time instant.

(2a)
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2b)
Figure (2.a) , (2.b): Localization using LUSA
g OA © © O © © O

o

Figure. (3): Localization pattern

2.2 Simulation Results:

We have simulated the proposed scheme using Castalia simulator that runs on top of C- Omnet++.
Transmitting power of nodes is considered to be -5 dBm (0.316 mW) so as to limit the communication
range to 30 meters, and the path loss coefficient (n) to be 2:4. A grid network of size 9 x9 is considered
for simulation. Metrics of interest are: (i) Localization time; and (ii) Localization error - which is

computed as described below.

Where 6 is estimated position, 6,1is actual position, N is the total number of sensors in the Network and

R isnumber of beacon nodes. We have considered the following two scenarios:
TR (66l

Error= g
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Figure (5):Beacon node at the middle of grid

Solar cells are the basic components of photovoltaic panels. Most are made from silicon even though
other materials are also used. Solar cells take advantage of the photoelectric effect: the ability of some
semiconductors to convert electromagnetic radiation The time for localization and the average
localization error in the above two scenarios is shown in Table-III. It is observed from the Table - 111,
that localization error when the beacon node is at the corner of grid is lower in comparison to placing at
the center of the grid.

Table IL.I :Evaluation of proposed algorithm, placing the beacon node at two different places
within the network.

Location Localization Localization
of Time Ermor
Beacon

Node

At Comer | 4.6363779590 | 0.000175

69

At Middle

of Grid 3.4220312391 | 0.001892
00
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Figure(6): Distribution of localization error without interference in LUSA and MDL
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Next, we have compared LUSA with Multi- duolateration (MDL). This is because MDL closely
resembles with LUSA. MDL is proposed for a grid environment. It works using internal division. First,
it localizes the edge nodes and then the remaining surface nodes. In MDL, four beacon nodes are
placedat the four corners of the grid. For comparison with MDL, we also placed four beacon nodes at
the four corners of the grid in LUSA. Metrics considered for comparison are localization time and
localization error. a two scenarios:(i)without interference, and (i) with interference; and the following

grid sizes: (1) Square grid of size:9x9, and 6 x6, and (ii) Rectangular grid of size: 6 x4, for comparison.
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Figure 7: Mean localization error (meters) in various grid: (a) Without interference (b)With

interference.
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2.3 Localization Error

The geographical distribution of error without interference in LUSA and MDL for different grid size is
shown in Figure - 3.6. Distribution of error in LUSA is shown in Figure 6(a),.6(c), 6(¢) and MDL in
Figure-6(b), 6(d), 6(f) for grid size of 9x9, 6x6, and 6x4 respectively. In each figure dot "' represents
actual position of node and symbol 'x' represents corresponding estimated position. The line joining "'
and 'x' represents the magnitude of error. From Figure-.7, it is observed that LUSA has lower
localization error than MDL. Higher localization error in MDL is attributed to the localization of
surface nodes. Each surface node localize itself on the basis of four nearest edge nodes (left, right,
above, below) using internal division. Localization of each surface node is independent of other surface
nodes and depends solely on the edge nodes. Therefore, if any of the edge node do not get its exact
location, it affects the location estimation of all surface nodes making use of that edge node for location

estimation. We have shown the mean localization error in the corresponding grids for LUSA and MDL

in Figure-7.
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Figure 8: Distribution of localization error with interference in LUSA and MDL

Next, we consider the effect of interference on location estimation. Effect of interference in LUSA and
MDL is shown in Figure-8 where Figures-8(a), 8(c), 8(e) corresponds to LUSA and Figures8(b), 8(d),
8(f) corresponds to MDL in a grid size of 9x9, 6x6, and 6x4 respectively. Effect of interference on the
localization error in grid of different size is shown in Figure-7(b). It is observed that MDL is heavily

affected in the presence of interference as compared to LUSA.

2.4 Localization Time

Localization time of LUSA and MDL for different grid size is shown in Figure-(9). Higher localization
time in MDL is attributed to the localization of surface nodes. In MDL localization proceed in two
stages: (1) First, it localizes the edge nodes, and (ii) Next, it localizes the remaining surface nodes. In the
second stage, each surface node select a reference edge node based on shortest path. This contributes to
higher localization time. Whereas, in LUSA, localization of node's proceeds simultaneously and does

not put any constraint on the selection of reference nodes9.
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II1. CONCLUSION

Localization in wireless sensor networks have received increasing attention over the last one decade. It
not only provides the geographical position of a sensor node but also fills the requisite for geographic
routing, spatial querying, and data dissemination. With the continuous research in localization of sensor
networks, a number of effective algorithms have been proposed, but the stability has not yet reached.
This is because of the storage, battery, processor) and the harsh deployment environments. Currently,
none of the localization techniques is able to full-fill all these constraints. Most existing localization
algorithms for static WSNs were designed to work with at least three anchor nodes except in those cases
where directional antenna is used. Usage of antenna not only increases the cost, but also the size of node
as well as complexity of the algorithm. As the of anchor nodes required in a network increases, overall
cost of the network also increases. In addition, energy drainage of the network increases, but the
localization time of the whole network decreases. Further, anchor nodes installed with GPS do not work
well everywhere. Therefore, at present we are in the need of a novel technology that will solve
problems: (i) reduce the number of required anchor nodes, (ii localize sensor nodes in areas where GPS

do not work well, (ii1) minimize the localization error.

Localization Using a Single Anchor Node: First, we proposed a technique for localization ,in a grid
environment using a single anchor node. It is a distributed, range based technique. In technique ,we
classify the nodes into three types. They are: (i) anchor node, (ii) special node and (iii) unknown node.
Special nodes localize themselves with respect to anchor node localize with the help of anchor node
and special node. We have compared the proposed scheme with a contemporary scheme called Multi-
duolateration (MDL) We have observed that the localization time and localization error is smaller in the

proposed scheme.

Localization problem in WSNs is not yet fully solved. There are several issues in localization which
need further attention. Some of these are(I) Localization accuracy is mostly affected by the ranging
techniques used. Each ranging technique in turn is severely affected by the wireless channel behavior in
different environments. Therefore, for accurate localization, issues like signal fading, multipath,
additive noise etc needs to be addressed. (ii)Error in distance measurement between nodes need to be
handled with proper calibration because most of localization algorithms depend on the pair-wise
distance.(iii) Not enough work has been drawn on the localization of mobile WSNs. Owing to more
battery drainage in mobile networks, a predictive approach for localization can estimate the node
location with less number of anchors required.(iv) Localization technique for mobile WSNs needs to be
tested in various mobility models . This ensures that each new proposed technique operate properly in
real time networks. (v) Furthermore, localization of WSN in certain specific environments like under-

water environments has not been explored much.
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