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ABSTRACT

<
Cloud computing is a rapid technology which increases day by day to store, share and process personal

and public data. In this connection, users can access the data through the internet which are processed
through the cloud servers. When outsourcing user's data among servers using network usually attacks
from the different security issues, where security plays a significant role, therefore security and privacy
are the major challenging issue due to extensive consent all over the globe, new risks andvulnerabilities
have appeared too. In this paper, we recommended a framework that fragments the data concerning the
security constraints. When we compare the performance of existing technologies is drastically
improved by adding it with a machine learning technique. Where the basic algorithms of machine
learning technique i.e. base and Meta level techniques are reformed, this will improve the prediction
and classification accuracy among existing methods.

Keywords - Cloud Computing, Machine Learning, KNN Techniques, Privacy, Security,

Classification.
N J
I. INTRODUCTION
Machine learning can support in business and other data storage levels to identify the threats and
respond. In this connection for data classification in cloud level we used to implement machine learning
technology; here data classification is a process of typical category for primary data classification
supporting with build classifier. A training set of familiar datasets makes the classifier. To construct a
suitable classifier, a massive volume of trained data sets is required. This expansion negotiations new
models where servers present data classification in a cloud to its various clients/users. Explicitly, when
the server processes the data automatically on remote servers. However untrusted third party-servers
can access the private data.

Furthermore, every vigorous detail or training dataset specifications may not be revealed by the servers
even if it delivers the classification services to its customer. Thus, a scheme that ensures the privacy of
the server's training set and client dataset is required. Hence, a re-encryption framework is essential
prerequisite to forestall the revoked user from accessing the encrypted information as well as to
generate reliable keys for valid users. Therefore, in this paper a hybrid re-encryption model based on
index classification which wills categories the data from sensitivity.

IL.LRELATED WORK

Cloud users have significant advantages over the internet to make use the data storage, availability, and
privacy. Besides, the data is stored on different servers so that the user can access or make an application
the information anywhere and anytime. Customers have access to public information that increases
their collaboration. Access to the cloud archive will be cheaper as there is no need to accept expensive
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hardware. Also, the cloud backup, arguments and files can be quickly restored. Despite these cloud-
based benefits, there are considerable limitations. Outside the open cloud, there is information on
external servers and cannot be managed by legal users. Data available to unauthorized customers
globally and the cloud computing model is not safe.

Problems of cloud computing have been discussed from the customer's perspective [3]. Main security
issues to address Information security and privacy. Many methods, such as Aravat, have been proposed
to protect data. The technique used is not practical and is based on different methods of modelling.

To provide information system in the cloud, AES method [4] was used to store user data on cloud
servers.

Details, Privacy Information and Cloud Quantization Issue, Discussed [5]. This document uses several
methods such as KP-ABE, reception methods (proxy and laziness). Cryptography and steganography
techniques were used to preserve the author's data and information [6]. This model is a three-stage data
protection module designed to protect user data. Dimensions: The use of cryogenic algorithms for
RSA, data masking with concise technique and finally the encryption of data access using the RSA
algorithm.

The sample [7] analyzed a data classification model that allows for overhead and minimum processing
time. In this article, another security mechanism is analyzed with a different key length, which
guarantees data privacy. Various encryption algorithms analyzed this model for better resultsregarding
reliability and efficiency. The lack of documentation explained that the automatic classification of the
data is required. Besides, more secure encryption algorithms like RSA require cryptography of an
elliptical curve.

[2] The Privacy-based Data Classification Model for Cloud Computing has been proposed. In this
work, the K-NN method (near neighboring K) is used to classify data. Determines what information
should be disclosed to what data is saved. K-NN data is used for classification. The data is classified as
sensitive and sensitive. Secret data is protected using the RSA algorithm and master data collected on
cloud servers. Lack of documentation The RSA algorithm is only used for confidential data. In addition,
the automatic classification of the K-NN model (basic, confidential, most confidential) was not
implemented.

Previously used techniques were used to encrypt information without regard to their sensitivity level.
Encryption of all data to customers is very expensive to reduce costs. Start by dividing the various
categories (most confidential, confidential, or standard) data, and then apply coding procedures to
sensitive data. It will help save encryption/decryption time, but it will also be economical for
consumers.

II1. PROPOSED WORK

Data classification will determine the data sets according to their value. These values depend on limits
on user data and access control methods [8]. The study will look for different algorithms to classify
learning data, such as KNN, Nave Bayes and modified algorithms of Naive Bayes, and analyze their
performance.
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3.1 Cloud simulation environment:

The cloudsim shown in Figure 1 is used for the proposed model, which addresses the issue of privacy
and data classification. We first emulate and then we create data centers. VMM (Virtual Machine
Manager) is used to organize virtual machines and allocate virtual machines to cloud-based blacks or
cloudlets. Only authentic users can perform an authentication process to access data.

3.2 Data Classification:
Apply the improved Naive Bayes algorithm for classification.

Classification procedure stepwise
Step1-Joining Decision table with Naive Bayes to deploy Meta classifier as the decision tree

Step-2 Here predictions of the base learners are given as input to the meta-learner. Where meta-learner
is a scheme that merges the out of the base Lerner models. i.e. Level-0 and Level-1.

Cloud Simulation Enviranment ]

-

sar's authentication ]

[ Unclassified data J

X

R e Modified
3 Classification using improved technigue Mathine

l Base Level J Meta Level | | Learming
, algorithms

\_—__f..

- Confidential N :
sample data | ‘ e Highly Confidential
— i J I. Dlu
— Vo, ‘_\-_\-“_ » _'__‘_,.:- &
AES Securtty Frame wark | L ety . Public key + Hashing
|_ framework | Algorithm

Figure 1: Proposed Model

Here classification KNN is union with updated learning techniques. Finally this leads the predications
abilities and correctness of present KNN.
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Figure 2. Level-1 Classifier using Base and Meta layers

* As per shown figure 2. By applying several learning algorithms we can generate Base classifiers i.e
Nearest Neighbor, Naive Bayes, Decision Trees to the similar data.
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Figure 3. Learning Meta-Classifier

Base classifiers Predictions in the additional certification set with correct class decisions — with a
meta-level learning set. The other learning algorithm is used to build meta-classifier. Meta-
classification seeks to learn the relationship between the predict and the final decision;

Input: Original dataset, folds: Int

1.

R

DS<-o0.ds

AOC as Amav of classifier
Decision tree

For Lr=0 to 2 do:

For each fold in folds do:

If Ir £2 dO:

AOC € Ts.Lr(Lr.Ts.Folds)
In_New € Classify (Test-set. AOC)
Adding New _In to Ds[Lr+1]Else

10. Ts.Lr(Lr,Ts Folds)
11. Lr=lr+1
12. Ts.Lr(Lr 0, o.ds)
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Where:

o.ds: Original dataset DS: Dataset
Int: Integer

AoC: Array of the classifier

Lr: Laver

Ts: a Training set

In: Instances

Scr: Successor

3.3 Data Encryption Architecture
Basic: Every uploaded data must be encrypted for the sake of security using AES algorithm
Confidential: for security reason, every uploaded data will be encrypted using RSA algorithm

Highly confidential: for high-end sensitive data, to provide the security we use the hybrid model
which consist of elgammal and hashing algorithm.

The significant objective of the proposed algorithm is to get useful results than the presented algorithm
like KNN it depends on fundamental parameters like classification time, security at cloud integrity and
data integrity level.

The valuation constraints taken into account for the assessment of the effectiveness of the proposed
system are: (a) the time available for the classification of the data; (b) the accuracy of the classified data;
(c) true positive rate; (d) the encryption time; (e) decryption time Features and description of a cloud
service model. Before starting the simulation, SaaS (software as a service), PaaS (platform-to-service)
and laaS (infrastructure-to-service) features have to be considered. Fixed. The features are as follows:
Table 1: SaaS model features are implemented with virtual machines in a simulation environment. ID =
non- specific cloud-based identification. Length = Cloudlet size. I/O file size is measured bytes.

Estimated parameters considering the performance of the proposed system performance:
A) Classification data takes time.

B) The accuracy of classified data.

Table 1: SaaS model attributes

D Cloudlet Size Input file size Output file size
0 5000 162 162
1 4000 148 148
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Table 2: The properties of VM in PaaS Model MIPS: machine instruction per second, BW:
bandwidth, Pr. Number: processor numbers used in VM.

VMID | MIPS Size of | BW Processor | Virtual m'c
Image number manager

0 1000 1000 1000 1 Xen

1 1000 1000 1000 1 Xen

Table 3: Shows the properties of the IaaS model. Here data centres' are assigned to VM.

Datacenter | RAM in | Storage limit | Architecture | Operating | BW

ID Mb re of data system

2 2048 1000000 X86 Linux 10000

3 2048 1000000 A80 Linux 10000
RESULTSAND DISCUSSIONS

The proposed method is implemented using Cloudsim and Net Beans IDE 8.0. Cloudsim is a cloud
computing simulation environment that provides basic classes that explain the library and virtual
machines, data centers, users and applications. The results of classification and encryption are
illustrated in the following figures of Figure 2, Figure 3, Figure 4, Figure 5 and Figure 6. Comparison
between KNN and Bayes Naive These cryptographic methods occur on these statistics.

Classification time in
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Fig.4.Performance analysis by classification time
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Fig.5.Performance analysis by the accuracy
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Fig.7.Performance analysis from Encryption Time

From the above results, it concludes that the proposed methodology is better rather than the existing
method. Here we are projecting the performance difference among KNN and Improved naive Bayes
algorithm. As per shown in figure 4 it expects the Performance analysis by classification time, similarly
figure 5 shows Performance analysis from accuracy, comparison of data classification algorithms KNN
and Improved Naive Bayes Algorithm. KNN algorithm is having accuracy 40.299% and improved
naive Bayes is having 72.418 %, i.e. the proposed algorithm has classified data more correctly similarly
Fig.6.Performance analysis from TP Rate, Fig.7.Performance analysis from Encryption Time and Fig
8. Performance Analysis of Decryption time. Consequently, reducing the encryption time in the cloud,
using data machine learning algorithms to replace your security needs. The previous analysis provided
excellent results for the proposed method of accuracy, data classification time, actual positive speed,
coding time and decoding time.
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CONCLUSIONS

In this paper, we have proposed a system with data related to security settings. The introduction of
existing technologies is greatly enhanced by adding it to a machine learning method. The proposed
system simulates the cloud computing environment created using the cloud simulator. The results show
that the proposed method is more significant than storing data without specifying data security
requirements. Besides, the results suggest that the technique improved naive Bayes works better than
the K-NN classification method for accuracy, time classification and TP rate and time coding and
decoding. The proposed work has improved security. In the future, the number of safety requirements
will be taken into account, taking into account the decision on classification using the machine learning
algorithm.
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ABSTRACT

4 N
The Internet of Things (IoT) is a popular field that integrates physical worldwith internet for increasing

the efficiency of data usage by the owners. The physical devices connected through loT are embedding
with software, electronics, sensors and actuators to cloud. There are several protocols available to
provide device communication with reduced bandwidth and delay requirements. Such communication
between loT devices should be protected using security mechanisms that should ensure secured key
distribution across the network. In this paper, we propose a collaborative key management system with
a novel framework that ensures better selection of optimal proxies and that ensures secured
cryptographic actions until the completion of encryption action. The framework consists of automated
key establishment using bat algorithm and fuzzy neural network, where former optimally selects the
proxies using cryptographic actions and latter generates automated key by considering computational
burden and memory requirement as its concern. The results shows that the proposed collaborative
lightweight scheme obtains improved efficiency than other systems.

Keywords - Optimal Proxy Selection, Key Establishment, Computational Overhead, Fuzzy Neural
Network, loT, Bat Algorithm.
N J
I. INTRODUCTION
The IoT is a collection of various physical devices interconnected with each other to exchange data over
the internet. The physical devices in 0T has locatable Internet Protocol address, which is used for
processing and communication capabilities that are resource constrained in nature. The network
infrastructure is used for accessing and controlling the devices remotely through uninterrupted
connections with the computing systems. This reduces the involvement of humans with improved
efficiency and accuracy. In various scenarios, the devices connected through gateway node to internet
isaccessed by several users with authorized access [1].

The main challenge in IoT is the integration of physical devices that leads to reduced end-to-end
security between the remote entities. The devices allows to reveal its surrounding state and can
communicate with other entities. Hence, this necessities the connection of sensors with other entities
through a common gateway to internet. The main issue surrounding the information security is not
trivial, since the sensors have constrained power and resource limitations [ 1]. Further, other challenges
related to security includes the communication nature, resource limitation, density of network, poor
infrastructure, network topology and physical attacks on unattended sensor nodes. Moreover, the
sensor nodes are deployed in order to operate on adversarial situations [2].
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The solutions for security in IoT application depends strongly on effective key distribution
management system. This is considered infeasible in uncontrolled environments, where millions of
sensors tends to change its device configuration. The usage of single key distribution in IoT application
isnot advisable, since it can be easily obtained by the intruder. Hence, it is very necessary for the sensor
nodes in [oT to adapt with its environment and it should provide establishment of secure network using
pre-distributed keys, exchange of information with immediate neighboring nodes and with robust
nodes. There are several works that customizes elliptical or public key cryptography for such low
power wireless sensor nodes and such approach is considered costly due to its high computational or
processing requirements. Hence, the key distribution and management is considered as a difficult task
inloT and it requires the use of new approaches [2].

Itis very necessary to use a lightweight key management system to reduce the computational burden in
[oT networks. In this paper, we propose a collaborative lightweight key management framework to
reduce the computational burden in IoT networks. This framework essentially selects optimal proxies
using Bat algorithm with secured cryptographic actions until the encryption operation ends. After the
selection of proxy servers, Fuzzy Neural Network generates automated key in order to reduce the
computational burden and memory requirement.

The outline of paper is as follows: Section 2 provides various methods used by researchers for solving
the problem associated with key management. Section 3 provides the proposed design using novel
framework.Section 4 evaluates the given work and section 5 concludes the paper with future work.

II.LRELATED WORKS

There are few key management systems in IoT application, which are intended to increase the security
in [oT applications. Roman et al. [1] proposed a key management principle to negotiate the link layer
keys between the sensor nodes in IoT application. This paper analyses the creation of secured channel
between any two remote entities using pre-shared key, public key cryptography and link-layer oriented
key management systems. Here, public key cryptography is used in server nodes and in client nodes.
The pre-shared keys are used for server nodes in real-world application and key management system
[3] can provide better solution for client nodes [1].

In distributed IoT applications, lightweight authentication and keying scheme is used to establish
secure link between end-users and peer-to-peer sensor nodes. This authentication scheme uses implicit
certificates to provide end-to-end security at application level [4].

In hierarchical IoT applications, a lightweight three- factor remote user authentication scheme key
management protocol is proposed. The security is analyzed in a random model that applies password,
smart card and biometrics as an authentication key. It uses cryptographic hash function along with the
symmetric encryption/decryption to make the system efficient. The formal security is proved using
ROR model against various possible attacks [2]

In IoT wearable devices, end-to-end authenticated key exchange agreement is proposed to improve the
key exchange agreement with wearable devices or smart cards. This method provides dynamic
authentication to reduce the possibility of tracking and extraction of personal data. The computational
cost of authentication is reduced using elliptic curve cryptography [6].
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In IoT cloud application, a security model is proposed with reduced encryption or decryption cost. Then
an access control model is used to reduce the cost of key management for owners. Finally, a password
authorization update mechanism is used to reduce the cost in dynamic way [7].

In machine-to-machine technology, 10T is implemented with increased security and privacy concerns
with password authorization scheme. The mutual authentication method is improved with Elliptic
Curve Cryptography based Self-Certified Key Management that relies on self-certified public key
management. The less constrained system generates more resource constrained nodes in [oT system
and its privacy is generated by the sensor nodes [8].

III. SECURED AND AUTOMATED KEY ESTABLISHMENT MANAGEMENT

The architecture of automated key establishment management is shown in Figure 1. The overall
processing flow includes secured transmission of packets using efficient key establishment
management. The secured key transmission is optimized through the selection of optimal proxy
Servers.

1|JI
Est H...h_Lvm

[T L

/ [oT

/"
\_ >y

~,
Monitored Dpiimal selechion of 1
Data RO SErvers Using
Muodafied BAT
"

Adapris e bandlicg
onfets wumg FNN
¥

Figure -1. Overall processing flow of the proposed research method

3.1 PROXY SERVER SELECTION USING BATALGORITHM

The proxy server needs to be optimally selected in order to fulfill the requirements of data transmission.
The use of cryptographic functions with optimal proxy selection can be done without any failure or
interruptions. The main constraints associated with it is the optimal consumption of energy and
bandwidth. The algorithm for the selection of proxy server selection is given in algorithm 1.
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ALGORITHM: Modified Bat Algorithm

Step 1. Initialize bat population xi and velocity vi

Step 2. Define frequency fi

Step 3. Initialize pulse emission rate r and loudness A

Step 4. repeat

Step 5. Generate new solutions by adjusting frequency and updating velocity and location
Step 6. ifrand>ri then

Step 7. Select a solution among best solutions

Step 8. Generate new local solution around selected best solution
Step 9. end

Step 10. Generate new solution by flying randomly

Step 11.ifrand<Aiand f(xi)<f(x*) then

Step 12. Accept the new solution

Step 13. Decrease A, increase ri, by Equations 6 and 7

Step 14. end

Step 15. Rank the bats and find the current best x*

Step 16. until termination criteria is met;

Step 17. Post process results and visualization

3.2 COLLOBORATIVE KEY HANDLING MANAGEMENT

The enhanced distributed approach we propose is based on the use of a (k, n) threshold scheme, wherein
the n proxies obtain a polynomial share instead of a partition element, k polynomial shares being
enough to reconstruct the source's DH public key through the technique of Lagrange polynomial
interpolation. In cryptography, Lagrange polynomials were initially used in Shamir's secret sharing
schemes. The proposed threshold scheme satisfies the two properties that the integer partition solution
fails to provide:

Given a polynomial function fof degree k - 1 expressed as: f(x)=q,+qx+....+q"'x,, withq,, qs, . . .,q,.
, being random, uniform and independent coefficients and q, = a. Applying the Lagrange formula, the

~ —

pol k L -

) 22a) = o ) 9)
i—)
i=Li*
From (9). the secret exponent a can be computed given any subset of k values of f(x):

a=f(0)=X* (fQ)xII* ) (10)

i=1 =1 %

i=1

In the threshold distributed approach, the distributed shares ai of the private exponent a are obtained as
ai=1{(i). So, in order to bootstrap the threshold distributed key agreement, the source calculates n values
f(1), .. ., f(n) of the polynomial f, with n >k, and sends each f{(i) to the correspondent proxy P,. Each
proxy computes then it's part of the source's DH public key g* mod p = g’ mod p and sends it to the
server. Upon the reception of a subset P of k values transmitted by the proxies, the server starts by
computing the ci coefficients as follows:

Global Journal Of Computer And Internet Security (Volume- 11, Issue - 03, September - December 2023) Page No. 117



—] 11
e — -l (1)
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iEP,j*i
Then. B computes the source’s DH public key DH; based on the Lagrange formula:

+(gfM) " mod p = gTier{O*€imod p (12)
ieP
= gfOmod p
= gamod p
ith coefficient calculated in the previous phase). Pi is unable to compute the coefficient ci since it has no
knowledge about the subset P of concrete participating proxies. Having received this value, each proxy
Pi uses its share f(i) of the source's private exponent to compute K,= B = g™, Each proxy delivers
then this computed value to the source A. Upon reception of these k values, the source computes the DH
session key KDH as follows:
Kpy = =f= ¢ Ocimod p (13)
iep |
=g b ¥ieP fli)c; I‘Il{]d p

= gabmodp
By applying the threshold technique to improve the effectiveness of the distributed approach, the
source is led to perform more computational operations in the initial phase, in order to calculate the n

values of the polynomial that it sends to the n proxies. The cost of the computation can be better
estimated if one considers another way of writing f(x), as:

f(x) = (..... ((qr-1x+ qr-2).x+ qr-3)x (14)
+ )X+ qo

According to this expression, A performs for each computation of f(i): (k - 1) multiplications between a
scalar and a large number and (k - 1) summations of two large numbers. It is worth noting that k and n
are small numbers, smaller than the number of secure relationships that the source is able to maintain.
On the other hand, the polynomial coefficients are as large as the DH private key of the source.

IV.EXPERIMENTALRESULTS

This section discusses the performance of proposed system with existing methods. The performance of
proposed method is tested in terms of end to end delay, packet delivery ratio, and network lifetime and
network throughput against existing system. The results are tested with 1000 sensor nodes in an area of
1000*1000m2. The initial energy of sensor node is set as 0.5J and the location of base station is at the
center of the network. The energy of each sensor node is 50nJ/bit with transmission packet size of
4000bits transmitted between the devices.

4.1 ENDTO END DELAY
The End-to-end delay is defined as total time taken for packet transmission between source and
destination IoT nodes due to retransmission and queuing.
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It is seen from Figure 2, the proposed system obtains reduced end to end delay than existing methods
like Sciancalepore et al. [3], Mamun et al. [4], Wazid et al. [5]. This shows the efficient transmission of
packets without any retransmission or queuing in proposed method than other methods.

42 NETWORKLIFETIME
The network lifetime is defined as the total lifetime of all sensor nodes in the network or the time before
the network running out of energy or it can be defined as remaining energy of sensor network.
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Figure -3. Network Lifetime comparison

It is seen from Figure 3, the proposed system obtains increased network lifetime than existing methods
like Sciancalepore etal. [3], Mamun et al. [4], Wazid et al. [5]. This shows the improved transmission of
packets for longer time than existing methods.

4.3 THROUGHPUT

Network throughput is defined as the ratio of packet delivery in a communication channel. The
throughput is measured as bits per second.
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It is seen from Figure 4, the proposed system obtains increased network throughput than existing
methods like Sciancalepore et al. [3], Mamun et al. [4], Wazid et al. [5]. This shows that transmission of
bitrate is increased in proposed system than existing methods.

4.4 PACKET DELIVERY RATIO
The Packet Delivery Ratio is defined as the total number of packets received successfully by the

destination node.
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Figure -5. Packet delivery ratio comparison
It is seen from Figure 5, the proposed system obtains increased packet delivery ratio than existing

methods like Sciancalepore et al. [3], Mamun et al. [4], Wazid et al. [5]. This shows that packet
transmission is improved for longer lifetime in proposed system than existing methods.
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4.5 PACKET LOSS RATIO
Packet loss ratio is defined as the percentage of total packets lost during the packet transmission.
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Figure.6. Packet loss ratio comparison

It is seen from Figure 6, the proposed system obtains reduced packet loss ratio than existing methods
like Sciancalepore et al. [3], Mamun et al. [4], Wazid et al. [5]. This shows that packet transmission is
improved with reduced packet loss for longer lifetime in proposed system than existing methods.

CONCLUSION

In this paper, we propose an automated secure key establishment framework with Bat algorithm and
Fuzzy Neural Network for establishing secured key handling by the better selection of optimal proxy
servers with secured data transmission. The selection of optimal proxy servers is carried out by
considering bandwidth and energy parameters that are reliable and offers continuous data delivery. The
better data delivery and secured key generation is ensured by using Bat algorithm and Fuzzy Neural
Network, where the prediction of key is considered difficult. The results of proposed method with other
conventional methods show that our proposed method obtains improved security and better delivery of
data.
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ABSTRACT

Malware is any malicious software to cause damage to computer systems. Steganography is a
technique to embed the secret information without any notice. Recently, malware using steganography
technique is used to evade detection. In this paper, various cyber attacks are explained and malwares
using steganography are described. These attacks are not only difficult to detect but also increased the
damage because of various forms and combination with each other.

Keywords- Steganography, Malicious Code, Malware, Information Hiding.

I. INTRODUCTION
Cybersecurity issues are becoming everyday struggle in the world. In the U.S. economy, malicious
cyber security activity was estimated between $57 billion and $109 billionin 2016 [1-2].

Malware describes any malicious program or code whose purpose is designed to cause harmful damage
to a computer. Malware takes many forms of software that may be deployed on desktops, servers,
mobile devices, printers and programmable electronic devices. There are many different types of
malware such as virus, worms, Trojan, backdoors, rootkits, bots, spyware, ransomware, adware, and
scareware [3-4].

Steganography is one kind of information security to communicate with secret by hiding the existence
of the secret data itself [5-6]. Digital contents such as image, video, text, audio, network protocol and
DNA are used as communication mediums. Steganography can be divided into spatial/frequency

domain based techniquesor technical/linguistic based techniques as shown in Fig. 1.
Secunty Systems

|
Data Hiding
|
| |

Cryptograghy Stegasography Watetmarking

— — |

Technical Linguistic Robust  Semifazle  Fragile
Stemamngraply  Stemancoraphy  Watermarking Watermarking  Watermarkimg

Fig. 1. Techniques in security system.

Recently, malware using steganography techniques was found to hinder detection [7-9]. The malicious
code can be carried as hidden messages in image, voice, audio/video and even electrocardiogram data.
Hackers use steganography to evade detection by conventional security tools when infiltrate computer
systems.

In this article, some malwares using steganography technique are described and damage caused by
malware is shown to get interests and research in the field.
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II.MALWARE AND STEGANOGRAPHY

2.1. Cyber and Malware Attacks

Common types of cyber attacks are shown inFig. 2. [10-11]. TCP SYN flood attack, teardrop attack,
smurf attack, ping of death attack and botnets attacks are common types of DoS/DDoS attack. Session
hijacking, IP spoofing and Replay attacks are common types of MITM attack. Drive-by download
attack is used generally to spread malware, where hackers plant a malicious script into HTTP or PHP
code for insecure websites. For password attack, brute-force and dictionary attacks are often used. The
birthday attack try to find two random messages that generate the same message digest by hash
algorithms.

— Do and DDos Attack

— MITM Attack
— Phishing Attack

Cyber |  Drive-by Attack

Attacks | Password Attack Virpses
| SQL Injection Attack T Worms
| X558 Attack [ Trojans

Eavesdropping Attack | Hyhrids and Exotic Forms
Birthday Attack —
Malware Attack

Eanzomware
[ Fileless Malwrare
[ Adware

| Spyware

Fig. 2. Types of cyber attacks.

Malware can be described as unwanted software that is installed without consent. Common types
ofmalware are viruses, worms, Trojans, hybrids, ransomware, adware, spyware and so on. Viruses are
the only type of malware that can infect other files. Worms have ability to replicate itself and to spread
without end user action. Trojans hiding in a useful program contain malicious instructions that can
establish a back door and exploit by attackers. Recently, most of malware programs are considered
rootkits or stealth programs.

2.2. Malware Examples

An attacker uses steganography to embed securely a piece of malicious code. In smartphone apps,
steganography malware contains three basic components: stego-text, stego-key, and steganography
extracting algorithm [§]

There are some cases of malware using steganography [13-14]. Lurk malware was documented in
2014, which is used to download additional malware on infected computers. Lurk downloads firstly an
image which embeds a download URL by least significant bit replacement. The GoziNeverquest
malware can inject malicious code into browsers to retrieve URLs, where it could download the
configuration file from decrypted a URL from image pixel. Stegoloader is a modular information
stealer to check whether it is an analysis computer and then to download an image file from a legitimate
website.
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2.3. Malware Inspection Scenarios

Malware installation to target systems is complex, but two main steps are required. First, initial
decryption and installation of the malware is needed. Second, download of the inspected image and use
of the hidden secret information are required to establish covert communication further actions.A
possible scenarios malware using steganography is shown in Fig. 3.

extract hidden
extra information

~ g upload
stego-contents
Target

imnstall malware

Systems
steal data
Attackers
' Server
~. C&C
- Server

Fig. 3. Attack scenarios.
III. FUTURES AND DISCUSSION
3.1. Malware Statistics

According to AV-TEST statistics, over 350,000 new malware and potentially unwanted applications
are registered [15].
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Fig. 4. Malware statistics.

3.2.Steganography in Malware

Malware using steganography can be extremely difficult to detect and scanning performance for every
files on small and non-impacting anomalies are huge. Nowadays, more intrusion cases are being found
as criminals.

CONCLUSIONS

Steganography has been used for evading detection in malware. Malware attacks are very difficult to
detect because of various forms and combination. As results, the damage from malware attacks will
increasing. Interests of security and research in the field are mandatory in the future.
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ABSTRACT

This paper describes about controlling the computer and laptops keyboard and mouse with voice

control and image recognition from smartphone using Wi-Fi. Now-a-days home appliances are
controlled using smart phones, in the same way we can also control the computer keyboard and mouse
for typing letters, numbers and playing games etc by sending virtual keystrokes and mouse clicks from
phone.

Keywords - HTTP Protocol, Nodemcu, PyAutoGUI, MIT App Inventor, Voice Recognition, Image
Recognition

I. INTRODUCTION

Home automation is a part of 'the internet of things' also known asloT. The way devices and appliances
can get networked together to provide us seamless control over all aspects of home and more. From
network and communication perspective [oT can be viewed as an aggregation of different networks
including mobile networks, WLAN, WSN, mobile ad hoc networks(MANET). The connectivity is key
requirement for [oT. The network and communication, speed reliability and connection durability will
impact the overall IoT experience. From the smartphones we can also control the computer keyboard
and mouse Wirelessly with voice recognition and image recognition using nodemcu with HTTP
(Hypertext transfer protocol) protocol from an android app. The android app is created by using the
MIT app inventor.

II.SYSTEM DESIGN AND IMPLEMENTATION

In the block diagram shown in Fig 1 shows the total structure of the controlling system. Firstly we will
make an android app using MIT app inventor and we will install apk file in our smart phone and we have
to take a wifi module called nodemcu (esp8266) and then we will establish wifi connection between
two hosts the smartphone and the nodemcu and then a I[P address is generated for nodemcu. Secondly
with this IP address the information is sent fromclient(smart phone) to the server(nodemcu) and then
the server outputs the information on the computer. In this way the communication is done between the
smartphone and nodemcu (esp8266). After connection between smartphone and nodemcu, we will
connect nodemcu with computer via USB cable(com ports) to output information on Arduino serial
monitor .Next Arduino serial monitor and python algorithm are interconnected with some special
modules in python.
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1. NODEMCUAND ANDROID APP

Nodemcu (esp8266) Wi-Fi module is generally used to establish the wireless communication between
devices and it can be used as access point mode(AP) and station mode(STA). so firstly we will generate
station mode(STA) or Wi-Fi in nodemcu by writing the code from Arduino IDE and we will dump the
code in to the board .secondly we will on hotspot in our smartphone, then both the devices are connected
with particular username and password as written in the arduino code. After connecting , the
Nodemcuboard will generate an IP address in arduino serial monitor. With the generated IP address we
will start communicating between these devices using HTTP protocol with GET method. When we
pass information from client(smart phone) to server(nodemcu) as URL then it is called as GET
method.client will always initiate communication to the server and server will respond back. First the
request is sent as URL from client(smart phone) to server(nodemcu) and the nodemcu will send
response to the smartphone. And the speech recognition done using the microphone located in the

phone.

const char* ssid = "sav";// Giving hotsopt name

' password = "savanthl23i";// Hotspot password

/ Set web server port number to 80
FiServer serwver (80);

Variabhle to5 store the HIIP redquest

String header;

Serial .begini(ll5200);

§ Connect to Wi-Fl necwork with S55TD and passwor
Serial .print "Comnecting to *
Serial .princln{ssid);
WiFi _begin{ssid, password);
while (WiFi.status() = WL _CONMECTIED
delay(500);
Serial prine(~_.");
}
Brint local IP address and scarc web server
Serial .println{®"™);
Serial .println("WiFi connected."
Serial princln("IPF address: "};
Seria rint W 1IF 5
server . beginl)
B
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Fig 2. sending request to server(nodemcu)

2. PYTHONALGORITHM AND SERIALMONITER

We will mainly import three python libraries in our python script.
A.PyAutoGUI
B. Serial
C.Time

The information from server(nodemcu) and the python code is connected using a python module called
serial. This serial library in python used to connect the Arduino serial monitor and python script. As the
output information is printed on the serial monitor the information is read by the imported serial module
in python code and it controls the keyboard and mouse functionalities with the library called
PyAutoGUI . PyAutoGUI is a python module for programmatically controlling the keyboard and
mouse. this module can also be used for image recognition. We use time module to put time delays.
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Fig 3. Flow chart of python algorithm

The printed information on arduino serial moniter is recognized by python script in bytes, so we have to
decode byte objects to strings using 'decode( )' function by using ASCII mapping. After decoding the
particular information we will compare the results. After comparing, if the condition is satisfied then we
will call pyautogui functions such as 'pyautogui.press( )' to press the letter on the keyboard keys and
'pyautogui.hotkey( )' function is used to press two or more keyboard keys at the same time and
'pyautogui.typewrite( )' function is used to type the words. For controlling the mouse we use some
another functions such as 'pyautogui.position()' function is used to locate the co-ordinates of the
cursor on the screen and 'pyautogui.moveRel()' function is used to move the mouse cursor from present
location. And 'pyautogui.click()' function is used to click the mouse right click or left click according to
the arguments mentioned in the function.

3. VOICE CONTROLAND IMAGE RECOGNITION

Firstly we have to create a database of all images or icons present on the screen of computer and we have
to set particular path for this database with python code in python IDLE and when ever we will get
request from smartphone by speech recognizer from android app ,then for a particular keyword
orcommand we will import the particular image from the created folder by using pyautogui
functionsand for particular functionthe mouse cursor will locate the particular image on the screen.
After locating, we will click the detected icons by using pyautogui functions. In this way the pyautogui
image recognition works. suppose for example if we call ' open my computer ' in android app the speech
recognizer sends the information to the nodemcu which is connected to the laptop or computer via USB
cable(com ports) and the nodemcu prints the information 'open my computer' on the Arduino serial
monitor , then the printed information is taken by the python script and the pyautogui function
'pyautogui.locateOnScreen( )' import the particular image from the database and search the image on
the screen and gives the co- ordinates of the image on the screen. Then by using pyautogui function
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"pyautogui.locatecenterOnScreen( )' the mouse cursor is centered on the image or screenshot and then
by using pyautogui function 'pyautogui.doubleClick( )' the cursor double clicks on that icon and the
required file is opened. optionally we can also pass 'grayscale=True' to locate functions to give slight
speed up for detection of image on the desktop screen. This grayscale matching desaturates the color
from the images and screenshot and locates the image on the screen.

0 s EEEE S b ) eCEE
S compare s (el TN EX ETT"
B s (CIE3 O0ED ©o

Fig 3. voice controlled request to server

III. RESULTS

After doing all the process and connections the experiment has been tested and experiment showed
expected results. The computer keyboard and mouse has been controlled from phone using an android
app and all the keys and mouse buttons has functioned. By using speech, the keyboard and mouse
worked with image recognition. And the speech recognition also worked for different languages.

voice command function
l.computer opens my computer
2.chrome opens google chrome
3.firefox opens mozilla firefox
4 windows opens windows
9.settings open settings
6.filemanager opens file manager

T1.refresh

8 local disk d
9 local disk e
10.local disk c

press refresh

opens local disk d
opens local disk e
opens local disk c

11 pictures opens pictures
12.music opens music
13.cortana open cortana
14.new tab opens newtab
15.minimize press minimize
16.exit press exit
17.documents opens documents
18.zoom press zoom

Fig 4. Table for voice commands
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CONCLUSION

So finally we can control the keyboard and mouse functionalities with voice recognition and image
recognition by programmatically using Wi-Fi. And we connected the arduino serial and python code
with serial module for serial communication and pyautogui module for keyboard and mouse

functionalities and time module for time delays. We have communicated the Smart phone and nodemcu
using HTTP protocol.
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FUTURE WORKS

We can also extend this project more by using deep learning techniques and image recognition to
control the keyboard and mouse automatically from the given inputs by the smart phone. And we can
also interfacing with amazon alexa, google assistant and siri for more automated process. This project
more can be developed by using cognitive [oT so that all appliances can sense, store, analyze, and learn
according to user.
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ABSTRACT

4 R

This paper presents an analysis of the implementation of Bluetooth low energy (BLE) mesh network

using flooding mechanism and directed addressing mechanism. Several studies have shown the
shortcomings of Bluetooth low energy due to its peer to peer architecture. With Bluetooth mesh, all
nodes can communicate with one another. Thus, mesh architecture can provide a large, scalable and
reliable network for data transmission. In this work, common data is relayed over the network using
flooding mechanism. Two methods are implemented. In the first one, data is relayed from one node to
another in the network without the need to know the node address. The second implementation is based
on the assignment of node address and transmitting the data to that node only.

Keywords - Bluetooth Low Energy (BLE), Internet of Things (I0T), Mesh Network.

L.INTRODUCTION

The Internet of Things (IOT) is a rapidly growing area due to the constant digitization of data and the
ever-increasing number of devices using the data. Many IOT devices are available in the market which
support Bluetooth connectivity. Bluetooth operates in a personal area network (PAN) consisting of two
devices. The communication is peer to peer with one device known as a Master which can establish
connection with seven other devices known as slave. Due to one to one connection supported by
Bluetooth, the network becomes short ranged. To overcome this drawback, Mesh network is being
implemented which can provide many to many connections among the nodes present in the network.

Mesh topology is very popular with Zigbee but very few devices have a Zigbee chip. Since most
devices available in the market are Bluetooth compliant, it is very easy to implement mesh topology.
The inclusion of mesh networking support is a fundamental change for Bluetooth technology. The
mesh network will make it easier to take control of building services and to wirelessly interact with
them and automate their functionality.

Let's consider a case where a smartphone has established connection with a heart-rate monitor. The
same smartphone can establish connection with another pressure sensor. The smartphone can establish
connection with each of the devices, but the two devices cannot communicate with each other. In such a
scenario the mesh network comes into play where each device can relay messages to any other device
so that the end-to-end communication range is extended beyond the radio range of each individual
device.

Bluetooth Mesh is a networking technology and not a communication technology. This network does

not make use of a central hub. All the nodes in the network are free to communicate with every other
node. The terms used in mesh networking are as follows:
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Nodes: The devices which form the mesh network are known as nodes.

Un-provisioned Device: Devices which are not a part of the mesh network.

Provisioning: The process to turn un-provisioned devices to anode.

Elements: Multiple constituent parts of a node.

Messages: Messages are sent by one node to another to query about the status or control them.
Publishing: The act of sending a message from nodes in the network.

Subscribing: The act of selecting messages sent to certain addresses by the nodes for processing.
ILIMPLEMENTATION

A.SYSTEM OVERVIEW

All the nodes are programmed with the same firmware for easy identification of the nodes in the
network. Flooding mechanism is implemented in the network which eliminates the need of separate
processing to deal with the changes in the network parameters. There is no limit to the number of nodes
that can be a part of the network without considering interference on the BLE channels. This
implementation also prevents connection between nodes which has the new relayed data or has already
received data from some other node thus making it a reliable network.

B.REQUIREMENTS
The hardware CY8CKIT-042-BLE Bluetooth Low Energy BLE Pioneer Kit is used. The design tool
used is PSOC Creator 4.2 and CySmart 1.0.

1. EXPERIMENTALSETUP

The data among the nodes is relayed after the establishment of a connection. The node which hasthe
data transmits it to all the nodes or a node whose address has been selected. Each node is made to switch
between GAP central and peripheral roles.

Each node supports both GAP central and GAP peripheral role. The GAP peripheral device advertises
its data which contains the ADV data counter value ranging from 0-255. Every time a new data reaches
the node, the counter is incremented. The GAP central device will scan for the advertisement packets. It
will read the value of the counter and determine if the node has received a new data. The central node
will connect to the peripheral node only if it has old data.

Once connection is established between the scanning node and advertising node, the scanning node is
known as a GATT Client and the advertising node is known as a GATT Server. Once the client writes the
data to the server, the server will disconnect and switch its role to that of a central device. Every GAP
central node is assigned an internal timer which will trigger a role switch after specified intervals of
time. Five BLE pioneer kits are used for implementation.
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Figure 1: Initial Kit Setup
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Figure 2: PSoC Creator Schematic

Figure 3: RGB data relayed to all nodes

Global Journal Of Computer And Internet Security (Volume- 11, Issue - 03, September - December 2023) Page No. 138



IV.RESULTS AND DISCUSSIONS
After we program the device with the appropriate firmware, the device acts as a peripheral and starts
advertising. The central device which is CySmart Tool, scans for all the peripheral devices which are
advertising. The central is made to connect to our peripheral device. The RGB value needs to be located
and it is observed that it is a 4 byte value. This value is modified and written to the peripheral device.
The format of the value field is [Red:Green:Blue:Intensity]. On writing a value, the device will be
disconnected immediately and all the nodes will show the same colour on the led. So, when we changed
the RGB led colour on one peripheral node, it got relayed to all the other nodes. In this way, the range of
the Bluetooth network can be increased. From a simple point to point link, we demonstrated a mesh

architecture.
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Figure 4: Reading the existing colour value of RGB Led
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In case of the directed BLE mesh, the data is transmitted to the peripheral device with a particular
device address. After establishing connection between the central and peripheral node, the attribute
with a handle of 0x0015 is read from the peripheral and modified to set a unique node address. Each
node is assigned a unique address. The 8 byte data is then read from the RGB custom characteristic.
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Figure 7: Data format

The first byte represents either general addressing(0x00) or piconet addressing (0x01). The second byte
is for future use. The next two bytes indicates the peripheral device address to which the data needs to be
sent in the mesh network. We can set a broadcast address (0:00) so that all the nodes accept the data
packets. Otherwise, the node whose address is set will receive the data packet. The next four bytes
indicates the RGB colour and the intensity which needs to be transmitted to the mesh network. After
writing the value to the node, it will be disconnected. Depending on the address field set, either all the
nodes will receive the colour value or a particular node.

CONCLUSION

Bluetooth is a very popular technology in this century. But the shortcoming of a peer to peer network
can limit its usages. So, the mesh network which can be easily implemented in the Bluetooth can
expand the use cases of Bluetooth. It can provide longer range and allow communication between
devices which are not in the direct radio range of each other. In this paper, mesh functionality has been
demonstrated with PSoC Kit. The data is being relayed to a node which is not in the direct radio range of
the transmitting node. Hence, extending the Bluetooth range can be a boon to a lot of IOT applications
intoday’s world.
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